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PROBLEMS OF THE USE OF VIDEO SURVEILLANCE
AND VIDEO ANALYTICS SYSTEMS IN ACTIVITIES
OF THE NATIONAL POLICE BODIES (UNITS)

Abstract. Purpose. The purpose of the article is to highlight problematic issues of the use of video
surveillance and video analytics systems in the activities of the National Police bodies (units).

Results. The article considers the specificities and problems of the use of video surveillance and video
analytics systems in the activities of the National Police of Ukraine. It is established that the use of video
surveillance systems and video analytics by police officers opens up new possibilities for crime prevention,
contributes to effective and accurate decision-making for detecting crimes, including in “hot pursuit”. It
is noted that now only one information subsystem “Harpoon” of the information and telecommunication
system “Information portal of the National Police of Ukraine” operates but has a limited functionality
to work with the flow of video information and cannot fully meet users’ requests. It is determined that
the legal and regulatory mechanism for the use of video surveillance and video analytics systems in
Ukraine is in the early stages. In many regions of our state, the scope of regional programmes for crime
prevention, public safety and public order “Safe City” provides for the development and improvement
of video surveillance and video analytics systems. Statistical data and examples of “hot pursuit” detection
with the help of video surveillance systems and video analytics are examined. Problematic issues in
the operation of these systems are identified. The Information portal “Harpoon” and video analytics
software ULA are analysed.

Conclusions. The study makes proposals for the development of a unified video analytics software
with a high potential and its warranty. It is proposed to leave video cameras on the balance sheet of local
self-governments, but to transfer the processing and storage of information received from them to the state
level — to create single or multiple mirror servers in different parts of the country, to which all services
concerned will be able to access after having legally obtained the relevant login and password. This will
allow controlling access to information properly and standardizig the necessary processes.

Key words: video surveillance, video analysis, software product, access to and protection of information,
legal and regulatory framework.

1. Introduction

The active development of information pro-
cesses and the introduction of new inventions,
achievements and technologies into production
and managerial processes have led not only to
the possibility of the progressive development
of our state but have also increased the number
of crimes and improved the means and methods
of committing them. Therefore, the use of video
surveillance and video analytics systems by bod-
ies (units) of the National Police of Ukraine (fur-
ther — NPU) isincreasingly relevant, since it opens
up new possibilities for crime prevention, contrib-
utes to effective and accurate decision-making for
detecting crimes, including in “hot pursuit”.

© |. lvanov, 2021

The video surveillance and video analyt-
ics systems of the NPU are rapidly improving
in today’s environment, but urgent problems
in their use arise, both in legal and technical
terms. Now only one information subsys-
tem “Harpoon” of the information and tele-
communication system “Information portal
of the National Police of Ukraine” (IPNP)
(Order of the Ministry of Internal Affairs
of Ukraine “On approval of the Instruction on
formation of the information subsystem «Har-
poon» of the information and telecommunica-
tion system «Information portal of the National
Police of Ukraine»”, 2018) operates, but has
a limited functionality to work with the flow
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of video information and cannot fully meet
users’ requests, which has limited video flow
functionality and is unable to fully implement
user requests. It should also be noted that
the NPU, which are the main users of video
surveillance and video surveillance systems,
require an appropriate legal and regulatory
mechanism, which unfortunately does not
exist at present. An analysis of the regulations
in force shows that the legal and regulatory
mechanism for the use of video surveillance
and video analytics systems in Ukraine is in
the early stages. Therefore, the issue of the fur-
ther development of the system of video sur-
veillance and video analysis, as well as the legal
and regulatory mechanism for its use by bod-
ies (units) of the National Police of Ukraine,
becomes particularly relevant.

The use of video surveillance systems
and video analytics in the activities of the police
were studied by 1.V. Bondarenko, V.M. Kar-
dash, I.B. Kochetkova, O.M. Kliuev, O.V. Mak-
nytskyi, V.O. Myroshnychenko, M.O. Rusylo,
and others. However, the dynamics of modern
information development confirm the relevance
of studying this problem.

The purpose of the article is to highlight
problematic issues of the use of video surveil-
lance and video analytics systems in the activi-
ties of the National Police bodies (units).

2. Identification of the required range
of video surveillance and intrusion detection
equipment

Scientific and technological —progress
determines an increase in the range of video
surveillance equipment and its penetration
into all sectors of human activity. In 2015,
after the adoption of the Law of Ukraine “On
the National Police” (Pietkov, 2020), they took
on a larger scale in the work of the NPU. The
main objectives of video surveillance systems
and video analytics are to prevent offences,
reduce their number, bring perpetrators to jus-
tice and increase the public’s sense of security.
I.V. Bondarenko, V.M. Kardash, and O.M. Kli-
uev argue that “Video surveillance systems assist
the bodies and units of the National Police
of Ukraine in crime prevention” (Bondarenko,
2005; Kardash, 1999; Kliuiev, 2010).

To date, the NPU’s bodies (units) use sev-
eral types of video surveillance equipment:
chest video recorder (body cam); dashcam;
video cameras in administrative buildings,
public places and roads; intelligent video-ana-
lytics software, digital video information that
helps to solve the following tasks: aggressive
and inappropriate behaviour of citizens towards
police officers, abuse of power by police officers,
unjustified use of physical force against citizens,
as well as prevention of crimes and offences by
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prompt response to events, detecting crimes in
“hot pursuit”.

This study focuses directly on the use
and problems of video surveillance and video
analysis. In many regions of our state, the scope
of regional programmes for crime prevention,
public safety and public order “Safe City” pro-
vides for the development and improvement
of video surveillance and video analytics sys-
tems. The territorial bodies of the National
Police are primarily interested in introduc-
ing such systems, since their use has a posi-
tive impact on the detection and investigation
of criminal offences and on the prevention
of administrative offences.

According to the NPU, more than 38,000
CCTV cameras were installed under the regional
programmes “Safe City” in Ukraine, of which
18,708 were installed in regional centres, 19,846
in other cities and towns of the state. It should be
noted that information from 21,946 video cam-
eras is given the Emergency Operations Cen-
tres of the General Directorates of the National
Police in the Regions (GDNP) for further use
in the performance of official duties. More than
3 thousand of these cameras are connected to
the software of IS Harpoon IPNP, as well as
other video analytics systems integrated into
the IPNP system, thanks to which cities, such
as Kyiv, Dnipro, Odesa, Chernivtsi, Chernihiv,
have improved the tendency to detect crimes
just committed.

For example, police officers of the Depart-
ment of Organizational and Analytical Sup-
port and Operational Response of the GDNP
in the Dnipropetrovsk region (dispatchers
and emergency operations analysts) thanks
to the reactions of the video analytics system
ULA software complex, in real time mode,
timely respond and guide in detail police units
to detect transport in search, in accordance
with information subsystem Wanted vehicles
of the IPNP. As a result of the measures taken,
in the last four years, 476 wanted vehicles were
seized (in 2018 — 77; in 2019 — 243; in 2020 —
141; in the first half of 2021 — 15). In particular,
on November 9, 2018, the department of 102
of the GDNP in Dnipropetrovsk region received
a report from a citizen about the theft of two
state license plates from his car Geely in Dni-
pro. In 10 minutes, the dispatcher with the help
of the video analytics software ULA discovered
the car Skoda-Superb on which the stolen state
license plate was mounted and guided the police
that detained the vehicle and persons of Cauca-
sian nationality who were inside.

It should be noted that only an intelligent
video analytics system, as a multiplier of force,
augmenting the efforts of limited police per-
sonnel, can provide a greater long-term return
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on investment in video surveillance. Through
intelligent elements, the video analytics soft-
ware can: perform continuous data processing;
perform rapid search by vehicle registration
numbers; determine hard evidence in court, etc.
(Action plan of the National Police of Ukraine
aimed at improving the system of rapid response
to offenses or events during the IV quarter
of 2020 and 2021, 2020).

It should be noted that, in order to
improve the effectiveness of its work,
the Ministry of Internal Affairs has drawn up
the Strategy for the development of the system
of the Ministry of Internal Affairs of Ukraine
(Order of the Cabinet of Ministers of Ukraine
“On approval of the Strategy for the develop-
ment of the system of the Ministry of Internal
Affairs of Ukraine until 20207, 2017), Concept
of the program of informatization of the system
of the Ministry of Internal Affairs of Ukraine
and central executive bodies, whose activities
are directed and coordinated by the Cabinet
of Ministers of Ukraine through the Minister
of Internal Affairs of Ukraine for 2021-2023
(Order of the Ministry of Internal Affairs
of Ukraine “On announcing the decision
of the board of the Ministry of Internal Affairs
of Ukraine”, 2021), with a view to maximizing
the use of information and communications
technology in the performance of official duties,
including video surveillance systems.

However, to date, the NPU own no unified
powerful video-analytics software product.
Currently, the IP Harpoon operates in the IPNP
system of the NPU (Regulations on the informa-
tion and telecommunication system “Informa-
tion Portal of the National Police of Ukraine”,
2017), but its functional capacity is significantly
reduced in comparison with the functional soft-
ware of video analytics ULA, and is designed for
statistical comparison of information received
from the video cameras with transport infor-
mation recorded in the IPNP system about
wanted vehicles, and in case of its detection dis-
patchers DOASOR of the GDNP are informed
by automatic creation of electronic card 102
of IPNP, which also contributes to the detec-
tion of crimes (Order of the Ministry of Internal
Affairs of Ukraine “On approval of the Instruc-
tion on the organization of response to state-
ments and notifications about criminal, admin-
istrative offenses or events and operative
informing in bodies (units) of the National
police of Ukraine”, 2020).

In connection with the above, individual
GDNP additionally use the video analytics soft-
ware product ULA, developed by Odesa private
enterprise LanTek. This video analytics software
functionally allows to determine the direction
of a car, its characteristics, the track of a route

over a certain period, etc. At the same time,
the use of such software, developed by private
enterprises, has a negative impact on the budget
of the country or the Ministry of Internal
Affairs of Ukraine, the NPU and the GDNP,
since, in addition to the purchase, it is necessary
to budget its waranty annually, which in 2021
is estimated to be 1 million 197 UAH (Lyt-
vin, 2021). In our view, these costs could have
been avoided if the NPU had a similar unified
video analytics product, the warranty thereof
the Department of Information Analysis Sup-
port (DIAS) of the NPU was free.

At the same time, in Ukraine, together
with the positive aspects of the application
of the capabilities of video surveillance systems
and video analytics by the NPU, problematic
legal issues regarding their use, as well as inad-
equate protection of the information received,
exist. In particular, video surveillance data
greatly facilitates the work of the NPU, but any
such case could potentially collapse in court,
law does not find such evidence admissible.
A lawyer could convince a judge that such evi-
dence had been obtained in an irregular manner
and therefore could not be admitted.

3. Ways to address the problematic issues
of video surveillance and intrusion detection

The Association of Ukrainian Human
Rights Monitors (further — Association
UMDPL) systematically examines problem-
atic issues in the use of video surveillance
and video analytics in the work of the NPU. In
particular, on 15 October 2019, during a round
table at the Ukrainian Media Crisis Centre,
M.V. Kameniev, an expert of the Association
UMDPL, drew attention to the absence of a leg-
islative basis for the establishment of video sur-
veillance systems in public places. Individual
local self-governments have only approved
the Regulations on the operation of video sur-
veillance systems, but all of them have short-
comings (Decision of the Kirovohrad City
Council “On approval of the Program of imple-
mentation of the video surveillance system for
the protection of public order in Kirovohrad”,
2011). This potentially poses a risk that
an order of a court or other authorized body can
ban the use of cameras installed. The second
problem is the uncertainty of who can access
the digital data of these cameras. According
to M.V. Kamenieyv, the results of the inspec-
tions revealed that access to video information
and its retention period were different, and that
the requirements for the protection of such
information were not met. There is almost
no warning of filming, although there should
be a warning at the video surveillance sites
and information on who is conducting the video
surveillance and how to contact them.
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The situation regarding the use of vid-
eo-analytics software, such as the identification
of license plates of vehicles and faces has also
not been regulated. This functionality exists in
many of the installed CCTV cameras. In addi-
tion, in Ukraine, in most cases faces of individ-
uals are not considered as personal information
to be protected under the Law of Ukraine “On
Personal Data Protection” (Law of Ukraine
“On Personal Data Protection”, 2010). As
of May 2021, 224 cameras operate in Kyiv
that functionally provide facial identification
(Karpenko, 2021).

However, according to the case law
of the European Court of Human Rights,
an individual’s face is personal data. I.Yu. Lish-
chyna, Deputy Minister of Justice of Ukraine,
Commissioner for the FEuropean Court
of Human Rights, argues that video surveillance
systems are widely used in European Union
countries, but there are clear requirements for
the use of cameras, namely that the use of data
does not violate citizens’ rights to personal data
protection and privacy” (Myroshnychenko
et al., 2020).

In our opinion, it is most appropriate to
leave video cameras on the balance sheet of local
self-governments, but to transfer the processing
and storage of information received from them
to the state level — to create single or multiple
mirror servers in different parts of the country,
to which all services concerned will be able to
access after having legally obtained the relevant
login and password. This will enable to properly
control access to information and standardize
the necessary processes.

In addition, it should be underlined that
Chinese-made cameras of Hikvision are most
often used in Ukraine, which are of good func-
tionality, rather reliability and of simple config-
uration. However, there are legal concerns about
their use, since the company, 42% of which is
owned by the Chinese government, has been on
is on the U.S. Department of Commerce sanc-
tions list for China’s human rights violations.
In April 2021, due to the violation of the rights
of Uighurs in the re-education camps of China,
EU countries abandoned the use of video cam-
eras Hikvision, installed in EU countries in 2020
for temperature measurements. Previously, in
2020, the Government Pension Fund Global
of Norway, which invested oil and gas revenues
in various companies, excluded the Chinese
company Hikvision from investing because it
was involved in serious human rights violations
(Savenas, 2019).

In addition, in 2019, Lithuanian researcher
Thomas Savenas underlined the vulnerability
of the video camera Hikvision, namely inade-
quate protection of information (in video cam-
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eras backdoor is set allowing to remotely get
administrative access to video cameras, even
after the manufacturer has updated their soft-
ware, to date it remains in question) (Savenas,
2019).

It should be noted that in 2021, the Security
Service of Ukraine was also not stayed away
from this security problem and made recom-
mendations to the National Police of Ukraine
on underscoring negative factors when using
video surveillance and video analytics systems
of software of foreign manufacture by subordi-
nate bodies and units.

In order to address the above-mentioned
problems with regard to the regulatory mecha-
nism for the use of video surveillance and video
analyticssystemsby bodiesand unitsofthe NPU,
and the implementation of a security monitor-
ing system, that is, a large-scale use of technical
means and devices, in particular with the func-
tions of photo, audio, video recording, that ena-
ble to record and early detect offences, to iden-
tify various objects, and moreover, pursuant to
the Plan of legislative work of the Verkhovna
Rada of Ukraine for 2021, the Ministry of Inter-
nal Affairs of Ukraine and the NPU are planning
to draft and submit the draft Law of Ukraine On
Security Monitoring Systems to the Verkhovna
Rada of Ukraine for consideration and adop-
tion (Order of the National Police of Ukraine
“On approval of the Action Plan of the National
Police of Ukraine for the implementation
of the Plan of legislative work of the Verkhovna
Rada of Ukraine for 2021”7, 2021).

4. Conclusions

The analysis of the material on the intro-
duction of video surveillance and video ana-
lytics systems in the activities of bodies (units)
of the NPU allows concluding that it is neces-
sary to develop this trend. Therefore, in order to
improve the performance of the video surveil-
lance and video analytics systems, we propose:

— the Department of Information and Ana-
lytical Support of the NPU to develop a unified
video analytics software with a high potential
and its warranty;

— to further develop the draft Law
of Ukraine “On Security Monitoring Systems”,
which provides for: basic concepts and princi-
ples of video surveillance and video analytics
systems; the scope of the Law; forms; the for-
mat; protocols for the information exchange;
the terms of its storage; the places where they
may be installed; the procedure for informing
the public about video surveillance and their
rights in the video surveillance zone; the obli-
gations of the entities installing the systems;
the procedure for access to the information
received; technical specifications and equip-
ment unification.
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ITPOBJIEMATHUKA 3ACTOCYBAHH{ CUCTEMU BIAEOCIIOCTEPESKEHHA
TA BITEOAHAJITUKU B AIAJIbHOCTI OPTAHIB (IIIIPO3/ILIIB)
HAIIIOHAJIbHOI ITOJIIIIII YKPAIHU

Anorauisi. Memoto cmammi ¢ BuOKpeMJIeHHs IIpOOIEMHKX TIUTaHb Y 3aCTOCYBaHHI opraHamu (11ij-
poszinamu) Harionanproi mosminii Ykpaiau y cBoill AiSJIBHOCTI CHCTEM BiZeOCIIOCTepesKeHHs Ta Bifieoa-
HaJITUKH.

Pesynvmamu. Y crarti po3riisiHyTo 0co0/IMBOCTI Ta Ipo06IeMaTiKy 3aCTOCYBaHHA B AisibHOCTI Harri-
OHAJILHOI MOJIiITiT YKpaiHu cucTeM BiIeOCHIOCTEPEKEHHST Ta BiIeOaHAMITUKH. 3'sICOBAHO, 110 BUKOPUCTAH-
HSI TTOJITIEICHKUMU CHCTEM Bi/leOHATJISAY TA BiZleOAHAJITUKY BiZIKPUBAE HOBI MOKJIMBOCTI J7is1 TIpoisak-
TUKU 3JI0YMHHOCTI, CTIpUsIE€ eDeKTUBHOMY I TOUHOMY MPUITHATTIO PillleHb i3 METOIO PO3KPUTTSI 37I0UYHHIB,
30KpeMa il <10 rapsuux ciifax»>. KoncraroBano, o Hapasi B Hartionasbhiit mosinii Ypainu yskitionye
nuie ofHa ingopmarniiina migcucrema «lapmyns indopmariiiino-tesekoMmyHnikariiinoi cuctemu «ludop-
Martiitanit mopraa HariomaisHol mosmiiii Ykpainuy, y skoi ¢hyHKIioHaT poOOTH 3 TIOTOKOM BieoiHpop-
Mallil 0OMeKeHMI — BOHA He 3IaTHA [IOBHOI MIPOK0 peaslisyBaTu 3allUTH KOPUCTYBauiB. BusHaueHo, 1o
BUKOPKCTaHHsI CHCTEM BileOCIIOCTEPEKEHHS Ta BileoaHATITHKI B YKpaiHi mepebyBae Ha paHHIX CTaLisx
[PABOBOTO PeryioBanHs. Y 6araTboxX perioHax Hamiol JepsKaBh B MeXKax PerioHaibHHUX MPOrPaM IMpo-
binakTUKY 37I04MHHOCTI, 3a0e3nedeHHs myOIiuHoi Ge3ieku Ta HopsanKy «besneute Micto» nepegbdaueHi
3aXO/IH 1100 PO3BUTKY Ta PO30YIOBU CHCTEM BiZIEOCIIOCTEPEKEHH S i1 BineoaHamiTuku. [IpoananizoBamo
CTAQTUCTUYHI JIaHi Ta IPUKJIAN PO3KPUTTS 3JI04MHIB «I10 TapsIuUX CJIi[ax» 3a J0MOMOTOI0 CHCTEM Bijieoc-
HoCTEpekKeHH Ta BifeoanamiTuky. OKpecaeHo npobdaeMHi muTaHHss podoTn mux cucteM. Ipoananizosa-
HO po6oTy iHpopMariiiHoro mopraity «lapmyms» Ta mporpaMHoro sabesnedents BigeoaHamiTUKH « ULA».

Bucnoexu. Hajiaro npomnosuitii moo po3polieHHst €[IMHOTo MPOrPaMHOro 3a0e3MedeH s CHCTEMU
Bi/leOAHAITHKY 3 TIOTYKHIM IIOTEHIia/IoM Ta HOT0 TapaHTilfHOTO CYIIPOBO/Y. 3aIllPOIIOHOBAHO 3aJIHIINTH
BifleokaMepu Ha GasaHci OpraHiB MicI[eBOTO CaMOBPSILYBaHHs, IpoTe 06poOKY Ta 36epiranus iHpopMaiii,
OTPUMAHOI 3 HUX, NlepelaTh Ha JlePyKaBHUI PiBeHb — CTBOPUTH €AMHUI Y1 JIEKiJIbKA 3ePKAJIbHIX CepBe-
PiB y PI3HMX YaCTHHAX KPaiHH, 10 AKMX 3MOKYTh MATH JOCTYII yCi 3alliKaBJIeH] CJysKOU TiC/Ist OTPUMaHHS
B 3aKOHHOMY TIOPSI/IKY Bi/ITIOBiZIHOTO JIOTiHY Ta 1aposto. Lle acTb 3MOry HaIe)KHUM YMHOM KOHTPOJIIOBATH
JOCTYII 710 iHdopMallii Ta craHIapTH3yBaTH HEOOXIAHI IPOIECH.

Kmouogi cioBa: BiicocrnioctepeskeHHs, BiJie0aHaliTUKA, TIPOTPAMHMI TIPOLYKT, IOCTYTI /10 iH(opmartii
Ta ii 3aXMCT, HOPMATUBHO-IIPABOBE PETYJIIOBAHHS.
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