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INFORMATION TECHNOLOGY IN ACTIVITIES
OF THE NATIONAL POLICE OF UKRAINE

Abstract. The aim of the article is to analyse information support of the National Police of Ukraine
and proposals for its improvement. Results. The article analyses information support of the National
Police. It reveals that, in current conditions, the tasks of the National Police cannot be performed without
auxiliary activities which do not directly implement objectives prescribed by law but are necessary for
their achievement. The article covers the content of such concepts as information uncertainty which
means a discrepancy between the actual and required awareness of police officers of reality, which does not
allow them to solve individual tasks of their service; information need, that is, a certain state of the service
performer arising in connection with the need to obtain information for the accomplishment of the duties;
information procedure, that is, a set of functionally homogeneous regular actions (operations) performed
by officers of the National Police of Ukraine; information process, that is, a set of logically structured,
interrelated and organized information procedures leading to the achievement of information support
objective; the information system, that is, an organizational and technical system in which information
processing technologies are implemented using software products and equipment. The environment
of activity, which is composed of dominating and uncontrolled sectors, is described. One of the software
products of the information-telecommunication system “Information Portal of the National Police
of Ukraine” makes it possible to analyse the concepts of receiving and recording information, organising it
for further transfer or processing (generation of new information). Conclusions. The article substantiates
theoretically that police officers are linked not only by information but also by function: they perform
individual tasks within the scope of their duties. It is noted that all information systems of the National
Police of Ukraine, regardless of their architecture and scope of application, generally contain the same set
of components: functional, organizational and data processing.

Key words: information technology, information and telecommunication systems, software product,
information procedures, legislation.

1. Introduction

The active development of information pro-
cesses and the introduction of new inventions,
achievements and technologies into produc-
tion and management processes have resulted
not only in the progressive development of our
State but become a trigger of increasing crimes
and the advancement of the means and methods
of committing them. Therefore, information sup-
port of the National Police of Ukraine becomes
more relevant. It breaks new ground for crime
prevention and promotes effective and accu-
rate decision-making for the detection of crime.

The information system of the National
Police of Ukraine is rapidly progressing in cur-
rent circumstances, but pressing problems arise
as information systems can’t yet fully fulfil
their purpose. In view of this, the improvement
of information technology in the activities
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of the National Police of Ukraine is particu-
larly relevant.

Analysis of recent research and publica-
tions. The Ukrainian researchers have contrib-
uted to studying the issues of information sup-
port of the National Police of Ukraine’ they are as
follows: V. Antonenko, V. Vishnia, L. Hlinenko,
O. Komisarov, I. Krasnobryzhyi, M. Kryshta-
novych, S. Mamchenko, V. Miroshnychenko,
N. Morze, V. Pavlysh, S. Prokopov, E. Ryzhkov,
Yu. Rohushyn, I. Shevchuk and others. However,
the dynamics of the modern development of infor-
mation society in general, including the activities
of the National Police of Ukraine, require delv-
ing into this problem, which has not been suf-
ficiently analysed in the scientific community.

The purpose of the article is to analyse
information support of the National Police
of Ukraine and proposals for its improvement.
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2. Information support of the National
Police of Ukraine

In current conditions, the duties
of the National Police of Ukraine (hereinafter —
NPU) cannot be performed without auxiliary
activities that do not directly implement objec-
tives prescribed by law but are necessary for their
achievement (Vyshnia et al., 2016). One of such
activities performed by the NPU, in accordance
with article 25 of the Law of Ukraine “On
the National Police,” is information and ana-
lytical support (Pietkov, 2020). This term is
referred to regular activities to obtain an infor-
mation product or provide information services.
The author considers the content and defines
the main components of the concept.

The need for information and analysis is
driven by the information uncertainty of indi-
vidual operational tasks of the NPU. Informa-
tion uncertainty is understood as a discrepancy
between the actual and required reality aware-
ness of police officers, which does not allow
them to solve individual tasks of their service.
For example, now the NPU doesn’t have access
to customs information resources required for
police officers to verify the legality of foreigners
or foreign-registered cars in Ukraine or the like.

Therefore, the information need is a cer-
tain state of the performer of the service activ-
ities arising in connection with the need to
obtain information for the accomplishment
of the duties. Moreover, the problem of iden-
tifying, describing and assessing the informa-
tion needs of police officers is one of the main
problems of information support of the NPU.
The settlement of the mentioned problems
makes it possible to formulate information
and analytical requirements.

The information needs determine the objec-
tive of information support of the NPU, which
is to provide police officers with information
of the required quality within the appropriate
time and the existing technical and organiza-
tional structures, the legal regulatory frame-
work and funding.

The potential providers of information sup-
port of the NPU are the Department of Informa-
tion and Analytical Support of the NPU (which
is the administrator of the information and tele-
communications system “Information Portal
of the National Police of Ukraine” (hereinafter —
IPNP)) or other units of the NPU that provide
access to information resources; the NPU’s staff
who have obtained access to the use of the IPNP
system information in the prescribed manner
(Ministry of Internal Affairs of Ukraine, 2017;
National Police of Ukraine, 2020). The object
of information support is the psychophysiological
state of personal or group knowledge of signifi-
cant elements of reality (Antonenko et al., 2016).

Structuring the core components is a neces-
sary but insufficient condition for understand-
ing the essence of the activity, since it does
not take into account a number of factors that
are not directly part of the concept but cre-
ate a certain environment of the activity. The
environment of activity is composed of domi-
nating and ungoverned sectors. The dominat-
ing sector refers to the funds at the disposal
of the actor and the elements of the reality
available to be affected. An uncontrolled sector
consists of a group of elements which the actor
cannot influence but which must be kept in
mind as limitations.

In order to describe the environment,
the author presents the most relevant com-
ponents of the environment from the actor’s
perspective: D = (d1, d2, d3), where D is
the dominating sector; d7 is the police officers
(employees) who implement information proce-
dures; d2 is technical means of collecting, trans-
ferring, processing and storing information; d3 is
material resources. C = (¢1, ¢2, ¢3, ¢4), where C
is information support conditions; ¢7 is the legal
basis (orders, guides, regulations, instructions);
¢2 is an organized set of methods and rules for
handling information; ¢3 is the control com-
mand; ¢4 is the obstacle.

One of the methods of delineating
the environment is to define the system through
the inputs and outputs by which the system
communicates with the environment. Within
the environment, a necessary and sufficient
set of procedures for achieving the objectives
of information support is defined.

The information procedure is considered
as a set of functionally homogeneous regular
actions (operations) performed by officers
of the NPU. The objectives of information
procedures are to move information in space
(collection, distribution, transfer, etc.) or to
transform it in time (input, output, storage,
processing, etc.) invariantly to the method
of the procedure and the means used. Infor-
mation is considered as a subject matter
of the activity that is being carried out, pro-
cessed and used.

An information process is a set of logically
structured, interrelated and organized infor-
mation procedures leading to the achievement
of information support objective. It is difficult
to give an exhaustive list of information pro-
cedures, since different information process
models, specific in terms of the source of theo-
retical constructions, exist but the process may
generally include such procedures as recep-
tion, generation, transformation, use, storage,
destruction and transfer of processing results to
the consumer (person, machine, other informa-
tion system) (Morze, 2015).
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3. Analysis of the Law of Ukraine “On
Information Protection in Information
and Telecommunication Systems”

According to the definition of State Stan-
dard 2392-94, an information system is a com-
munication system providing for the collection,
search, processing and transfer of information.
Under the Law of Ukraine “On Information Pro-
tection in Information and Telecommunication
Systems”, information (automated) system is
an organizational and technical system in which
information processing technologies are imple-
mented using software products and equip-
ment (Verkhovna Rada of Ukraine, 1994).

In addition, Ukrainian legal regulations
involve the following interpretations of this
concept: an information system is an automated
system; a computer network or communication
system; an organizational and technical system
for processing information by means of hardware
and software; a system for receiving, processing,
storing, displayingand recording dataon the tech-
nical status of structures, systems, elements,
their properties and/or operation; an interre-
lated set of tools, methods and personnel used to
store, process and release information to achieve
this objective (Krasnobryzhyi et al., 2018).

The analysis shows that currently several
generally accepted definitions of an information
system exist in a general and narrow sense. For
example, in general, an information system is
asystem that carries out or includes information
processes: search, collection, processing, storage
and transfer. In an information system, one, two
or more such processes may occur simultane-
ously. The processing of information depends
on the content of the original information, but
information is not interpreted while processing
but only transformed follwoing the previously
developedalgorithms. Inanarrow sense,aninfor-
mation system is a set of information, techni-
cal, software and organizational tools needed
for the automated processing of information.

However, in the course of the study of basic
concepts and definitions from the perspec-
tive of systemic analysis, the elementary level
of their structural perception is of interest. The
concepts of “elementary information process”
and “elementary information system” are basic
under the formalised description of the informa-
tion system irrespective of its definition.

The author briefly studies such concepts as
the reception and recording of information, its
organization for further transfer or processing
(generation of new information). For example,
the principle of operation of one of the software
products of information and telecommunica-
tion system “Information Portal of the National
Police of Ukraine” permits analysing them. For
example, the operator “102” of the IPNP, using
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the potentials of the automated workplace
(AWP), performs 24-hour reception of infor-
mation on the special line “102” about the com-
mission of criminal, administrative offences or
events and enters it in the electronic card “102”
of the IPNP, where information is generated,
that is, get structured form and properties (elec-
tronic messages, audio recordings, etc.). During
the generation of information, it is transformed,
namely the incompatibility of its properties
caused by different nature and/or an organi-
zational form are eliminated — the properties
of the output information of one function are
complied with the properties of the input infor-
mation of another function. When the user
made these operations, in our case, an operator
of “102” using the IPNP system, information
is transferred, that is, information is moved
through communication channels from one
place to another. Consequently, other users
(dispatcher, duty officer and others) use it, i.
e. they carry out semantic processing incl. for
the generation of new information and trans-
fer it to official police task tablets (Ministry
of Internal Affairs of Ukraine, 2020).

Together, these types of information rela-
tionships are peculiar to the organizational
structure of the NPU. It should be borne in mind
that the police officers (employees) of the NPU
units are linked not only in terms of information
but also functionally: they perform certain tasks
as part of their duties. In addition, information
and functional relations are complemented by
reporting relationships.

Therefore, an element of the organizational
structure (police officer/employee) is identi-
fied as an element of the information system.
Given that the police officers (employees) are
organized into units, the latter can be consid-
ered as subsystems in terms of information,
and the NPU unit can be considered as an infor-
mation system. In this case, relationships with
outside organizations and citizens are inter-
relations with the external environment. The
presentation of the organizational structure
of the NPU in the form of an information
interoperable facilities system allows one to
make an important conclusion: the consider-
ation of its information support at the organiza-
tional level is the most common, specifically ori-
ented on invariant technologies of information
relationships. In other words, the information
systems of the NPU are composed of individu-
als and teams who carry out targeted substan-
tive activities. This makes it possible to describe
the information systems of the NPU as organi-
zational systems.

The physical implementation of information
processes in the NPU is maintained by the avail-
ability and functioning not only of a large num-
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ber of police officers (employees) (d7), but also
of many technical means (d2). Given target
homogeneity of d7 and d2 (performing infor-
mation functions), they can be merged into one
M = d1 € d2. Therefore, M is composed of ele-
ments of the organizational and technical struc-
ture that support information processes.

By relying on the above, the information
system of the NPU can be formally defined
through an expression that describes its struc-
tural properties: S = (d1, d2, r), where d1, d2, r
are elements of the organizational and staffing
structure, mechanisms and information rela-
tionships.

The most important characteristics
of an information system are the boundaries
and the element basis. Information systems are
open, thus interacting with the external envi-
ronment. However, the separation of the sys-
tem from the environment is usually not triv-
ial (Kryshtanovych, 2016). More recently,
the definition of a system includes an observer,
along with elements, relationships, their prop-
erties and objectives, since the relationship
between the researcher and the system being
studied is evident. Therefore, in view of the posi-
tion of the observer (from the point of view
of the police officer/employee of the NPU),
the general purpose of the information system is
to service semantically significant flows of infor-
mation requests from police officers/employees
in the context of the performance of duties. This
means that the structure and characteristics
of information are significant for the perfor-
mance of the NPU activity.

Moreover, from the perspective
of the “abstract” observer, the target function
of an information system is the transforma-
tion of input information into output informa-
tion. At the same time, the information sys-
tem becomes invariant both to the semantics
of information, the activities of the NPU and to
the organizational and technical structure. This
is a functional aspect of the information system.

Different approaches to the definition
of an information system enable to analyse
various aspects of information support for
the NPU. However, improving information
support for the NPU requires integration
of the views considered.

Therefore, the concept of “information
system” can be defined symbolically: S = (, o,
f, m, ¢), where i is the input information; o is
the output information (the purpose of informa-
tion support); f is the information process, m is
the mechanism of functioning; ¢ is the conditions
of functioning. Thisexpression describes the pur-
pose of the information systems of the NPU.

The improvement of information support
comprise the characteristics of information sys-
tem, as follows: closed information processes;
continuous operation; shared use of informa-
tion resources; discretionary, versatile, sto-
chastic nature of information processes; high
quality requirements of all information process
procedures; the lack of a priori information on
the characteristics of information processes;
the large scope and heterogeneity of informa-
tion processed; the organizational and legal reg-
ulatory mechanism for information processes;
increased reliability (Pavlysh, Hlinenko, 2013).

4. Conclusions

Therefore, all information  systems
of the National Police of Ukraine, regardless
of their architecture and scope of application,
generally contain the same set of components:
functional, organizational and data processing.
Information and analytical systems and tech-
nologies allow the National Police of Ukraine to
optimize and rationalize management functions
using the potentials of the latest means of receiv-
ing, generating, processing and transferring
information. The improvement of the quality
and timeliness of police duties requires a more
effective exchange of information between
the National Police of Ukraine and other bodies
subordinate to the central executive authorities.
This will be the topic of our further research.
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IHOOPMAIIIITHI TEXHOJIOTIT B AISJIbHOCTI
HAIIIOHAJIBHOI IMOJIIIII YKPATHI

Anoranis. Memoto cmammi € ananis crany iHopmariiiHoro 3abesneyents HarionaapHoi mosri-
il Ykpainu, a Tako:k MPOIO3UIL] MO0 HoTo ToKpainieHHs. Pesyavmamu. Y ctatTi 37ilicHeHO aHami3
inopmarriitnoro 3abesnevyenrs Hanionanbsoi mosiiii Ykpainu. 3'sicoBaHO, 110 B YMOBaX CbOTOJIEHHS
posB’sizannst HanionampHoIo mosinielo YKpaitu ciy:x00BUX 3aBlaHb HEMOKJIMBE Oe3 3[iHCHEHHST 010~
MiKHUX BU/IiB JIiLIbHOCTI, SIKi 6esnocepe]{Hbo He [IePeCcIiyIoTh HOpMaTUBHO BU3HAYEH] 11iJIi, TpoTe HEeob-
XiftHi U1t iX rocsirHeHHs. Po3kpuTo 3MicT MOHATD «iHdopManiiiHa HeBU3HAUeHICTh> (I1ijl SKUM PO3yMi-
€ThCs HEBIAMOBIAHICTh PaKTUYHOTO I GasKaHOTO CTaHiB iH(HOPMOBAHOCTI MOIIEHCHKIX PO HABKOJIHIITHIO
MHHCHICTB, IO HEe A€ 3MOTY BHPINIyBaTH OKpeMi 3aBIaHHS iX cny>K6OBo'1' misimbHOCTI); «iHdopMarttiiiHa
norpeba» (e neBHuUil cran cy6'ekra ciiy00BOI MisIBHOCTI, IKMII BUHUKAE y 3B'I3KY 3 HEOOXiIHICTIO
OTPUMAHHSI Bi[OMOCTEH, 110 3a0€31euyI0Th PO3B'si3aHHsT CIIy:KOOBUX 3aBlaHb); «iH(opMaIliiiHa mpoiie-
aypa» (1e HaGip oMHOPiAHUX y DYHKIIOHANBHOMY ILIaHi il (orepaniii), ki peryispHo 3AiHCHIOIThCSE
npanisaukamu HationanbHoi nosinii Ykpainm); «<indopmaniitauii npoiiecy (1ie CyKyIHiCTb JIOTiYHO BIIO-
PS/IKOBaHUX, B3AEMOIIOB'I3aHNUX Ta OPraHizoBaHUX iHGOPMALIHUX MIPOLEaYP, IO Bee [0 JAOCATHEHHS
Metu iHdopMalliiiHoro 3abesiedyents); «inpopmariiina cucreMas (1ie OpraHisaliiiHo-TeXHiUHa cuCcTeMa,
y sAKiil 371iliCHIOETBCSE peastizallist TeXHOOTiN 06poOKY iH(OPMAILi 3 BUKOPUCTAHHSM [IPOTPAMHUX TIPO-
JYKTiB Ta ycrarkyBaHH:). OXapaKTepU30BaHO Cepe/loBUIIE AifIbHOCTI, K€ CTaHOBIATD cepa J1oMiHy-
BaHHs Ta HekepoBaHa cepa. Ha npukiazi poGoTH 0IHOrO 3 IPOrpaMHUX IPOAYKTIB iHpOpMalliiiHO-Teie-
KoMyHiKkariiinoi cucremu «Indopmaniiinuii nopran HamionansHoi mosminii Ykpaiuus npoananisoBaHo
npoliecy TpuiiManHs Ta (ikcarii imdopmartii, opramizanii ii s mogaspinoi mepegadi abo 06pobIEHHs
(renepartist HOBOI iH(opMartii). Bucrnosxu. TeopeTnuno 06rpyHTOBAHO, IO TOJIIEHCHKI OB’ I3aHi MixK
coboro He e iHGOPMAIiiiHO, a It HYHKIIOHAIBHO, TOOTO BOHU BUKOHYIOTh OKPeMi BUM POOIT Y MeK-
ax cryx60Bux 3aBaanb. KorcrarosaHo, 1o Bci iHbopmManiiini cucremn Harionaabioi mosinii Ykpainu
HE3JIEKHO BiJl iX apXiTeKTypu Ta cepy 3aCTOCYBaHHs, SIK IIPABUJIO, MICTATh OJMH i TOW caMuil Habip
KOMIIOHEHTIB: (DYHKI[IOHA/IbHI, OpraHizariiiii Ta 00po0JieHHS IaHKX.

Kmouosi coBa: indopmartiiiai rexxosorii, indopmariiiiHo-TerleKOMYyHiKaliitHi cHCTeMH, TPOTPaMHUI
MPOAYKT, iHopMalliiiHi mporeypu, 3aKOHOABCTBO.
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