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LEGAL AND THEORETICAL FRAMEWORK

FOR SEARCH ACTIVITIES TO DETECT CRIMINAL
OFFENCES RELATED TO ILLEGAL CONTENT

ON THE INTERNET

Abstract. The purpose of the article is to study the legal and theoretical framework for search
activities to detect criminal offences related to illegal content on the Internet.

Results. The article considers and analyses the level of ensuring the regulatory and legal framework for
the prevention of illegal content on the Internet, in particular in social networks, the creation of a security
mechanism to prevent the impact of illegal content on children, as well as the identification of persons
who distribute illegal content. The article reviews scientific researches on tactics of detection of criminal
offenses, carried out in several areas, and proves that mainly researchers in tactics of detection of criminal
offenses distinguish two levels: operative-search and investigative, in accordance with which they
consider the methodology of pre-investigative operative-search acquisition and accumulation of primary
(intelligence) information to initiate an investigation (about criminal activities) and direct investigation
methodology.

Conclusions. According to the results of scientific research, the subject of which were separate
issues related to the detection system of the analyzed category of criminal offenses, forensic support for
the investigation of criminal offenses committed with the use of information and telecommunication systems,
the issue of legal protection of social relations in the field of the undisturbed functioning of such systems,
as well as operational provision of combating the specified types of criminal offenses, it is worth concluding
about the need for further research and scientific resolution of theoretical and organizational tasks that arise
during the detection of criminal offenses related to the circulation of illegal content on the Internet.

Key words: Internet, illegal content, circulation, criminal offences, detection, legal framework,

theoretical substantiation.

1. Introduction

Information and communication technol-
ogies are one of the most important factors
influencing the formation of priority trends
in development of the XXI century, which
are the achievements of mankind in practical
implementation of new electronic information
technologies. The processes of informatisa-
tion are developing, related to the expansion
of access to information resources and means
of their production of all categories of popula-
tion (Dovhan, Doronin, 2017, p. 4). Although
modern global trends in development are based
on the widespread introduction and application
of information and communication technolo-
gies, they simultaneously actualise the prob-
lem of information security and cyber security
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(Cabinet of Ministers of Ukraine, 2017). One
of the criminal activities that is rapidly pro-
gressing with the development of communi-
cation computer systems is the criminal use
of the Internet through the posting of illegal
content. For example, in 2016, there were 124
criminal offences related to illegal content on
the Internet; in 2017 — 141; in 2018 — 196; in
2019 — 163; in 2020 — 235 (i. e. in recent years
their absolute number almost doubled). Thus,
the share of cyber-threats is growing and this
trend will increase as information technology
develops and converges with artificial intelli-
gence technologies in the next decade. How-
ever, the legal literature lacks a unified assess-
ment of the real threats due to the placement
of illegal content on the Internet: the positions
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of experts on the characterisation of this type
of activity are opposite from excessive “blowing
up” of negative consequences of the use of such
content to statement that the person is free to
choose what kind of content on the Internet to
perceive. This trend is due in part to the con-
siderable latency of criminal acts; the fact that
there is no uniform approach to the need to
actively search for facts of criminal offences,
causing illegal content posted on the Internet;
inability in some cases to calculate causal rela-
tionships of illegal content and causing harm in
the commission of individual illegal acts due to
the placement of said content. Although cyber
security processes find gradually legal substan-
tiation, almost no scientific, theoretical perspec-
tive on search activity as a result of the adop-
tion of a number of legal regulations in this field,
aimed at implementing the provisions of these
regulations effectively, exist. This situation calls
for an analysis of the existing theoretical ration-
ale for searching activities regarding the detec-
tion of criminal offences related to illegal con-
tent on the Internet.

The scientists have developed a metho-
dology of detection of individual criminal
offences, highlighting elements of search
activities: Yu.O. Yermakov has identified cer-
tain elements of search: objects as material
traces and objects of search activities when
detecting criminal offences (Yermakov, 2020,
pp. 177—181). Part of the researchers believe
that the detection of criminal offences refers
only to operative-search activities (Belkin,
2001, p. 792); the same situation continued in
modern conditions, for example, A.A. Shapova-
lov identifies the legal framework for operative
search (Shapovalov, 2015, pp. 147—151); sphere
and place of search activities (Shapovalov, 2018,
pp. 304—314). A number of scholars argue that
the detection of criminal offences is the preroga-
tive of all law enforcement bodies. For example,
M.B. Borchakovskyi consistently builds a sys-
tem for detecting criminal offences (Borcha-
kovskyi, 2018, pp. 17—-19); persons as objects
of search activities (Borchakovskyi, 2017,
pp. 57-60); search features of latent criminal
offences (Borchakovskyi, 2019, pp. 117-119).

Procedures for the detection of criminal
offences related to illegal content on the Inter-
net in the context of their legal and theoretical
framework have been largely unsubstantiated.

The purpose of the article is to study
the legal and theoretical framework for search
activities to detect criminal offences related to
illegal content on the Internet.

2. Legal and regulatory framework for
countering cybercrime

Given the almost unlimited amount of Inter-
net resources containing illegal, open-access

content, law enforcement bodies can acquire
and use it to counter crime. Law enforcement
practice shows that offenders actively use social
media as a platform for committing criminal
offences, exert psychological influence on Inter-
net users, manipulate their behaviour, finally,
turning them into victims of crime. There-
fore, the search for illegal content and the use
of criminologically significant information on
the Internet is of great importance for the detec-
tion and investigation of criminal offenses. An
effective response to these offences requires
the legal framework to clearly define the actors
involved in countering and their functions to
actively search for signs of criminal offences
related to illegal content on the Internet. On
the basis of these regulations, the necessary sci-
entific research on their further practical imple-
mentation should be carried out.

Considering the need for active response to
cybercrime, a strategic planning document was
adopted on March 15, 2016, the Cyber Secu-
rity Strategy of Ukraine (President of Ukraine,
2016). Later, the Laws of Ukraine, such as “On
Basic Principles of Cyber Security of Ukraine”
(Verkhovna Rada of Ukraine, 2017), “On
National Security of Ukraine” (Verkhovna Rada
of Ukraine, 2018), were adopted and legitimised
the status of the Cyber Security Strategy. In
the development and adoption of the Strategy,
the leadership of the State took into account
the trends in global security policy, since over
the past five years, such strategies as strategic
planning documents, have been adopted in vir-
tually all States of the world (Dovhan, Doronin,
2017). Law of Ukraine “On Basic Principles
of Cyber Security of Ukraine” (Verkhovna Rada
of Ukraine, 2017) in its content and essence is
a concept of the development of cyber secu-
rity and cyber protection, defines the categori-
cal and conceptual apparatus, objects, actors
and principles of cyber security, objects of cyber
protection, the structure of the National Cyber
Security System and tasks of its main com-
ponents, mechanisms of  public-private
and State-public partnership. The content
of the provisions of the Law defines the legal
and organisational framework for the provision
of protection in cyberspace; the main objectives,
areas and principles of public policy; the powers
of the actors and the basic principles of coor-
dination of their activities (Verkhovna Rada
of Ukraine, 2017). The Strategy identifies
the sphere of “ensuring cyber security and infor-
mation resources security” out of “ensuring
information security” and determines its priori-
ties: development of the information infrastruc-
ture of the State; creation of a cyber security
system, development of a Computer Emer-
gency Response Team (CERT); monitoring
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of cyberspace with a view to timely detection,
prevention and neutralisation of cyber-threats;
development of law enforcement investigative
capabilities (it should be noted that investiga-
tion itself, not detection — O. T.) cybercrime;
ensuring the security of objects of critical infra-
structure, state information resources from
cyberattacks, protection of state information
resources, electronic government systems, tech-
nical and cryptographic protection of informa-
tion. Both the Strategy and the Law identify
elements of the cyber security system, their
common functions and tasks, but the organi-
sation of their interaction is almost undefined,
that is, it is implied that this should be gov-
erned at the level of legal regulations (in par-
ticular by-laws) of executive authorities. In
view of this, it should be noted that although
the Cyber Security Strategy, its general
issues have already been addressed and are in
the process of being implemented, but a num-
ber of practical implementation issues remain
unaddressed, given the near absence of a system
to detect both general criminal offences com-
mitted in cyberspace and those committed in
the flow of illegal content on the Internet.

It can be stated that the legal framework
for countering cybercrime is established but
the important (given the latency of criminal
offences related to illegal content on the Inter-
net) issue of active search for their signs remains.

Information on these criminal offences can
be obtained from different sources. This may
include statements and reports from citizens,
enterprises, institutions and organisations,
officials, and authorities on the preparation
of a criminal offence. In some cases, such infor-
mation may lead to criminal proceedings for
preparation of a criminal offence. However,
given that only 10% of the facts of these actions
become known to law enforcement bodies,
the spread of these criminal offences can have
serious, and sometimes even irreparable conse-
quences for the state. The latency of criminal
offences related to illegal content on the Inter-
net requires adequate measures to detect them.
These factors necessitate the development
and scientific substantiation of tactics for
detecting the signs of these offences.

3. Features of detection of criminal offences
related to illegal content on the Internet

In recent decades, the main source of pri-
mary information on the illegal activities of indi-
viduals has been the use of confidential informa-
tion, as well as the acquisition of information
from open sources through personal searches
by operational units. In the future, the sources
of information on illegal activities of persons
have included the application of measures on
audio and video control of a person, removal
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of information from transport telecommunica-
tion networks, removal of information from elec-
tronic information systems, locating of the radio
electronic device, etc. However, these means
of obtaining information are used either as
part of operative-search activities (grounded
on the existence of information about a crimi-
nal offence being prepared), or as part of covert
investigative (search) actions during the pre-
trial investigation (grounded on the availability
of information on the criminal offence that has
been or is being committed). That is, the need
of law enforcement bodies to use tools that do
not restrict the constitutional rights of citizens
does not meet the possibilities of obtaining pri-
mary information. These features determine
the meaningful content of each of search ele-
ments when detecting criminal offences related
to illegal content on the Internet.

Research on tactics of detection of criminal
offenses, carried out in several areas. Basically,
researchers in tactics of detection of criminal
offenses distinguish two levels: operative-search
and investigative, in accordance with which
they consider the methodology of pre-investi-
gative operative-search acquisition and accu-
mulation of primary (intelligence) information
to initiate an investigation (about criminal
activities) and direct investigation method-
ology. N.P. Yablokov substantiates this theory
and argues that the investigation is preceded
by a different in terms of time operative search
examination of criminal activities, which ends
with the transferring of the collected primary
information to the investigative bodies or
the operation to apprehend suspects (Filippov,
2007, pp. 315-316). According to V.A. Nekrasov,
the search activities contain interrelated sys-
tems: a well-founded system of features indi-
cating the presence of a certain type of criminal
offenses; a system of overt and covert inves-
tigative (search) actions to detect such crim-
inal offences (Nekrasov et al, 2008, p. 51).
V.H. Petrosian asserts that search activities
include the following components: detection
of information (data) about committed crim-
inal offenses or preparations for their commis-
sion; detection (establishment) of documents
and objects, indicating the content of criminal
activities or containing indications of such
activities; detection (establishment) of persons
(incl. legal) who are involved in the commission
or preparation of criminal activities, or who may
be identified as suspects, witnesses or victims
(Petrosian, 2012, p. 129).

Research developments on the topic of our
article, that is, detection of criminal offences
related to illegal content on the Internet, have
been carried out sporadically, as part of the study
of other topics.
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The first area is their identification in
the context of countering illegal actions in high
technology, which is revealed in the context
of the scientific substantiation of cyber security:
0.0. Bakalinska, O.0. Bakalynskyi analyse
the prerequisites and features of the formation
of the legislation of Ukraine in the field of cyber
security, identify the challenges and prospects
for its further development in terms of assessing
existing risks and threats, highlight the areas
of adaptation of domestic cyber security leg-
islation to EU standards under the Associa-
tion Agreement between Ukraine and the EU
(Bakalinska, Bakalynskyi, 2019, pp. 100—109);
V.Yu. Bykov, A.Yu. Burov, N.P. Dementiievska
consider the cyber security processes from
the technical aspects of identifying threats to
the protection of information resources (Bykov
etal,, 2019, pp. 313-331).

A number of scholars consider the proce-
dures for detecting criminal offences by means
of criminal technology of illegal content on
the Internet: plastic payment cards (Nikolaiuk
et al., 2007); computer fraud (Komar, 2013,
pp. 168—175) (during which certain elements
of the search activity are identified, in particular
persons as the object of search activity (Komar,
2011, pp. 146—148).

No more modern research on the basic issues
of the theory of detection of criminal offences
related to illegal content on the Internet,
except one by the author (Tarasenko, 2021), has
been carried out, because other scientists use
the existing studies, extrapolating them into
their own research.

4. Conclusions

Therefore, the regulatory and legal framework
for the prevention of illegal content on the Inter-
net, in particular in social networks, the creation
of a security mechanism to prevent the impact
of illegal content on children, as well as the iden-
tification of persons who distribute illegal content
have been provided. Moreover, the consideration
and analysis of scientific studies on selected issues
related to the system of detection of the inves-
tigated category of criminal offences, forensic
support for the investigation of criminal offences
committed with the use of information and tele-
communication systems, legal protection of public
relations in the field of the inviolable functioning
of such systems, as well as the prompt response to
these types of criminal offences reveals the need for
further research and scientific solution of theoret-
ical and organisational tasks arising in the detec-
tion of criminal offences related to illegal content
on the Internet.
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IIPABOBE TA TEOPETHYHE 3ABE3IEYEHHS ITOIIYKOBOI AISIJIbHOCTI
o0 BUABJEHHA KPUMIHAJBHUX ITPABOIIOPYIIEHD, IIOB’A3AHUX
3 OBITOM ITPOTUIIPABHOI'O KOHTEHTY B MEPEJKI IHTEPHET

AHotanisi. Mema cmammi — [OCJiUTY TIPABOBE Ta TeOPeTUYHE 3a0e3MEeUeHHS MOUIYKOBOI [isijib-
HOCTI I0JI0 BUSIBJIEHHSI KDUMiHATBHIX [IPABONOPYIIIEHb, OB’ SI3aHUX 3 00IrOM MPOTHIIPABHOTO KOHTEHTY
B Mepeski [nTeprer.

Pezynvmamu. Y crarti POSIIISTHYTO Ta MPOAHANI30BaHO PiBeHb 3abe3IeYeHHs] HOPMATHBHO-TIPABO-
BOTO PEryJIIOBaHHsI HEJOMYIIleHHsT 06iry IPOTUIIPABHOTO KOHTEHTY B Mepeski IHTepHeT, 30KkpeMa B colli-
IBHUX MEPeXkax, CTBOPEHHsT Oe3MeKOBOTO MEXaHI3My HEJIOMYIIeHHS BIUIUBY MPOTUIIPABHOTO KOHTEHTY
Ha JiTell, a TAKOK BUSIBJIEHHST 0Ci0, SIKi TIONIUPIOITH IIPOTUIPABHUIT KOHTEHT. PO3IJISTHYTO HAYKOBI 10CIi-
JKEHHS CTOCOBHO TAKTUKY BUABJICHHS KPUMiHAJIBHUX IIPABOIIOPYIIEHD, SKi 3/[IHCHIOBAINCS 32 JEKib-
KOMa HATIPSIMaMu, Ta 0OIPYHTOBAHO YMKY PO Te, M0 JOCTIIHUKN B TAKTHIL BUSBJICHHS KPUMiHAIbHIX
[PABOIOPYIIEHb 3/1e01IBIIOr0 BUOKPEMJIIOIOTh [Ba PiBHI (0IIePaTHBHO-PO3LIYKOBUIL i ciriuuil), BiAmOBi-
HO /10 SIKMX PO3TJISIIAI0TH METOUKY J0CII[Y4OT0 OIIEPATHBHO-PO3LIYKOBOTO 3[00yBaHHSI Ta HATPOMAJIKEH-
HSI TepBUHHOI (PO3BiyBaIbHOI ) iH(MOPMAIIii, 0 A€ MOKIIIBICTH TIOYATH PO3CJIiTyBaHHS (IIPO 3TOYMHHY
HiSUTBHICTD ), | METOUKY Oe3I10CePeHBOr0 PO3CIIi/Iy BAHHSI.
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Bucnosxu. 3rinHo 3 pe3yJbTaTaMil HAYKOBUX [OCJIi/UKEHb, TIPEIMETOM SIKUX OYJIi OKpeMi IINTaHHS,
110 CTOCYBAJINCST CUCTEMH BUSIBJIEHHS aHAJI30BAHOI KaTeropili KpUMiHATBbHIX TPABONOPYIIIeHb, KpUMiHa-
JICTUYHOTO 3a0€3IIeYEeHHs PO3C/IiIyBaHHA KPUMIHAILHAX TIPABONOPYIICHD, AKi BANHIIOTHCS 3 BUKOPUC-
TaHHSM iH(OPMAITIITHO-TeJIEKOMYHIKAI[iTHUX CUCTeM, TUTAHHS MTPABOBOi OXOPOHU CYCITIIbHIX BiJTHOCUH
y cepi HenopyurHoro GYHKIIOHYBaHHSI TAKMX CUCTEM, a TAKOK OIEPATUBHOTO 3a0e3IIeYeHHsT POTHI
3a3HAYEHMM BUJIaM KPUMIHAJIbHIX [IPABONOPYIIEHb, BAPTO 3pOOUTH BUCHOBOK TIPO HEOOXIHICTD 10AaJIb-
IIOTO JIOCJI/PKEHHS i HAYKOBOTO PO3B’SI3aHHS TEOPETUYHUX Ta OpPraHisaliiiHuX 3aBjlaHb, SKi BAHUKAIOTD
Iijl Yac BUSIBJIEHHS] KPUMIHAJIBHUX IIPABOIOPYILIEHb, MOB'S3aHUX 3 00ITOM MPOTHIIPABHOIO KOHTEHTY
B Mepeski [nTepuer.

KmouoBi cioBa: Mepeska [HTepHET, MPOTUNIPABHUIA KOHTEHT, 06T, KPUMiHAIbHI MPaBOMOPYIIEHHS],
BUSIBJIEHHSI, IPaBOBe 3a0e31eYeHHsl, TEOPETHYHEe OOIPYHTYBaHHSI.
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