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COMPARATIVE ANALYSIS OF CRIMINAL,
CIVIL AND ADMINISTRATIVE LIABILITY
IN THE FIELD OF TELECOMMUNICATIONS

Abstract. Purpose. The purpose of the article is a comparative analysis of criminal, civil
and administrative liability in the field of telecommunications. Results. An offense under the contract
for the provision of services in the field of telecommunications is defined as unlawful behaviour
of a party to the contract, which has violated the rights of the other party or caused property damage
and/or non-pecuniary harm to the other party. In general, this unlawful behaviour is depicted in non-
compliance by the parties with the terms of the contract and is actually expressed in illegal actions that
may result in property damage or non-pecuniary harm to the parties to the contract for the provision
of telecommunications services. The general conditions for bringing the parties to the contract for
the provision of services in the field of telecommunications to civil liability for committing a civil offense
are: unlawful behaviour; harmful consequences; causal link between unlawful behaviour and harmful
consequences; guilt. Under the contract for the provision of telecommunications services, the most
common type of civil liability for violation of the contract for the provision of telecommunications
services is the payment of a penalty. The terms, procedure for payment and the amount of the penalty are
provided for by the provisions of legislation and contracts. Conclusions. It is concluded that in practice
it is quite difficult to find and punish the person guilty of committing these crimes. The complexity
and specificity of the search for criminals of these crimes and evidence of the offenders’ guilt is due to
the characteristic features (transnationality) of the Internet. Both search and destruction of computer
viruses are difficult. Despite the fact that specialists in the development of antivirus programs search for
the latest viruses and improve the protection of antivirus programs, their complete destruction is not
possible, because viruses change, develop, spread, and their new varieties are constantly formed. This is
due to the fact that viruses and other software provide an opportunity to make profits not only to those
who create them, but also to those who produce software to combat them. Despite a rather significant
role of telecommunication services in human life, the issue of protection of violated consumer rights in
relation to telecommunication services and the specificities of liability of the parties to the contract for
the provision of telecommunication services in Ukraine has not been fully studied.
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1. Introduction to maintain law and order in a heterogene-

Legal liability is an important element
of the regulatory mechanism for social legal
relations, the content thereof can be described
as a targeted impact on individual behavior
through legal means. This complex influence
enables to fully regulate relations in society,
to give them the appropriate features of stabil-
ity and consistency, to implement the princi-
ples of social justice and to avoid aggravation
of social conflicts. At all times, the existence
of law in the form of a regulator of relations
of society is directly conditioned by the need
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ous society, filled with internal contradictions,
in order to prevent any deviations and viola-
tions of the established rules of conduct.

Legal liability as an independent and neces-
sary component of the legal regulatory system
can be characterised by three specific features:

— TItisa type of state coercion.

— The exclusive ground for legal liability is
an offence.

— This legal category is implemented
and functions by taking appropriate remedies
against persons who have committed offences
(Hrek, 2010, p. 42).
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The category of legal liability is classified
on various grounds. In practical terms, the most
appropriate classification is considered to be
based on the nature of sanctions and the sectoral
feature. According to the latter, it is customary
to distinguish the types of legal liability, such as
criminal, administrative, disciplinary, civil, con-
stitutional and international legal liability.

The purpose of the article is a comparative
analysis of criminal, civil and administrative lia-
bility in the field of telecommunications.

2. Specificities of criminal liability in
the field of telecommunications

The Criminal Code of Ukraine contains
articles establishing criminal liability in
the field of telecommunications (Articles 360,
361, 361!, 3612, 362, 363, 363" of the Criminal
Code of Ukraine) (Criminal Code of Ukraine,
2001).

Article 360 establishes liability for inten-
tional damage to communication lines (cable,
radio relay, overhead type), wire broadcasting
or structures/equipment that are part of them,
in the event that it has temporarily stopped
communication in the form of:

1) a fine of 100 to 200 tax-free minimum
incomes of citizens;

2) correctional labour up to 1 year;

3) deprivation of liberty up to 2 years.

Those subject to liability under this Article
may be not only employees of telecommunica-
tions operators, but also other persons who have
committed these actions, including using their
official position.

Article 361 of the Criminal Code of Ukraine
establishes liability for unauthorised interfer-
ence with computers, automated systems, com-
puter or telecommunication networks. Liabil-
ity under this Article shall be incurred in case
of commission of this offense, which resulted in
loss, forgery, leakage, information blocking, dis-
tortion of information processing procedure or
violation of the procedure of its routing. Liabil-
ity under this article is imposed in the form of:

1) fines from 600 to 1000 tax-free minimum
incomes;

2) deprivation of liberty from 2 to 5 years;

3) imprisonment for up to 3 years, with or
without a ban on holding certain positions or
engaging in certain activities for up to 2 years.

Qualifying features are repeated commis-
sion of the crime or its commission by a group
of persons by prior conspiracy, in case of signifi-
cant damage, which entails a sentence of impris-
onment for 3 to 6 years.

Article 361" of the Criminal Code of Ukraine
contains provisions on the crime of creat-
ing for the purpose of use, sale or distribution
of malicious software or hardware intended
for unauthorised interference with computers,

68

automated systems, computer and telecommu-
nication networks. Liability under this article is
imposed in the form of:

4) fines from 500 to 1000 tax-free minimum
incomes;

5) correctional labour up to 2 years;

6) imprisonment for up to 2 years.

For the same actions committed for the sec-
ond time, or by a group of persons by prior con-
spiracy, or in case of causing significant dam-
age, the perpetrators shall be imprisoned for
up to 5 years.

Article 3612 of the Criminal Code of Ukraine
regulates liability for unauthorised sale or dis-
semination of restricted information stored
in computers, automated systems, computer
networks or data carriers, in particular, a fine
of 500 to 1000 tax-free minimum incomes or
imprisonment for up to 2 years. Qualifying fea-
tures are actions committed for the second time,
or by a group of persons by prior conspiracy, in
case of significant damage, for which the perpe-
trator is imprisoned for 2 to 5 years.

The next crime under the Criminal Code
of Ukraine (Article 362) is unauthorised actions
committed by a person who has the right to
access information processed in computers or
their networks, automated systems, or stored
on data carriers. For unauthorised alteration,
destruction or information blocking, the guilty
person shall be fined from 600 to 1000 tax-free
minimum incomes or punished by correctional
labour for up to 2 years. For unauthorised inter-
ception or copying of data processed in comput-
ers and their networks, automated systems, or
stored on the carriers of such data, if the above
has led to their leakage, the guilty person shall
be punished by imprisonment for up to 3 years
with deprivation of the right to hold certain
positions or engage in relevant activities for
the same term.

For the same actions committed for the sec-
ond time, or by a group of persons by prior con-
spiracy, or in case of causing significant dam-
age, the perpetrators shall be imprisoned for 3
to 6 years with deprivation of the right to hold
positions and engage in relevant activities for
up to 3 years.

Article 363 of the Criminal Code of Ukraine
regulates liability for violation of the rules
of computer operation, as well as automated sys-
tems, computer networks and telecommunica-
tions or the procedure/rules for the protection
of information processed in them in the event
of significant damage, in the form of:

7) a fine of 500 to 1000 tax-free minimum
incomes;

8) deprivation of liberty for up to 3 years
with restriction of the right to hold certain
positions or engage in relevant activities for
the same period.
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The offenders of this crime are persons
responsible for the operation of automated sys-
tems, computer networks and telecommunica-
tions.

Finally, the article that regulates the issue
of criminal liability is Article 363!, which cov-
ers the crime of interfering with the operation
of computers, their networks and telecom-
munication networks, automated systems,
by deliberately disseminating telecommuni-
cation messages without the prior consent
of the addressees. For this crime, in accord-
ance with Part 1 of Article 3631 of the Crim-
inal Code of Ukraine, the perpetrator shall be
punishable by a fine of 500 to 1000 untaxed
minimum incomes or imprisonment for up to
3 years. According to part 2 of the article, qual-
ifying features are the same actions committed
for the second time or by a group of persons by
prior conspiracy, in case of causing significant
damage, which entails deprivation of liberty or
imprisonment for up to 5 years, with depriva-
tion of the right to hold relevant positions or
engage in relevant activities for up to 3 years.

3. Specificities of administrative liability
in the field of telecommunications

The Code of Administrative Offences
contains a special Chapter 10 “Administra-
tive Offences on Transport, Road Facilities
and Communications” (Kaliuzhnyi, Komziuk,
Pohribnyi, 2008), part of which regulates tele-
communications issues, such as:

1. Violation of the rules and conditions
governing the activities in the telecommunica-
tions sector and in the use of radio frequency
resources of Ukraine provided for by permits
and licenses — Art. 145 of the CoAO.

2. Violation of implementation, operational
rules of radio electronic means and devices
of radiating nature, as well as the use of radio
frequency resources of Ukraine — Art. 146
of the CoAO.

3. Violation of the rules of protection
of communication lines and structures -—
Art. 147 of the CoAO.

4. Damage to a payphone — Art. 148
of the CoAO.

5. Violation of the rules of providing
and receiving telecommunications services —
Art. 148! of the CoAO.

6. Violation of the terms and procedure for
the provision of communication services in pub-
lic networks — Art. 1482 of the CoAO.

7. Use of communication means for the pur-
pose contrary to the state interest, violation
of public order and violation of honor and dig-
nity of citizens — Art. 148 of the CoAO.

8. Use of technical means and equipment
used in communication networks of general use,
in the absence of a document confirming com-
pliance — Art. 148 of the CoAO.

9. Violation of rules for interconnection
of public telecommunications networks -
Art. 148 of the CoAO.

Analysis of the provisions of both proce-
dural and substantive law directly related to
the provision of telecommunication services
proves that almost all the main types of liability
provided for by Ukrainian legislation are used
in this field (with the exception of disciplinary
measures, which are specific to labour relations).
This means that in case of violations related to
the procedure of providing telecommunication
services, measures of criminal, administrative
and civil liability are applied (Kabalkin, 1984).

Some  provisions of the  CoAO
and the CC of Ukraine have been consid-
ered above, and now it is proposed to consider
the provisions of the Civil Code of Ukraine
(CCU) and analyse civil liability in the tele-
communications industry.

First of all, the focus should be on the issue
of civil liability of telecommunication oper-
ators and providers, who are service provid-
ers, and liability of consumers (legal entities
and individuals), who are customers of telecom-
munications services.

4. Specificities of civil liability in the field
of telecommunications

Civil liability of telecommunication entities
arises for violation of regulations and agree-
ments on the provision of services in the field
of telecommunications. Its grounds, conditions
and amount may be provided for by the general
provisions established by the Civil Code (in
particular, Chapter 63 and Articles 633, 634
of the CCU), the special Law “On Telecommu-
nications”. Depending on the parties, the pro-
visions of the Law “On Consumer Protection”
are additionally applied (if the consumer is
anatural person). In addition to the provosopns
provided for by the peremptory laws, the par-
ties may clarify and change certain provisions
on liability in the contract, as well as establish
additional liability not provided for by law for
violation of certain terms of the contract.

It should be noted that civil liability should
be understood as only those sanctions that
are associated with additional burdens on
the offender, that is, it is an appropriate pun-
ishment for the committed legal violation (Ser-
geev, Tolstoi, 1997, p. 254).

In other words, civil liability is
the use of state-type coercive measures against
an offender who commits an offense provided
for by a contract or legislation — additional
civil liabilities of a property nature (sanc-
tions). It is a remedy for the participants in
civil law relations, which is determined by
the limits of permissible and necessary behavior
(Borysova, Spasybo-Fatieieva, Yarotskyi, 2014,
pp. 268-271).
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O.S. Toffe argues that civil liability is a sanc-
tion for legal violations, which entails negative
consequences for the guilty person in the form
of deprivation of civil rights of actors or imposi-
tion of new or additional civil obligations (Ioffe,
1975, p. 97).

Next, the concept of “legal grounds for civil
liability in the contract for the provision of tele-
communication services” should be considered.
For example, they are understood as real cir-
cumstances that, under the terms of the contract
or law, are associated with depriving the party,
which has violated obligations, of its subjective
civil rights, or with imposing new or additional
civil obligations on it. In fact, the legal ground
for civil liability of the parties to the contract for
the provision of telecommunications services
should be understood as their unlawful acts,
which indicate the improper use of their own
subjective rights and fulfillment of legal obliga-
tions. In other words, the legal ground for civil
liability of any of the parties to the contract for
the provision of services in the field of telecom-
munications is a legal fact, that is, the commis-
sion of an offense (Borysova, Spasybo-Fatieieva,
Yarotskyi, 2014).

An offense under the contract for the pro-
vision of services in the field of telecommunica-
tions is defined as unlawful behaviour of a party
to the contract, which has violated the rights
of the other party or caused property damage
and/or non-pecuniary harm to the other party.
In general, this unlawful behaviour is depicted
in non-compliance by the parties with the terms
of the contract and is actually expressed in ille-
gal actions that may result in property damage
or non-pecuniary harm to the parties to the con-
tract for the provision of telecommunications
services.

The general conditions for bringing the par-
ties to the contract for the provision of services
in the field of telecommunications to civil liabil-
ity for committing a civil offense are:

— unlawful behaviour;

— harmful consequences;

— causal link between unlawful behaviour
and harmful consequences;

— guilt.

The legal consequences of committing
a civil offense under a contract for the provision
of services in the field of telecommunications
are considered to be the imposition of certain
burdens on the party responsible for this, which
are depicted as an additional obligation or dep-
rivation of subjective rights. In accordance with
Part 3 of Article 40 of the Law “On Telecommu-
nications”, Article 549, Article 906 of the Civil
Code, this obligation is:

1) compensation for actual damages;

2) compensation for lost profits;
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3) compensation for non-pecuniary dam-
ages;

4) payment of a penalty;

5) the use of other property measures, which
are regulated by the contract for the provision
of services in the field of telecommunications.

At this point, the general provisions that are
relevant to this form of civil liability in the form
of compensation for damages should be con-
sidered before its consideration in relation to
the provision of services in the telecommunica-
tions industry.

Neither the provisions of the current law
“On Telecommunications”, nor the law “On
Communications”, which has ceased to be in
force, establish uniform requirements for full
or limited liability. It should be noted that
the legal relations of telecommunications oper-
ators and providers with consumers are subject
to full liability established by the laws in force.

According to the Law “On Telecommu-
nications”, damages may be compensated to
each party to the contract for the provision
of services in the field of telecommunications,
because each party may violate the right
of the other and cause damage to the other
party. Part 4 of Article 36 of the Law “On Tel-
ecommunications” states that if damage to
the telecommunications network caused by
the fault of the consumer is detected, the costs
of repairing the damage to the administrative
and telecommunications operator, compensa-
tion for other losses (including lost profits) are
borne by the consumer.

Part 3 of Article 40 of the Law “On Tele-
communications” stipulates that compensa-
tion for actual damages, non-pecuniary dam-
age, lost profits incurred by consumers in case
of improper performance of obligations under
the contract for the provision of telecommu-
nications services by the telecommunications
operator and provider shall be resolved in court.

In general, the most typical civil liability for
breach of a telecommunications services con-
tract is payment of a penalty. Under the con-
tract for the provision of telecommunications
services, the most common type of civil liabil-
ity for breach of the contract for the provision
of telecommunications services is the payment
of a penalty. The terms, procedure for payment
and the amount of the penalty are provided for
by the provisions of legislation and contracts.

The penalty can be in several forms:
a fine (which, according to Part 2 of Article 549
of the Civil Code, is a penalty calculated as a per-
centage of the amount of improperly or unful-
filled obligation), penalty (which, in accordance
with Part 3 of Article 59 of the Civil Code, is
defined as a penalty calculated as a percent-
age of the amount of untimely fulfilled mone-
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tary obligation for each day of delay), which
the debtor shall pay to the creditor in case
of breach of obligation.

Frequently, the fine is a measure of liability
under the contract for the provision of services
in the field of telecommunications in accordance
with paragraph 1 of part 1 of Article 40 of the Law
“On Telecommunications” (Law of Ukraine on
Telecommunications, 2003).

According to the contract on the pro-
vision of services in the field of telecommu-
nications, the parties also use the payment
of a penalty, in case of long-term violation
depending on the expiration of the relevant
time in accordance with paragraph 3 of Part 1 of
Article 40 of the Law “On Telecommunica-
tions”.

5. Conclusions

The above crimes are socially dangerous
and unlawful acts that encroach on public
relations in the field of security of computer
information and the normal functioning of com-
puters, their networks and systems, as well as
telecommunication networks, causing them
harm or threatening to cause such harm.

However, in practice it is quite difficult to
find and punish the person guilty of commit-
ting these crimes. The complexity and speci-
ficity of the search for criminals of these crimes
and evidence of the offenders' guilt is due to
the characteristic features (transnational-
ity) of the Internet. Both search and destruc-
tion of computer viruses are difficult. Despite
the fact that specialists in the development
of antivirus programs search for the latest
viruses and improve the protection of antivi-
rus programs, their complete destruction is
not possible, because viruses change, develop,
spread, and their new varieties are constantly
formed. This is due to the fact that viruses
and other software provide an opportunity
to make profits not only to those who create
them, but also to those who produce software
to combat them.

Despite a rather significant role of telecom-
munication services in human life, the issue
of protection of violated consumer rights in rela-
tion to telecommunication services and the spe-
cificities of liability of the parties to the contract
for the provision of telecommunication services
in Ukraine has not been fully studied.
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MOPIBHAJIbHUI AHAJII3 KPUMIHAJIbHOI, IIUBLJIBHOI TA

AZIMIHICTPATUBHOT BIITOBIIAJIBHOCTI Y COEPI TEJTEKOMYHIKAIIIIA

Anoranisg. Mema. Metoio cTaTTi € TOPIBHAILHII aHali3 KPUMIHAIbHOI, IIUBIJIBHOI Ta aJMiHICTpa-
TUBHOI BiIMOBIiAIbHOCTI y cepi TesekomyHikaitiil. Pe3yasmamu. [IpaBonopyieHasaM y paMKax joro-
BOPY PO HAJIAHHA MOCJYT B Taly3i TeJeKOMYHIKallill BU3HAYAEThCSA IIPOTUIIPABHA TI0BE/[IHKA CTOPOHU
JIOTOBOPY, Yepe3 sIKy MOPYIIEHO [PaBa APYrol CTOPOHMU YK iHIIIIl CTOPOHI 3aBIaHO MailiHOBUX 30UTKIB Ta,/
ab0 HeMaHOBOI KON, 3arajioM JlaHa IPOTUIIPABHA MOBEiHKA 300PAKYETHCST B HEAOTPUMAHHI CTOPO-
HaMHU YMOB JIOTOBOPY Ta (haKTHIHO BUPAKAETHCSI B IPOTUIIPABHIX [IisIX, B PE3YJIBTATi KOTPUX MOXKeE OyTH
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3aBJIAHO MAHOBMX 30UTKIB Ui HEMAITHOBOI IITKOJM CTOPOHAM [IOTOBOPY TIPO HAJAHHS MOCJYT Y Tairysi
TeJIEKOMYHiKalliil. 3araJlbHUMU YMOBaMH HPUTSTHEHHS CTOPIH JIOTOBOPY TIPO HAJIAHHS TIOCJYT B TaJIy-
31 TesleKOMyHiKalliil /10 UBITbHOI BiINOBIIAbHOCTI 32 BYMHEHHSI ITPABONOPYIIEHHS IIUBITBHOTO THUILY €:
TOBe/IiHKA TPOTUTIPABHOTO XapaKTepy; HACIIIKH IIKiIJITBO1 TIPUPOJIN; TPUIUHHIIA 3B’ 130K TPOTUTIPABHOI
MOBEJIHKY { MIKIZUIMBUX HACI/IKIB; BUHA. 3a JIOTOBOPOM IIO/I0 HA/IAHHS MOCJYT B Taly3i TeJeKOMYHi-
Kalliii HAUTUTIOBINITM PI3HOBUIOM 1IMBIJILHOI Bi/IOBIIAJILHOCTI 32 MOPYIIEHHS I0TOBOPY IMIO/I0 HA/TAHHS
TOCJTYT B TAJTy3i TeJIEKOMYHIKaIlill € OTJIaTa HEYCTOWKU. YMOBH, TIOPSIIOK CIJIATU Ta PO3MIP HEYCTOWKH
repe6adeHo TOMOKEHHIME 3aKOHOIABCTBA I 0TOBOPIB. Buchosxu. 3podieHo BIUCHOBOK, 10 Ha TTPaK-
THI TOCHTH BasKKO BIHANTH i IOKapaTh 0co0y, 110 € BUHHOIO B CKOCHHI Aanux 3104nHiB. CKIagHICTh
Ta OCOGJIMBICTD TONIYKY 3JOYMHINB JAHUX 3JOYMHIB i JOKa3iB BUHM MPaBOMOPYITHUKIB 3yMOBJIEHA
XapaKkTepHIMH pricaMu (TpaHCHAIiOHAIBHICTIO) [HTepHeTY. BimaeThes BasKKNM SIK TOTITYK, TaK i SHUTIEH-
Hst KoMIT''oTepHuX Bipycis. He3pakatouu Ha Toil hakr, 1o creiianictu moxo po3podKu IporpamM aHTu-
BIpYCHOTO THITY POOJIATDH TOIIYK HOBITHIX BipyciB i 3MIHCHIOIOTH BAOCKOHAJIEHHS 3aXMCTy aHTHBIPYCHUX
MIPOTPaM, TIOBHOIIHHE IXHE 3HUIIEHHS He € MOKJIMBUM, aJI5Ke BipyCH 3MIHIOIOTbCS, PO3BUBAIOTHCSI, MOTIH-
PIOIOTBCSL, il TIOCTIHHO YTBOPIOKOTHCS iX HOBI pisHOBUU. [le 0OyMOBIIeHe TIM, 10 BipycH Ta iHIIE 1po-
rpamie 3a0e3nedeH st Ha/[aloTh 3MOTY OJIepyKyBaTH IIPUOYTKH He TLIbKKM THM, XTO iX CTBODIOE, a il THM,
XT0 BUpOOJIsg€e TIporpamue 3abesneuerts st 6opoThOu i3 HuMu. HesBakaioun Ha TOCUTH 3HAYHY POJIb
MOCJIYT B paMKaX TeJEKOMYHIKaI[iil B JKUTTI JIIOMUHY, TIUTAHHS 3aXUCTY MOPYIIEHUX CIIOKUBAIIBKUX TIPaB
10/10 IIOCJIYT B rajly3i TeJleKoMyHiKalliii it 0co6IMBOCTI BiANOBIAAILHOCTI CTOPIH 10TOBOPY 100 HaJlaHHSI
MOCJIYT B rajly3i TesleKoMyHiKalliil B Ykpaiti He HOBHOI[IHHO ZOCTIIKEHO.

Kio4oBi cioBa: nuBiJibHa BiANOBIAAIbHICTD, BIAUTKOAYBaHHA 30MTKIB, HAaHHA TTOCIYT, TEJTEKOMY-
Hikarina.
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