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OBJECTS AND MEASURES

OF SEARCH DURING THE DETECTION

OF CRIMINAL OFFENSES RELATED

TO ILLEGAL CONTENT ON THE INTERNET

Abstract. Purpose. The purpose of the article is to identify the objects and measures of search during
the detection of criminal offenses related to illegal content on the Internet. Results. It is noted that
the objects of search during the detection of criminal offenses related to illegal content on the Internet
include persons, items, documents and an optional object — electronic information. During detection
of criminal offenses related to illegal content on the Internet, mainly measures involving the use
of certain technical means and software, search algorithms (sources, means, search areas, tools and search
procedures) and enabling the use of open sources and search services in order to collect information on
illegal content on the Internet are applied. It is determined that the effectiveness of search for information
that the searcher can use to detect, investigate an illegal act and expose the perpetrators is determined
by two factors: effectiveness of the search engine used in the search process; experience of the person
conducting the search (the experience of the person depends crucially on his/her awareness of modern
search tools and techniques, as well as the skills of their effective use when working with search engines).
Conclusions. 1t is concluded that the objects of search during the detection of criminal offenses related
to illegal content on the Internet include persons, items, documents and an optional object — electronic
information. During detection of criminal offenses related to illegal content on the Internet, mainly
measures involving the use of certain technical means and software, search algorithms (sources, means,
search areas, tools and search procedures) and enabling the use of open sources and search services in
order to collect information on illegal content on the Internet are applied.

Key words: Internet, illegal content, circulation, criminal offenses, detection, search objects, search
measures.

1. Introduction

According to the materials of the Interna-
tional Forums in Davos (2018-2019), the prob-
lem of cybersecurity, which affects almost all
sectors of human life and activities, is increas-
ingly acute (Bykov, Burov, Dementiievska,
2019, p. 313). The large-scale virus attack
“WannaCry”, which took place on May 12-13,
2017, affected tens of thousands of computers
around the world: in the UK, a number of med-
ical institutions across the country were forced
to refuse to provide services to patients even in
emergency cases due to the failure of most com-
puter systems; in Spain, the Ministry of Energy
and a telecommunications company were
attacked; in Germany, the computers of the rail-
way concern’s dispatch centres were infected,
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resulting in the failure of dispatch control sys-
tems; in France, the automaker “Renault” was
subjected to a large-scale cyberattack; in Portu-
gal, the largest provider of telecommunication
services “Portugal Telecom” suffered; computer
systems of shopping and office centres, networks
of hospitals and gas stations, postal service, rail-
way stations, as well as government agencies
were attacked (Dovhan, Doronin, 2017, p. 41).
These actions become possible due to the une-
ven development of cybercrime capabilities
(which in turn are based on the rapid spread
of computer technology) and scientific, tech-
nical and legal support for the search activities
of law enforcement agencies. Detection of illegal
content and the use of criminologically signif-
icant information on the Internet is important
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for the detection and investigation of criminal
offenses. Given the virtually unlimited amount
of Internet resources that contain illegal content
in the public domain, law enforcement agencies
can acquire and use it to combat crime. Rely-
ing on the analysis of the system of detection
of criminal offenses related to illegal content on
the Internet, it can be argued that law enforce-
ment officers can already perform the task
of searching for information on the Internet in
the following areas: the search for information
about the event (confirmation or refutation
of information about the event, the search for
the author of the information); the search for
information about the person (identification
of the person based on the available informa-
tion, the search for the location of the identi-
fied person); systematic tracking of changes
in the accounts of individuals or groups, com-
ments to articles, publications, news, posts;
systematic survey of Internet users (based on
own and their anonymity) (Sumskyi, Romanko,
2016, p. 113). A number of issues remain unre-
solved related to the specification of search
measures permitted in the detection of these
offenses and the targets of these detective
measures.

Previous research was carried out in two
main areas. In the first area, scientists consid-
ered ways to detect certain criminal offenses in
the field of computer technology: N.S. Kozak
investigated the types and methods of tactical
and forensic techniques for detecting computer
crimes (Kozak, 2011); V.V. Poliakov systema-
tised high-tech methods ensuring more effec-
tive conduct of investigative actions (Poliakov,
2008); D.M. Tsekhan came to the conclusion
that the introduction of high information tech-
nologies in the practice of operational units
determines the use of a technological approach
to the detection of high-tech crimes (Tsekhan,
2011). In another area, scientists have devel-
oped a methodology for detecting individual
criminal offenses, highlighting the elements
of search activities: Yu.O. Yermakov singled
out certain elements of search: items as material
traces and objects of search activities during
the detection of criminal offenses (Yermakov,
2020), documents evidencing criminal activ-
ity as an object of search for criminal offenses
(Yermakov, 2020), methods of search activi-
ties during the detection of criminal offenses
(Yermakov, 2019); O.0O. Shapovalov identi-
fies the objects of search activities (Shapov-
alov, 2018); persons of operational interest as
the object of operational search (Shapovalov,
2016). As for the objects and search measures
in the context of detecting criminal offenses
related to illegal content on the Internet, no
research has been carried out.

2. Categories of objects of search related
to illegal content on the Internet

In our opinion, the objects of search dur-
ing the detection of criminal offenses related
to illegal content on the Internet include
persons, items, documents and an optional
object — electronic information (Tarasenko,
2021, pp. 284-294).

Allowing for the perspectives of scientists
and the specifics of detecting criminal offenses
related to illegal content on the Internet, we
conditionally group persons (as an object
of search activities) into the following catego-
ries:

1. Persons who may be involved in criminal
activities: those who, due to the appropriate
“criminal specialisation”, can commit (com-
mit) actions to create and/or disseminate ille-
gal content on the Internet; who, as a result
of their professional activities, have acquired
knowledge in the field of computer technology
and can apply them for the criminal purpose
of committing offenses related to illegal con-
tent on the Internet; persons who have access
to electronic computing equipment, through
the use of which actions to create and/or dis-
seminate illegal content on the Internet (such
persons should be considered by subcategories
(information managers (on the basis of a con-
tract or on behalf of the owner of the informa-
tion); system owners; system administrators
(on the basis of the concluded agreement or on
behalf of the system owner); users (consumers
of information and telecommunication ser-
vices); who, due to their professionalism, have
the opportunity and motivation to commit
actions to create and /or disseminate illegal con-
tent on the Internet.

2. Persons who, by virtue of their skills,
abilities can assist in obtaining primary infor-
mation, as well as assist law enforcement
officers in identifying actions to create and/
or disseminate illegal content on the Internet:
professional programmers who develop soft-
ware (white and black hackers); who main-
tain the Internet page, physical or virtual
server; who study in the specialties “Cyberse-
curity”, “Software Engineering”, “Computer
Engineering”, “Computer Science”, etc. (that
is, these are persons who, if they have individ-
ual, professional skills, knowledge or skills,
may have information about the commission
of a criminal offense related to illegal content on
the Internet, as well as provide advice on find-
ing, fixing, removing illegal content).

3. Persons who, according to their functional
duties, are responsible for detecting and record-
ing illegal actions to create and/or disseminate
illegal content on the Internet: who, according
to their functional duties, are responsible for
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detecting and recording illegal actions; who
have relevant information, the analysis of which
determines the effectiveness of detection; who,
by virtue of their professional activities, may
receive information about the commission
of criminal offenses related to illegal content
on the Internet: administrators of the Internet
service provider (ISP); employees of service
institutions for software configuration of infor-
mation systems; employees of advertising com-
panies that create content on Internet resources;
employees of cinemas that control the imple-
mentation of illegal video recording of audiovis-
ual works, which can be further posted on Inter-
net resources), etc. (that is, these are persons
who, due to the specifics of their work, are faced
with the facts of committing illegal actions that
may indicate the commission of an offense or
the consequences of these actions may lead to
the commission of the criminal offenses under
investigation).

4. Persons who may have information about
the facts of criminal activity: who may be aware
of certain circumstances of the commission
of criminal offenses (for example, from among
the persons who were present during the com-
mission of a criminal offense) and who can be
further considered as witnesses (for example,
who were present at certain actions, but were
not aware of this fact); who have access to
information about sources and ways of creat-
ing illegal content; who may have the neces-
sary information: (individuals, representatives
of a legal entity); representatives of regulatory
authorities; witnesses of the illegal activities
of the suspect, working with him /her at the same
enterprise, but in other departments, have
information about the activities of criminals,
their lifestyle, social circle, episodes of criminal
activities.

The next type of detection objects is docu-
ments. These documents can be conditionally
grouped into:

1. Documents that contain content illegally
distributed by anyone on the Internet.

2. Documents evidencing the performance
of the actor whose technical capabilities or
information resources were used in the pro-
cess of creating and/or disseminating illegal
content (copies of the entitlement document
of the Internet provider and the agreement on
the provision of access to the Internet, as well
as materials related to the committed crimi-
nal offense (log files; statistics on the down-
load of the dedicated channel of the provider;
certificates on who was allocated the estab-
lished dynamic (or static) IP addresses during
the recorded illegal actions, etc.

3. Documents proving that certain techni-
cal, hardware and software means belong to cer-
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tain persons (confirming the right of ownership,
i.e. the right to own, dispose of or use computer
information, computer, computer system or
their network: a written contract for the receipt
of Internet services, telecommunications by
a specific subscriber number or bank card ser-
vice in a particular financial institution; a doc-
ument on the right of ownership (use) of com-
puter software, database, electronic resource
of the Internet; documents containing personal
data of the person who owns a particular mobile
number; certificate from the telecommunica-
tions operator or Internet service provider on
belonging to the circle of subscribers served;
contracts for the provision of telecommunica-
tion services and access to the Internet; bills for
the communication services provided; technical
documentation reflecting the facts of the sub-
scriber’s appeal on the services provided to him/
her (applications for line repair, etc.).

4. Documents that reflect the actor’s work
with specific content — the subject matter
of a criminal offense, computer or computer
system (computer operator’s logs, electronic
logs of operations, electronic register of sub-
scriber connections in the computer network
or telecommunications (Internet); account-
ing journals (working hours, access to com-
puter equipment, its failures and repairs,
registration of users of a computer system or
network); license agreements and contracts
for the use of computer software products,
hardware and their development; password
books for access to the automated system;
orders and other documents regulating the use
of the automated system, etc. (Nikolaiuk, Nyky-
forchuk, Tymchenko, 2007, pp. 46).

5. Documents confirming the fact of con-
cluding a contractual relationship with a mobile
operator (contract for the provision of com-
munication services, additional agreement to
the contract, according to which mobile oper-
ators are provided with discounts on mobile
phones); certificates from Internet provid-
ers about the client who uses a certain place
of Internet access; relevant documentation on
time accounting and payment for Internet ser-
vices; contract for Internet services; receipt
of payment for Internet services.

The list of these documents can be sig-
nificantly expanded depending on the forms
of criminal activity and the way illegal content
is used in the commission of a particular crimi-
nal offense.

3. Specificities of items as objects of detec-
tion of criminal offenses related to illegal con-
tent on the Internet

The items as objects of detection include:

— Hardware and technical means: comput-
ers; laptops; various machine media; resources
of network service providers (Internet provid-
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ers) and information services provided by them
(e-mail, www-service); special technical means
of obtaining information; various types of print-
ing devices (printers, thermal printers, imprint-
ers); various machine data carriers (floppy disks,
disks, magnetic tapes of payment cards); key-
board (fingerprints); external storage devices;
individual data carriers (CDs, floppy disks, flash
memory devices, etc.).

— User  manuals  for
and devices; software description.

— Items that were directly used in
the preparation and commission of illegal
actions (for example: a mobile phone, which is
an item that can be identified with a sufficiently
high level of confidence, and therefore this
circumstance can be used both to prove that
the mobile device belongs to a certain person
and to prove the fact of content dissemination
using a particular phone).

— TItems that are the result of criminal
actions and can be divided into two blocks:
money and material values obtained as
aresult of a criminal offense; items that indicate
the receipt of funds or material values.

— Ttems that contain signs of a criminal
offense (notebooks of criminals with informa-
tion about computer devices, account numbers,
etc., printouts from the printer with similar
information; sheets with the offender’s notes
(names, passwords, addresses, etc.) (attached
to the monitor, near the keyboard, under it,
in the garbage, etc.); flash cards; components,
parts that were used to create special technical
means.

— Items that indicate the creation and pur-
pose of using illegal content.

— Software tools used for content process-
ing and manipulation (computer data carriers
with software), stolen databases; malicious pro-
grams used for unauthorised access to databases
or other information resources; software for
the operation of peripheral equipment; Inter-
net protocols, most commonly used website
and e-mail addresses, e-mail messages (Osyka,
2006, pp. 44).

— Items that indicate appropriate intellec-
tual preparation for the commission of a crim-
inal offense (methodological literature; expert
advice; addresses of accomplices (these can be
both physical addresses and e-mail, ICQ num-
bers, etc.), including addresses of any sites
and forums where offenders specialising in com-
mitting criminal offenses of this type communi-
cate, their correspondence (letters in paper or
electronic form) (Reutskyi, 2009, p. 156).

In our opinion, search measures during
the detection of criminal offenses related to ille-
gal content on the Internet include:

— Analysis of official reports of state bodies,
appeals of citizens about illegal actions.

components

— Analysis of materials of criminal proceed-
ings on criminal offenses, during the commis-
sion of which illegal content was used.

— Study of the information con-
tained in the trace pattern (upon receipt
of areport of a criminal offense related to the use
of illegal content) (traces on the media used by
the offender (hard drives, magnetic and optical
media, etc.); traces on “transit” magnetic media,
through which the offender directly estab-
lished a connection with information resources;
traces on the victim’s magnetic media, namely
traces of unauthorised access and unauthor-
ised influence on software and information
resources).

— Media monitoring.

— Monitoring of the Internet (Ukrainian
sector).

— Obtaining information directly from
mobile operators.

— Analysis of information from mobile
operators on individual legal entities with
whom a contract for the use of a cellular number
has been concluded.

— Obtaining information from service
providers (if the subject is a temporary user
of the network or telecommunications facilities
(for example, in PLMN — roaming; in telephone
systems — UPT and telephone cards; in Internet
services — remote access through other service
providers, etc.); when an entity can use certain
features to route a communication to other
telecommunication services or equipment,
including a communication that passes through
more than one network operator/service pro-
vider before being terminated (Borysova,
2007, p. 106).

— Computer intelligence on the Internet.
Given that the information posted and circulat-
ing in this network is not subject to legal regula-
tion, computer intelligence can be formally car-
ried out both directly by the forces and means
of the CID and through business entities. If
conducted by own forces, intelligence programs,
which differ from other search and analytical
programs in the presence of specific functions
aimed at solving purely intelligence tasks, are
used (Ovchinskij, 2011, p. 326).

— Analysis of “sites” on the Internet with
information on the availability of technologies
for creating and using illegal content for com-
mitting criminal offenses with further identi-
fication and verification of persons who have
accessed these sites.

— Data search in telecommunication sys-
tems, which consists in detecting data stored in
computer memory and is carried out using sys-
tem functions or special computer programs.

— Use of special programs that during
the work of a person monitor the protocols
of his/her actions and receive data on the
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IP address of this person’s access to the Internet,
provide an opportunity to obtain a list of con-
tacts of this person and files of his/her commu-
nication history with the content of incoming
and outgoing messages (Anapolska, 2011).

— Submission of requests using the capa-
bilities of Interpol NCB (such requests may
provide information on network addressees,
names of domains and servers of organisations
and users, electronic information blocked in
the manner of operational interaction, provid-
ers and distributors of network and telecom-
munications services, individuals and legal
entities involved in criminal offenses (official
name of legal entities registered abroad, their
legal address, number, date of registration;
areas of activities, size of the authorised capital,
current financial condition of the legal entity;
surnames and names of individuals-managers
(founders, shareholders); information on illegal
activities of individuals and legal entities, etc.)
(Anapolska, 2011, p. 95).

The effectiveness of the search for informa-
tion that the searcher can use to detect, inves-
tigate an illegal act and expose the perpetra-
tors is determined by two factors: effectiveness
of the search engine used in the search process;
experience of the person conducting the search
(the experience of the person depends crucially
on his/her awareness of modern search tools
and techniques, as well as the skills of their effec-
tive use when working with search engines).

4. Conclusions

It is concluded that the objects of detection
of criminal offenses related to illegal content on
the Internet include persons, items, documents
and an optional object — electronic information.
During detection of criminal offenses related to
illegal content on the Internet, mainly measures
involving the use of certain technical means
and software, search algorithms (sources, means,
search areas, tools and search procedures)
and enabling the use of open sources and search
services in order to collect information on
illegal content on the Internet are applied.
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OBb’€RTU TA BAXOIU IIOUIYKY

I YAC BUABJIEHHA KPUMIHAJIbHUX ITPABOIIOPYIIEHD,
IIOB’A3AHUX 3 OBITOM ITPOTHITPABHOT'O KOHTEHTY

B MEPEKI IHTEPHET

Anoraiis. Mema. Meta ctatTi — BHOKPEMHUTH 00’ €KTH Ta 3aX0/IH MOTIYKY ITi/{ YaC BUABJICHHS KPUMi-
HAJIBHUX TIPABOTOPYIIEHbD, OB I3aHNX 3 06iTOM MPOTUITPABHOTO KOHTEHTY B Mepeski [Hreprer. Pe3yo-
mamu. 3a3Ha4eHO, 1O 10 00’€KTIB TONIYKY Iijl YaC BUSBJIEHHS O3HAK KPUMiHAJIBHUX [IPABOIIOPYIIEHD,
OB’ s13aHKX 3 06IrOM IIPOTUITPABHOTO KOHTEHTY B Mepeski [HTepHeT, HaseaTb 0coOu, IIPeJIMETH, TOKYMeH-
i Ta haKyIBTaTUBHUIT 00'€KT — e1eKTPOHHa iH(hopMaltis. Y 1poleci BUsBIeHH KPUMIHAIBHUX [IPABOIIO-
PYILIEHD, IOB'SI3aHUX 3 00IrOM [POTHIIPABHOTO KOHTEHTY B Mepeski [HTePHET, 3aCTOCOBYIOTHCSI [IEPEBAKHO
3aXOJIH, 1110 MependavaloTb BUKOPUCTAHHS IEBHUX TEXHIYHUX 3aC001B, TPOrPaMHOT0 3a0€3I1eYeHH s, AJIro-
PUTMIB TIONTYKOBUX Aiil (J7Kepena, 3aco0u, HAIPSMIE MOLIYKY, IHCTPYMEHTapiil Ta MpoueLypy MONIyKy)
Ta 3a06€311eYyIoTh MOKINBICTD BUKOPUCTAHHA BIIKPUTHX JKEPEJ Ta MOMIYKOBUX CEPBICiB 3 METOIO 3/1iil-
cHenHs 360py iHopMallii po 06ir NPOTHIIPaBHOIO KOHTEHTY B Mepeski [nrepHer. Busnaueno, 1o pesyJib-
TATUBHICTD TOMIYKY 1H(OpMaILii, Ky cy0'€KT MOIIyKy MOXKe BUKOPHCTATH JJIsl BUSIBJICHHSI, PO3CJI Iy BaH-
HsI IPOTHUIIPABHOTO JisIHHS Ta BUKPUTTSI BUHHUX OCI0, BU3HAYAETHCS IBOMA YMHHUKAMU: e(DeKTHBHICTD
MOTIYKOBOI CHCTEMH, BUKOPHCTOBYBAHOI B MPOIIECi MONTYKY; TOCBIIYEHICTh 0COOH, sIKa 3/[IICHIOE MOTTYK
(mocBiadeHicTs 0coOM BUBHAYATHLHIM YHHOM 3aJIEKUTD BiJl ii 06i3HAHOCTI B cydacHOMY iHCTpyMeHTapii
1 IpuiioMax MOMIYKY, a TAKOK Y HaBMYKaX IX e(peKTUBHOTO BUKOPUCTAHHS T1i/l 4ac POOGOTH 3 HOMIYKOBUMHU
cucreMamu ). Bucnoexu. 3po6ieHo BUCHOBOK, 1110 10 00 €KTIB BUSBJIEHHS 03HAK KPUMIHAJIBHUX [IPABOIIO-
PYIIIeHb, MOB'I3aHUX 3 0GITOM POTUITPABHOTO KOHTEHTY B Mepeski [HTepHeT, Hasmexarh 0co0H, MPe/IMETH,
JIOKYMEHTH Ta (haKyJIbTaTUBHUIN 00’€KT — eJleKTPOHHA iHdopMallist. Y 1poleci BUSIBJIEHHS KPUMIHAILHUX
[PABOIOPYIIEHb, MOB'SI3AaHNX 3 06ITOM MPOTHIIPABHOTO KOHTEHTY B Mepeski [HTEpHET, 3aCTOCOBYIOTHCSI
MEPEBaKHO 3aXO0/H, 10 TepeAdayaioTh BAKOPHCTAHHS MEBHUX TEXHIYHUX 3ac00iB, MPOrpaMHoro 3abes-
IeYeHHs1, aITOPUTMIB MONIYKOBUX il (ZKepesa, 3ac00H, HATIPSIME MONTYKY, iHCTpYMEHTapiil Ta mporie-
JIyPH TIOIIYKY ) Ta 3a0€31e4yI0Th MOKJIUBICTh BUKOPHCTAHHS BIIKPUTUX JUKEPET Ta TOIIYKOBUX CEPBiciB
3 METOIO 3/1ilicHeHHs 360py iH(pOPMAIIIT 11po 06Ir IPOTUITPABHOTO KOHTEHTY B Mepeski [HTepHeT.

Kmouosi cioBa: mepeska IHTepHeT, NPOTUNIPABHUNA KOHTEHT, 00T, KPUMiHAIbHI PaBOIOPYLICHHS,
BUSIBJIEHHST, 00 €KTH TOIIYKY, IIOITYKOBI 3aX0/[H.
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