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CYBERSECURITY AS ANECESSARY CONDITION
FOR THE FUNCTIONING OF THE JUSTICE
ADMINISTRATION SYSTEM

Abstract. Purpose. System analysis of the cybersecurity status in Ukraine, research on its impact
on the justice system, and an outline of the ways to eliminate identified threats. Research methods. The
structure of the article is built in accordance with theoretical, analytical, and prognostic tasks; it reflects
the use of individual methods of scientific research and scientific materials. The author uses a theoretical
method to study the category apparatus. Structural, functional, and systemic methods are applied to study
the regulatory framework for cybersecurity. In the study of the problems and threats of cybersecurity
violations in the conditions of the military invasion of the Russian Federation, the method of abstraction
was used, which made it possible to single out among a large number of criteria the most significant
in the author’s opinion. The author applies the method of scientific generalization to substantiate
the conclusions. Results. Cybersecurity is defined as the practice of protecting the interests of people,
society, and the state in cyberspace for their sustainable development. In the justice administration system,
information security is considered an object of legal security to protect the data of all judicial system
participants. The author defines the components of administrative and legal support for cybersecurity.
The article substantively discusses the need for a systematic approach to countering cyber threats
at the international level. The paper defines legal regulation of information security as the legal influence
of the state on relevant social relations. Cybersecurity is a component of national security. Ukraine has
adopted a number of documents on information society development and ensuring cybersecurity. But
it is necessary to improve specialized regulatory acts and harmonize them with international standards,
in particular ISO/IEC 27000. It is justified that a complex administrative and legal mechanism for
ensuring information security and its subject interaction will allow to identify of problems and ways
to solve them. This requires the development of a single document on information security in court
proceedings. Conclusions. Cybersecurity is a critical point to the effective operation of the justice
system, ensuring the confidential data protection of the participants in the legal process. Ukraine
developed a legal framework in this area, but the war with the Russian Federation revealed a number
of problems: insufficient infrastructure protection, weak coordination of cybersecurity entities, etc. To
increase the level of protection, it is necessary to improve the legal mechanism for ensuring cybersecurity
and adopt a single document on the regulation of all aspects of information security in the judicial system.
It is also encouraging to use artificial intelligence, promising that it is properly protected against threats.

Key words: justice, court, information security, cybersecurity, regulatory and legal support
of cybersecurity, martial law.

1. Introduction istration of justice, as it provides an opportunity

Rapid progress and widespread use of infor-
mation and computer technologies have led to
the significant dependence of critical national
infrastructures on the level of their security in
the information aspect. In current conditions,
cybersecurity has become an important prereq-
uisite for the viability of society. Its provision is
of particular importance for the effective admin-
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to protect human and civil rights and freedoms.
The absence or imperfection of information
security tools hinders the ability to achieve
this task, which is crucial for the judicial sys-
tem. In this case, the objects of protection are
information systems and software products,
as well as registers and databases that contain
information about the subjects of the adminis-
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tration of justice and all participants in the judi-
cial process. New threats in the field of cyber
defense in the context of the military invasion
of the Russian Federation add relevance to this
scientific research. The purpose of this article is
to study the legal foundations of cybersecurity
in Ukraine in general, as well as for ensuring
human rights and freedoms in particular.

The structure of the article is built
in accordance with theoretical, analyti-
cal, and prognostic tasks; it reflects the use
of individual methods of scientific research
and scientific materials. The author uses a the-
oretical method to study the category appa-
ratus. Structural, functional, and systemic
methods are applied to study the regulatory
framework for cybersecurity. In the study
of the problems and threats of cybersecurity
violations in the conditions of the military
invasion of the Russian Federation, the method
of abstraction was used, which made it possible
to single out among a large number of criteria
the most significant in the author's opinion.
The author applies the method of scientific
generalization to substantiate the conclusions.

The purpose of the article is to systemat-
ically analyze the cybersecurity condition in
Ukraine, to research its impact on the justice
administration system, and to outline ways to
eliminate the identified threats.

To ensure the systematic presentation
of the material, the article is logically divided
into the following blocks: introduction, content
definition, legal basis for ensuring cybersecurity,
cybersecurity problems under martial law, ways
to strengthen cybersecurity and conclusions.

2. Content definition

Since information has become the basis
of social relations, the need for legal regulation
of informational functions of the state and its
institutions has arisen. Information is a complex
phenomenon. On the one hand, it is a property
of objects of living nature to reflect their move-
ment in surrounding world in the form of mental
sensations (content side of information, data),
and on the other hand, it is an ability of some
objects of living nature to convey sensations
(images), experienced by them, to other objects
of living nature (representative side of informa-
tion, message).

The dialectic of the law and information
interdependence shows that the law remains
a key tool in regulating information-related
relations under the conditions of information
support for all other social relations. Legal
norms not only regulate but also get influenced
by the information environment. This leads
to the emergence of new objects of regulation
and changes the methods of their influence on
social relations.
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The Law of Ukraine “On the Basic Prin-
ciples of Ensuring Cybersecurity in Ukraine”
provides the legal definition of the term cyber-
security. In this law, it is defined as “the protec-
tion of human and civil vital interests, society,
and the state during the use of cyberspace,
which ensures the sustainable development
of the information society and digital commu-
nication environment and the timely detection,
prevention, and counteraction of real and poten-
tial threats to the national security of Ukraine
in cyberspace” (Law of Ukraine On the Basic
Principles of Cybersecurity, 2017).

In the judicial system, information security
should be considered as an object of administra-
tive and legal protection, taking into account
the fact that it is not only a state of security, but
also a system of social relations that contribute
to the emergence of a state of security.

From a legal point of view, information is
data that is the object of communication. The
encroachment on information should be consid-
ered on two levels: as an encroachment directly
on information and as an encroachment on
the possibility of its unimpeded transmission
(communication) (Perun, 2019, p. 31). Taking
that into account, information in the justice
system is a substance that determines the imple-
mentation of legal relations in the context
of obtaining, possessing, protecting, using,
and transferring information to protect human
and civil rights and freedoms.

The author agrees with the approach of sci-
entists regarding the definition of the legal con-
tent of ensuring information security in relation
to its components: administratively sanctioned
provision of information security; administra-
tive and jurisdictional provision of informa-
tion security; administrative casual provision
of information security (Ostapenko, Baik,
2021, p. 174).

Taking this into account, the author defines
following components of the administrative
and legal support of cybersecurity:

— conditions for the emergence and devel-
opment of information security threats (social,
economic, natural, political, technogenic);

— factors affecting the occurrence of threats
(natural, technogenic, biological);

— sources of security threats (man-made,
natural, biological);

— objects of security infringement (consti-
tutional rights, freedoms and legitimate inter-
ests of a person, society, state);

— subjects of information protection (indi-
viduals, entities);

— the sphere of administrative and legal
regulation of ensuring public safety (objective,
subjective, functional, situational) (Ostapenko,
Baik, 2021, p. 170).
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Today information security has gone beyond
the national framework and has become one
of the key aspects of the international secu-
rity system. This system provides the principle
of indivisibility of security and state respon-
sibility for their information space (Hetman,
Politanskyi, Hetman, 2023, p. 97). This deter-
mines the need for a systematic and contin-
uous approach to countering cyber threats
at the international level.

3. Legal basis for ensuring

The normative and legal regulation of infor-
mation security is a form of powerful legal influ-
ence of the state on social information relations
with the aim of organizing them, consolidating
them, and ensuring order.

In the global dimension, cybersecurity is
a component of the state’s national security.
Ensuring information security is defined as
one of the important functions of the state in
Article 17 of the Constitution of Ukraine (Con-
stitution of Ukraine, 1996).

On May 15, 2013, the Cabinet of Minis-
ters of Ukraine approved the National Strat-
egy of the Information Society in Ukraine. The
strategy defines the need for information society
development focused on people’s interests, open
to everyone, in which every person can create
and accumulate information and knowledge,
have free access to knowledge, use and exchange
the knowledge, have the opportunity to fully
realize their potential, contribute to social
and personal development, and improve
the quality of life (Order of the Cabinet of Min-
isters of Ukraine, 2013) In fact, access to infor-
mation in order to satisfy people's needs, includ-
ing the protection of rights and freedoms, is
the fundamental basis of information support
for the justice administration.

Information security is defined in the Law
“On the Basic Principles for the Develop-
ment of an Information-Oriented Society in
Ukraine for 2007-2015" as “a state of protec-
tion of the vital interests of a person, society
and the state, in which harm is prevented due
to: incompleteness, untimeliness and implausi-
bility of the information used; negative informa-
tion impact; negative consequences of the use
of information technologies; unauthorized dis-
tribution, use and violation of integrity, con-
fidentiality and availability of information”
(Law of Ukraine On the Basic Principles for
the Development of an Information-Oriented
Society, 2007).

The Information  Security  Doctrine
of Ukraine, approved by the President
of Ukraine in 2017, defines the priority direc-
tions of state policy in the following areas: ensur-
ing information security; ensuring the protec-
tion and development of the information space

of Ukraine, as well as the citizens’ constitutional
right to information; openness and transpar-
ency of the state to citizens; formation of a pos-
itive international image of Ukraine (Decree
of the President of Ukraine On the Information
Security Doctrine, 2017).

In 2020, the Decree of the President
of Ukraine put into effect the updated National
Security Strategy of Ukraine, “Human secu-
rity — the security of the country”. This legal
act pays considerable attention to various
aspects of countering cyber threats, primar-
ily from the Russian Federation. Paragraph
52 of the Strategy states that the main task
of the development of the cybersecurity system
is to guarantee the cyber resilience and cyber-
security of the national information infrastruc-
ture (Decree of the President of Ukraine On
the National Security Strategy, 2020). One
of the elements of such an infrastructure is
the functioning of the Unified Judicial Infor-
mation Telecommunication System, the pur-
pose of which is the formation and develop-
ment of new forms of communication between
judicial authorities and other participants in
the judicial process.

In 2021, predicting a growing threat from
the Russian Federation, a decree of the Presi-
dent of Ukraine put into effect the Decision
of the National Security and Defense Council
of Ukraine on the Military Security Strategy
of Ukraine (Decree of the President of Ukraine
On Strategy of Military Security, 2021). In
the act, among the tasks, there were defined
the countermeasures to the threads to Ukraine
in cyberspace. At the same time, the National
Security and Defense Council, by Decision
106/2021 as of March 11, 2021, established
the Center for Countering Disinformation. The
main purpose of the Center is to counter threats
to the national security and national interests
of Ukraine in the information sphere, fight
against propaganda, destructive informational
influences, and companies, and prevent manip-
ulation of public opinion (Decree of the Pres-
ident of Ukraine On establishment Center for
Countering Disinformation, 2021).

One of the important legal documents in
the field of ensuring information space secu-
rity is the Decree of the President of Ukraine,
“Cybersecurity Strategy of Ukraine. Safe
cyberspace is the key to the successful devel-
opment of the country” (Decree of the Presi-
dent of Ukraine On Cybersecurity strategies
of Ukraine, 2021). The strategy states that
cyberspace is considered to be one of the pos-
sible places for conducting military opera-
tions, along with other physical spaces. The
concept of cyber warfare is growing in popu-
larity, which includes not only the protection
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of critical information systems from cyber-at-
tacks but also active actions in cyberspace,
such as attacks aimed at paralyzing enemy
facilities by destroying their information sys-
tems. At the same time, the adoption of these
and other doctrinal, regulatory and strategic
documents defines only the general principles
of ensuring information and cybersecurity.
The peculiarities of their implementation in
different spheres determine the need to adopt
more specialized documents or make appro-
priate amendments to the existing ones. For
example, in Regulation on the Procedure
of Functioning the Separate Subsystems
of the Unified Judicial Information Tele-
communication System (UJITS), approved
by the Decision of the Supreme Council
of Justice in 2021, it is stated that organiza-
tional and financial support for the creation
and functioning of individual subsystems
(modules) of the Unified Judicial Information
Telecommunication System is carried out by
the State Judicial Administration of Ukraine,
which carries responsibility for their proper
functioning and ensuring information pro-
tection (Decision of the Supreme Council
of Justice on the approval of the Regulation,
2021). However, its functions, tasks, powers
of the responsible unit or person, and features
of responsibility are not defined.

Another condition for the effectiveness
of regulatory and legal protection for cybersecu-
rity is its compliance with international norms.
Thus, the Law of Ukraine “On the Basic Prin-
ciples of Ensuring Cybersecurity of Ukraine”
defines the need to achieve compatibility with
the relevant standards of the European Union
and NATO, taking into account the best global
practices and international standards on cyber-
security and cyber protection (Perun, 2019).
Scientists of the National Institute of Strategic
Studies in the analytical note Problems of imple-
menting modern information security standards
in the conditions of the national cybersecu-
rity system formation in Ukraine notice that
the national information protection standard
ND TZI (Regulatory Document of the Techni-
cal Information Protection System) 2.5-004-99,
oriented on the compliance of the architecture
and parameters of the software and hardware
of the object, comply with the norms of the ISO/
IEC 27000 series of standards, which is focused
on information security management (Analyt-
ical note, 2018, p. 5). Implementation of ISO/
TEC 27000 allows for optimization of the pro-
cess of information resource protection and risk
management for these resources.

Today, in this area, there are the NSTU
standards (National Standards of Ukraine)
ISO/IEC 27005:2023 for information secu-

104

rity, cybersecurity, and privacy protection
and the information security risk management
guideline (ISO/IEC 27005:2022, IDT).

4. Problems under martial law

In the context of the Russian-Ukrainian war,
information products distributed by mass media
become a means of psychological and techno-
logical influence on the consciousness of society
and certain groups of people. Mass media can
make wrong conclusions that affect the deci-
sion-making process, offering them with certain
goals, sometimes even inciting illegal actions
(Vyzdryk, Melnyk, 2023, p. 198).

Today, we note that during the military
invasion of the Russian Federation, this threat
materializes in the form of numerous attacks on
the information infrastructure of state bodies.

The factors which made such attacks suc-
cessful include:

—inconsistency of the state's electronic com-
munications infrastructure, its level of develop-
ment, and security with modern requirements;

— insufficient level of coordination, interac-
tion, and information exchange between cyber-
security entities;

— unsystematic cyber protection measures
for critical information infrastructure;

— poor level of protection of critical informa-
tion infrastructure, state electronic information
resources, and information; protection against
cyber threats is required and established by law;

— insufficient development of the organiza-
tional and technical infrastructure for ensuring
cybersecurity and cyber protection of critical
information infrastructure and state electronic
information resources;

— deficient effectiveness of the security
and defense entities of Ukraine in countering
cyber threats of a military, criminal, terrorist,
and other nature.

Understanding the influence of the factors
above led to the closure of the vast major-
ity of state law registries in the first days
of the military invasion of the Russian Feder-
ation. This issue, for some time, actually lim-
ited the public’s access to information about
the administration of justice. On February 24,
2022, the State Enterprise “National Informa-
tion Systems” temporarily suspended the work
of the Unified and State Registers. The Reg-
isters worked under the authority of the Min-
istry of Justice of Ukraine. Also, until August
1, 2022, the Open Data Portal was termi-
nated. In this way, state bodies tried to find
a balance between ensuring human and civil
rights and freedoms and providing tools for
countering threats in the field of information
security. In fact, this became a manifestation
of the application of Article 376-1 of the Crim-
inal Code of Ukraine. The norm of law pro-
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hibits and establishes responsibility for illegal
interference in the work of automated systems
in bodies and institutions of the justice sys-
tem. An additional threat to cybersecurity is
the intensive spread of artificial intelligence,
which can potentially become a new tool
of cybercrimes.

5. Ways to strengthen

Researcher defines operational and admin-
istrative-legal approaches to ensuring infor-
mation security (Shopina, 2023, p. 30). Actu-
ally, the second one considers the creation
of a protection mechanism for information in
the justice administration system. Scientists
have discussed these aspects in recent research
(Teremetskyi, Duliba, 2023). The administra-
tive-legal mechanism development for the com-
prehensive provision of information security
and the systemic interaction of its various
subjects will fully reveal problematic aspects
of information security in the system of justice
and outline the vectors of their solution. This
would be possible with the adoption of a sin-
gle system document that would regulate all
aspects of ensuring information security in
the judicial system.

The threats in cyberspace mentioned above
are caused by the spread of artificial intelli-
gence, which, on the other hand, can be consid-
ered a new tool for state control and ensuring
cybersecurity.

6. Conclusions

Cybersecurity is an essential tool for
the effective functioning of all state institu-
tions, including the justice system. It ensures
the protection of information systems, registers,
and databases containing confidential informa-
tion about participants in the legal process.

Ukraine has formed a sufficient regulatory
and legal framework to ensure cybersecurity.
However, the war with Russia revealed a num-
ber of problems and threats that require urgent
solutions, including in the justice system, in par-
ticular, the insufficient level of critical informa-
tion infrastructure protection, the imperfection
of coordination and interaction mechanisms
between sub-objects to ensure cybersecurity,
etc.

To increase the level of cybersecurity in
the justice system, it is necessary to improve
the administrative and legal mechanisms for its
support and to adopt a single system document
that will regulate all aspects of information
security in the judicial system.

The implementation of the latest tech-
nologies based on artificial intelligence can be
a promising direction for strengthening cyber-
security, but this also requires strengthening
protection against potential cyber threats asso-
ciated with the use of these innovations.
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KIBEPBESIIEKA K HEOBXI/THA YMOBA ®YHKIIIOHYBAHHA
CUCTEMMU 3AIMCHEHHA ITIPABOCY 111

Anoraiis. Mema. MeToio cratti € cucTeMHuiT aHasii3 cramy KibepOesnexu YKpainu, 10/ sKeH s ii
BIUIUBY Ha (DYHKIIOHYBAHHS CUCTEMU 3/[IHICHEHS TPABOCY/IS, @ TAKOXK OKPECJCHHS IUISXIB YCYHEHHS
BUSIBJIEHUX 3arpo3. Memoou docaidncenns. CTpykrypa cTaTTi Mo0yI0BaHa BiAMOBIIHO 10 TEOPETUUHIX,
AHAITUYHIX Ta TPOrHOCTUYHUX 3aBIaHb 1 Bi0OpaKkac BUKOPUCTAHHA OKPEMUX METO/IIB HAyKOBOT'O I0CJTi-
JUKEHHST Ta HAyKOBUX MaTepiamiB. [[Jist 0CTipKeH ST KaTeTopiiiHOTOo armapaTy BUKOPUCTAHO TEOPETHIHIH
METO/I, HOPMATHBHO-IPaBOBOI 6a3u 3abe3ieueHHs KiGepOesneku — CTPYKTYPHO-(QYHKIIOHAIBHUIA Ta CHC-
temuuit MeTozu. I1ix yac gocikents mpobaeM Ta 3arpo3 HopylieHHs KibepOesieku B yMOBax BilichKo-
Boro Bropruents Pocificbroi Dezepaliii BUKOPHCTAHO METO aGCTparyBaHHs, MO J03BOJUB BUOKPEMHUTH
cepeJl 3HAYHOI KiJbKOCTI KPUTEPIiB HANGLIbIN 3HAYYIN, HA IYMKY aBTopa. B oOrpyHTYBaHHI BUCHOBKIB
BHKOPUCTAHO METOJI HAYKOBOTO y3araibHenHst. Pesyavmamu. KiGepOesiieka Bi3HAaUeHA SIK 3aXUCT iHTEP-
€CiB JIIOJIMHM, CYCIILIbCTBA | IepKaBy B KIOEPIIPOCTOPI IS CTJIOr0 PO3BUTKY. Y cucTeMi 3iliCHEHH S Ipa-
BocyIs iH(bopMalliiiHa Oesleka PO3IJISAAAETbC K 00'€KT MPABOBOI OXOPOHHU JJIsI 3aXUCTY JAHUX YCiX
YYACHUKIB CHCTEMU CyAOYMHCTBA. BU3HAYEHO CKJIAJHUKM aJMiHiCTPaTUBHO-TIPABOBOTO 3abe3nedeHHst
Kibep6esnexu. OOrpyHTOBaHO HEOOXIZAHICTH CUCTEMHOTO MiAXOAY 10 IPOTUIil Kibep3arposaM Ha MikHa-
pozHoMy piBHi. ITi1 HOPMATHBHO-TIPABOBUM PErYJIIOBAHHAM iH(GOPMAIIiiiHOT Ge3IeKu PO3yMIEMO MPABO-
BUIi BILUIMB JiepsKaBy Ha BiAmoBiaHi cycriabhi BigHocunu. KiGepbesieka € cK/IagoBoio YaCcTHHOIO Hallio-
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HaJbHOI Gesnexu. B Ykpaini mpuitHATO HU3KY JOKYMEHTIB 1010 PO3BUTKY iH(MOPMAI[IHOTO CYCITIbCTBA
Ta 3abe3nedenns KibepOesIexy, oHaK MOTPiGHO BIOCKOHAMIOBATH CIIEI[iali30BaHi HOPMATUBHI aKTH, rap-
MOHI3yBaTH iX 3 MibKHapojHUMH cratHaapram, 3okpema ISO/IEC 27000. O6rpyHTOBaHO, 110 KOMILIEK-
CHUIi aJMiHICTPATHBHO-IIPABOBKI MeXaHi3M 3abe3rnedentst iHhopMaltiiinol Ge3nekn Ta B3aeMOJist Horo
cyG’eKTiB 103BOJMTH BUSBUTH IPOOJIEMH Ta ILJISIXH iX BUPiteHHs. [l 1100 MoTpiOeH eAnHMI JOKYyMEeHT
o0 indopmaiiinoi Gesnekn B cyaounncTsi. Buctnosku. Kibepbesneka € BaKIMBOIO 11 e(EeKTUBHO-
ro (hyHKIIOHYBAHHS CHCTEMU TPABOCYIsA, 3a0e3Medyiour 3aXUCT KOH(BIAEHIIHIX TaHNX YYaCHUKIB
mpotiecy. Ykpaina Ma€ HOpPMaTUBHO-TIPAaBOBY 6a3y B miit cdepi, mpote Bifina 3 P BusBmIa HU3KY MTPO-
GsieM — HeJoCTaTHiil 3aXKCT iHPPacTPyKTYpH, c1abKy KoopiauHailio cy6’exris Kibepbesiexu Touo. s
IIBUIIEHHS PIBHS 3aXKMCTY MOTPIOHO BIOCKOHAIMTH MPABOBKMH MeXaHi3M 3abeareuerts KibepOesmex,
HPUITHATH €AUHUI JOKYMEHT 3 perJiaMeHTallil BCix aciekTiB iHpopMalliiiHoi 6esriekn B CyI0Biii cucTemi.
ITepcrekTHBHIM TaKOK € 3aCTOCYBAHHSI TITYYHOTO IHTEJEKTY 32 YMOBU HAJEKHOTO 3aXUCTY Bifl 3arpo3.

KmouoBi cioBa: mpasocyiuis, cyj, indopwmartiiina 6esreka, kibepbesneka, HOPMAaTHBHO-TIPABOBE
3abe3nedenns KibepOe3nekn, BOCHHNIT CTaH.
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