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PROBLEMATIC ASPECTS OF THE INITIAL STAGE
OF INVESTIGATION OF CRIMINAL OFFENCES
RELATED TO USING INTERNET BANKING

Abstract. Purpose. The purpose of the article is to study the initial stage of investigation of criminal offences
related to using Internet banking. Results. The article focuses on certain aspects of the investigation of criminal
offences related to using Internet banking. The article examines the initial stage of investigation of a certain
category of unlawful acts. It is noted that at the initial stage of investigation there are numerous investigative
(search) actions, CISA and other procedural actions, as well as search activities that should be carried out in
any case. Of course, they should be correlated with the specific unlawful act committed. In particular, during
a murder investigation, this includes examination of the corpse and its expertise to establish the circumstances
and mechanism of death; theft — examination of the scene to determine the mechanism of the unlawful act
and identify material evidence; fraud — interrogation of the victim to determine the method of its commission,
etc. During the investigation of criminal offences related to using Internet banking, there shall be mandatory
procedural steps to ensure an adequate evidence base. Conclusions. It is established that the initial stage
accumulates the procedural actions necessary for the maximum collection of evidence at the beginning of criminal
proceedings. The article identifies the forensic versions that are put forward at the initial stage of the investigation:
a criminal offence related to using Internet banking for obtaining material gain by a “hacker” or an employee
of a certain institution with skills in working with computer equipment, or for the purpose of obtaining restricted
information by a person who has free access to certain computer equipment. It is established that during
the investigation of the category of unlawful acts under study; it is necessary to ensure the maximum preservation
of information stored on flash drives, hard drives, cache memory of the relevant device, cloud storage, etc.
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1. Introduction

At the initial stage of investigation there are
numerous investigative (search) actions, CISA
and other procedural actions, as well as search
activities that should be carried out in any case.
Without doubt, they should be correlated with
the specific unlawful act committed. In particu-
lar, during a murder investigation, this includes
examination of the corpse and its expertise to
establish the circumstances and mechanism
of death; theft — examination of the scene to
determine the mechanism of the unlawful act
and identify material evidence; fraud — inter-
rogation of the victim to determine the method
of its commission, etc. During the investigation
of criminal offences related to using Internet
banking, In addition, there are also mandatory
procedural steps that shall be taken prior to
entering information into the URPI and immedi-
ately thereafter to ensure a proper evidence base.

108

An important contribution to the develop-
ment of criminal investigation has been made
by scholars such as Yu.P. Alenin, V.P. Bakhin,
A.V.Ishchenko, B.Ye. Lukianchykov, Ye.D. Luki-
anchykov, S. Yu. Petriaiev, V.V. Piaskovskyi,
M.V. Saltevskyi, R.L. Stepaniuk, V.V. Tish-
chenko, K.O. Chaplynskyi, Yu.M. Chornous,
V.Yu. Shepitko, and others. However, our study
specifies certain positions of the initial stage
of investigation in criminal proceedings of this
category, with regard to the current forensic
practice and perspectives of scholars.

The purpose of the article is to study the ini-
tial stage of investigation of criminal offences
related to using Internet banking.

2. Particularities of the initial stage
of investigation of criminal offences

Considering the initial stage of the investi-
gation, we refer to the thesis by S.V. Velikanov,
who states that: “The element of “the investiga-
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tion stage” as a component of spatial and tem-
poral localisation has the following meanings:
“primary”, “subsequent”, “final”; the element
“professional qualities of the person conduct-
ing the investigation” — “highly competent”,
“competent”, “insufficiently competent”,
“incompetent”, etc; the element “consequences
of the crime” is composite, and depending on
the type of crime under investigation, it changes
its structure, including various linguistic varia-
bles, for example, when investigating lucrative
crimes, its part, such as the linguistic variable
“damage caused”, has the following meanings
“significant”, “large”, “especially large”. There-
fore, depending on the situation, linguistic var-
iables take on appropriate meanings. The set
of such meanings is individual in each case”
(Velikanov, 2002). According to O.S. Sainchin,
there are initial, subsequent and final stages
of investigation. In addition, the author indicates
that the initial stage of the investigation begins
from the moment when signs of a criminal offence
are found. The scholar also notes that this stage
lasts until the person suspected of committing
the offence is identified and the degree of his/
her guilt is determined, and the issue of serv-
ing a notice of suspicion is resolved (Sainchyn,
2018). As we can see, different researchers define
the names of the “primary-initial” stages in dif-
ferent ways. But the difference in name does
not change their content. In our work, we have
decided to use the terms “initial” and “following”
stages of the investigation.

With regard to the initial stage of criminal
proceedings, we consider it appropriate to cite
the perspective of V.V. Tishchenko that the fol-
lowing tasks are implemented during it, namely:
“1. Identify and record evidentiary information
regarding the crime being investigated in hot
pursuit. 2. Take measures to prevent the loss
of evidential information contained in traces,
documents, other objects, its timely detection
and recording. 3. Clarify and assess the investi-
gative situation after the initiation of a criminal
case. 4. Identify sources of information about
the crime under investigation. 5. Determine
the direction of the investigation and devel-
opment of an investigation plan. 6. Choose
the form and methods of interaction with
the bodies and services that carry out opera-
tive-search work. 7. Search and obtain infor-
mation about the mechanism and environment
of the crime. 8. Collect and study information
about the victim’s identity. 9. Search for, obtain
and analyse information about the perpetra-
tors of the offence, their search and detention”
(Tishchenko, 2007, p. 137).

According to O.M. Dufeniuk, the initial
stage of the investigation involves “...collecting
and evaluating primary information, establish-

ing the presence or absence of signs of a crimi-
nal offence in the act of a person (persons) or in
an event (fact) that occurred; making a decision
to enter information into the URPI and initi-
ate a pre-trial investigation; conducting urgent
investigative (search) actions; taking measures
to solve a criminal offence in “hot pursuit”; deter-
mining the directions of investigation; formu-
lating initial versions. At the initial stage, we
can state the existence of an investigative situ-
ation, which will determine the sequence of cer-
tain procedural actions, procedural decisions,
and other measures. The forensic situation that
exists before the start of criminal proceedings
usually has a small amount of evidential informa-
tion. Therefore, the main task of the initial stage
of the pre-trial investigation is an intensive pro-
cess of collecting (identifying, recording, seizing,
storing) evidence” (Priakhin, 2016).

Another group of scholars (O.V. Uzunova,
K.V. Kaliuha), based on their own research,
concludes that “...the initial stage of the inves-
tigation is characterised by uncertainty due
to lack of information and its incompleteness,
so the dominant activity of the investigator
at this stage is identification of the necessary
evidentiary and tactical information and its
carriers (sources). This task is solved with due
regard to the current investigative situation by
conducting a set of investigative, other proce-
dural and organisational actions. Frequently,
the ground for conducting investigative actions
is a forensic version. The main task of the initial
stage is usually to identify the person involved in
the commission of the crime. Therefore, the col-
lection of information about the person begins
with a retrospective study of the traces left
atthecrimescene,inthe memory of eyewitnesses,
etc. The information obtained is used to put for-
ward versions of the perpetrator of the crime,
to determine the direction of the search” (Uzu-
nova, Kaliuha, 2018). Relying on the above
statements, we can conclude that the initial
stage accumulates the procedural actions nec-
essary to maximise the collection of evidence
at the beginning of criminal proceedings.

With regard to the initial stage of investiga-
tion of criminal offences related to using Internet
banking, for example, a separate group of schol-
ars (B.Ye. Lukianchykov, S.Yu. Petriaiev) states
that reports of unauthorised intrusion into
a computer system or computer network are
more often received from users who have dis-
covered such a fact. The authors emphasise that
this happens when a computer starts reporting
false data, there are frequent crashes, some or
all useful information is destroyed, and cus-
tomers of the computer network complain. In
addition, scientists emphasise that these may
be signs of illegal actions: unauthorised entry
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or use of malware or violation of operating
rules. Moreover, forensic scientists suggest
the following possibilities for putting forward
and processing the following typical versions
of the initial stage of the investigation: “...1)
a computer crime is committed for the purpose
of obtaining material benefit: a) by an employee
of the institution with skills in working with
computer equipment; b) by a group of persons
by prior conspiracy or an organised group with
the participation of an employee of the institu-
tion; ¢) by a group of persons without the par-
ticipation of employees of the institution, one
of the perpetrators has skills in working with
computer equipment; 2) the crime is committed
for the purpose of obtaining restricted infor-
mation: a) by a person (persons) who has free
access to computer equipment; b) by a person
(persons) who does not have free access to
computer equipment; 3) the crime is commit-
ted with the purpose of preparing for the theft
of material assets: a) by a person (persons) who
has free access to computer equipment; b) by
a person (persons) who does not have free access
to computer equipment; 4) the crime is com-
mitted with the purpose of copyright infringe-
ment: a) by a person(s) having free access to
computer equipment; b) by a person(s) not
having free access to computer equipment;
5) the crime is committed with the purpose
of violating the algorithm of information pro-
cessing, destruction or damage of computer
programmes and databases, as well as their car-
riers: a) by a person who has access to computer
equipment; b) by a person who does not have
access to computer equipment; ¢) destruction
or violation of the algorithm of information
processing occurred as a result of a failure or
malfunction in an automated system and is
not a computer crime” (Lukianchykov, Luki-
anchykov, Petriaiev, 2017, p. 473). In support
of this position, relying on the analysed criminal
proceedings, we will try to determine the foren-
sic versions that are put forward at the initial
stage of the investigation:

— a criminal offence related to using Inter-
net banking for obtaining material gain by
a “hacker”;

—a criminal offence related to using Internet
banking committed for obtaining material gain
by an employee of a certain institution with
skills in working with computer equipment;

—a criminal offence related to using Internet
banking for obtaining restricted information by
a person (persons) who has free access to certain
computer equipment;

— a criminal offence related to using Inter-
net banking for obtaining restricted informa-
tion by a person who does not have free access
to certain computer equipment;
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— a criminal offence related to using Inter-
net banking for violating the data processing
algorithm, destroying or damaging computer
programmes and databases, as well as their car-
riers.

3. Investigation of criminal offences related
to using Internet banking

D.V. Pashniev and M. H. Shcherbakovskyi
describe the following tactical tasks. For exam-
ple, the researchers emphasised the need to
establish the following facts: the place of unlaw-
ful penetration into a computer network (from
within the organisation or from outside);
the method of unlawful access (copying, modifi-
cation, destruction of information, introduction
of malware) and its results; means used to com-
mit the crime (hardware, software, data storage
media); ways to overcome security (selection
of keys and passwords, password theft, disa-
bling security means, etc.); detection of traces
of an unlawful act. In addition, the authors
argue that the following priority investigative
(search) actions should be taken to implement
the above tasks: “...inspection of the scene (if
it was not carried out before the criminal pro-
ceedings were commenced), interrogation
of witnesses (staff of the organisation where
the offence was detected) and the victim,
appointment of a computer-technical exami-
nation. Then, procedural decisions are made on
temporary access to documents and measures to
identify and search for the perpetrator, search
for his workplace from where the computer
(computer system) was intruded. Forensic
records are checked to obtain data that enables
conclusions to be drawn about the involvement
of a particular person in a crime, the commission
of several crimes in one way, etc. On this ground,
CISA may be conducted (audio and video
control of a person — Article 260 of the CPC,
arrest, inspection and seizure of correspond-
ence — Articles 261-262 of the CPC, removal
of information from transport telecommunica-
tion networks and electronic information sys-
tems — Articles 263-264 of the CPC, surveil-
lance of a person, thing or place — Article 269
of the CPC, audio and video control of a place —
Article 270 of the CPC, ete.” (Volobuieyv, Stepa-
niuk, Maliarova, 2018).

For their part, V.V. Kornienko and V.I. Stre-
lianyi argue that the head of the investigative
team shall prepare in advance for the conduct
of investigative (search) actions. According to
scholars, it is worthwhile to carefully exam-
ine, for example, the bank’s geographical loca-
tion, determine whether the bank is located
in a built-in, attached, or detached building,
examine entrances and exits (main and backup),
and the number of locations of currency
exchange offices. In addition, the authors state
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that it is necessary to clearly identify “..the
location of the bank’s internal premises: vault;
special cash desk; recounting cash desk; night
cash desk; operating room; automated infor-
mation processing centre (computer server
centre, archiving, Bank-Client modem); prem-
ises where individual safes for storing valuables
are located; offices of the bank’s management,
chief accountant (to know which offices have
computers that are connected to the network);
utility rooms, especially rooms in front of vaults
(they should be inspected thoroughly); ware-
houses” (Korniienko, Strelianyi, 2015).

According to O.V. Kurman, unlawful
interference with the operation of electronic
computers and computer networks is possible
under the following conditions: “...1) the owner
of the information should determine the con-
ditions and rules for obtaining and processing
information; 2) the owner of computers, auto-
mated systems, computer networks or telecom-
munication network operator should develop
measures to protect information in the system;
3) the owner of computers, systems and network
operators should develop rules for the system;
4) the owner (operator, provider) of the system
and the owner of the information should con-
clude an agreement on the protection of infor-
mation in the system; 5) the offender has per-
formed at least one of the following operations,
in particular: collection, input, recording, read-
ing, storage, destruction, registration, accept-
ance, receipt, transmission of information”
(Kurman, 2017, p. 247).

In the context of our study, we consider
the position of D.V. Pashnev and M.G. Shcher-
bakovsky to be relevant, as they state that “upon
arrival at the scene, the investigator shall take
such preventive measures that ensure the integ-
rity and immutability of information on com-
puter carriers: — protect and secure the premises
where the computer equipment is located; — keep
people away from the equipment and power
sources; — identify the state of the computer
equipment (switched off or on); — make sure that
under no circumstances will the switched-off
computer be switched on. During the inspection
(search), the specialist directly assists the inves-
tigator: — in identifying computer equipment,
its individual components, documentation
and other objects that may contain traces of illegal
actions; — in disconnecting computer equipment
from the power supply correctly (from the point
of view of preserving traces of the crime); — in
describing the computer equipment, its individ-
ual components and documentation to be seized,
in the protocol and annexes thereto; — in deciding
on the composition of the computer equipment or
its individual components to be seized or isolated
from free access; — in preparing the computer

equipment for transportation (packing, seal-
ing)” (Volobuiev, Stepaniuk, Maliarova, 2018).
Indeed, during the investigation of the category
of unlawful acts under study, it is necessary to
ensure the maximum preservation of information
stored on flash drives, hard drives, cache memory
of the relevant device, cloud storage, etc.
Therefore, we support the opinion
of V.V. Korniienko and V.I. Strelianyi, who
determined the following procedure for the work
of the investigative team: “1) thoroughly study
the plan of the bank’s premises with the loca-
tion of all internal offices; 2) if necessary, ensure
the protection of main and emergency entrances
and exits; 3) review the documents defining
the bank's organisational structure, regulations
on management (departments), an order on
the distribution of duties between the manage-
ment, and a licence to conduct operations issued
by the NBU; 4) ensure the presence of bank
officials and, in some cases, representatives
of the NBU. During investigative actions, it is
necessary to: 1) ensure the presence of employ-
ees at their workplaces (no employee should
be allowed to leave the workplace); 2) closely
monitor cashiers (the location of their personal
belongings); 3) control the actions of employees
of the automated information processing centre,
preventing them from conducting transactions
at the time of the investigation, as well as of all
employees working on computers connected to
the network; 4) inspect the bank’s premises to
identify computer equipment that may be “ille-
gally” operating on behalf of a fictitious com-
pany; 5) monitor telephone communications,
as a bank employee can give an order to debit
funds from any account of a banking institution
or enterprise; 6) ensure external surveillance
of the bank and internal security of the main
and backup entrance and exit, ensuring that
only those who wish to enter the bank can do
so; 7) during the inspection of the operating
room, quickly identify fictitious firms using
a printout based on the following signs: firms
with high turnover that have started operating
recently (from 1-3 days to 2—3 months). After
identifying the director and chief account-
ant of these firms, determine whether the data
held by the bank matches the address bureau
(whether the documents presented when open-
ing the account were previously lost or sto-
len). Check whether the company is located
at the legal address according to the bank doc-
uments. 8) in case of suspicion, it is necessary
to immediately stop the movement of non-cash
funds in terms of conducting expenditure trans-
actions on bank accounts (current, settlement,
deposit) simultaneously for all departments”
(Korniienko, Strelianyi, 2015, p. 49).
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4. Conclusions

To sum up, the initial stage accumulates
the procedural actions necessary for the max-
imum collection of evidence at the beginning
of criminal proceedings. The article identi-
fies the forensic versions that are put forward
at the initial stage of the investigation: a crim-
inal offence related to using Internet banking
for obtaining material gain by a “hacker or
an employee of a certain institution with skills
in working with computer equipment, or for
the purpose of obtaining restricted information
by a person who has free access to certain com-
puter equipment or does not have such access;
a criminal offence committed for the purpose
of violating the data processing algorithm,
destroying or damaging computer programmes
and databases, as well as their carriers. It
is established that during the investigation
of the category of unlawful acts under study, it
is necessary to ensure the maximum preserva-
tion of information stored on flash drives, hard
drives, cache memory of the relevant device,
cloud storage, etc.
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INPOBJIEMHI ACIIERTH IIOYATRKOBOTO ETAIIY PO3CJIIAYBAHHA
KPUMIHAJIbHUX ITPABOIIOPYIIEHD, ITIOB’A3AHUX
I3 BUKOPUCTAHHAM IHTEPHET-BAHKIHI'Y

Anoranisa. Mema. MeToio CTaTTi € ZOCJI/PKEHHS OYaTKOBOTO €TAIly Ta OKPEMUX aCIEKTiB PO3CIIiLy-
BAHHS KPUMIHAJIbHIX [IPABOIIOPYLIEHD, OB SI3aHIX 3 BUKOPUCTAHHSIM iHTepHeT-OaHKiHTY. Peynvmamu.
3asHayeHo, 10 Ha TOYaTKOBOMY €Talli PO3CJIiyBaHHs € T0CUuTh GaraTo ciigunx (posiykosux) aiit, HCP/I
Ta IHIIKX TPOIECYATbHUX J1iil, 2 TAKOK PO3IIYKOBUX 3aXO0/IiB, SIKi BAPTO IIPOBECTH B OY/b-sIKOMY BUIIAJIKY,
KOPEJIOI0YH X y BiAMOBIIHOCTI 10 KOHKPETHOTO TIPOTHIIPABHOTO AiAHHS, IKe OYJI0 BANHEHO. 30KpeMa, I
“ac po3CJTilyBaHHs BOMBCTBA — I[e OIJIs TPYIa Ta fIoro eKCrepTH3a 7l BCTAHOBJIEHHsT 00CTaBUH Ta MeXa-
Hi3MY cMePTi 0co0U; KPALisKKU — OIJIsi/L MiCIIst ITOIT /17151 3'ICy BAHHS MeXaHi3My BUMHEHHSI IIPOTUIIPABHOTO
JUSTHHS Ta BUSIBJIEHHS MaTepiaabHOi I0Ka30B0i iHdopMaltii; maxpaiicTBa — OTUT TIOTEPIIJIOrO /JisT BU3HA-
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YeHHS crocoby HOro BUYMHEHHsI TOIIO. Y PO3CiALyBaHHI KPUMIHAIBHIX MTPABOMNOPYIIEHD, TIOB A3aHNX i3
BUKOPUCTaHHSIM iHTepHET-GaHKIHTY, HasiBHI 000B I3KOBI MpoliecyaibHi il /st 3a0e31edeHHsT HaJlesKHOT
JI0Ka30B01 0azu. BucHoexu. BeraHOBIIEHO, 110 OYATKOBUIL €Tall aKyMYJIOE [POLeCyalibHi i, HeoOXij-
Hi JIJTsT MAKCHMAJTBHOTO 300py 0Ka30Boi iHdopMaliii Ha MoYaTKy KpUMIiHaJIbHOTO TPOBajKeHHs. Busma-
YeHO KPUMIHAJICTHYHI Bepcii, SKi BUCYBAIOTHCSA HA TOYATKOBOMY €Talli PO3CTiyBaHHS KPUMIHAJIBHUX
[PABOIOPYIIEHb 3 BUKOPUCTAHHSAM IHTEPHET-OAHKIHTY: KPUMIHAJIbHE [PABOMOPYILIEHHS, OB s13aHe
3 BUKODPHCTAHHSIM IHTEPHET-OAHKIHTY, BUNHEHE 3 METOI0 OTPUMAHHSI MATePiaibHOI BUTOMM «XaKEPOM»
a00 CIiBpOGITHUKOM TIEBHOI YCTAHOBH, SIKA BOJIOJIE HABUYKAME POOOTH 3 KOMITFOTEPHOIO TEXHIKOI, UK
3 METOI0 3aBOJIOIHHS iH(POPMAIIIEIO 3 0OMEKEHUM JOCTYIIOM 0CO00I0, 1[0 MAE BIILHUI JOCTYTI 10 BU3HA-
YeHOi KOMITTOTEPHOI TeXHiKH. 3'sICOBAHO, 1O TIiji Yac PO3CJiyBaHHS JOCHIKYBAHOI KaTeropii mpoTu-
[PaBHUX [IisiHb MOTPIOHO MaKCHMaIbHO 3a0e3neuntn 30epekeHHs indopmailii, ska nepebysae Ha (aer-
HAKOIIMYYBayax, JKOPCTKUX JNCKAX, Kell-TlaM AT BIZAOBIIHOTO MIPUCTPOIO, B XMAPHUX CXOBUIIAX TOLIO.

Kmo4oBi cioBa: KpuMiHaJIbHi TTPABOMOPYIIEHHS, iHTepHET-0aHKIHT, KiOEP3IOUNHHICTD, TOYaTKOBHI
eTan po3cJIilyBaHHs, CTiada (PO3NIYKOBA) Iisl, BepCis.
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