A monthly scientific-practical law
journal has been issued since

January 1, 1996

Chief Editor
Makhinchuk
Vitalii
Mykolaiovych

Editorial Board:

Bakalinska O.0O.
Berestova LE.

Bobryk V.I.

Vavzhenchuk S.Ya.

Vasylieva V.A.
Derevianko B.V.
Kalaur LR.
Kostruba A.V.
Krupchan O.D.
Patsuriia N.B.
Stefanchuk M.O.
Fedorchenko N.V.

Robert Tabashevskyi

(Poland)

HELVETICA
PUELISHING HOUSE

ACADEMICIAN F.H. BURCHAK SCIENTIFIC RESEARCH INSTITUTE OF PRIVATE LAW

AND ENTREPRENEURSHIP OF NALS OF UKRAINE

LOMMEREIAL LAW AND PROGESS -
Serhii Myroslavskyi
Understanding and signs of a standard agreement in the field
0f €CONOMIC ACTIVILY. . ... . iove it 5
Soitlychnyi Oleh
Criteria for classifying activities as licensed.........................ccoooeiii 11
Oleksandr Tuban
Development of relations in the field of cryptocurrency circulation
and the formation of relevant legislation in Ukraine.................................. 18
m _-—
Oleksandr Husarov

Research status of regulatory issues of atypical forms of employment in Ukraine, . . 25

T —

Volodymyr Paliichuk
The practice of the EurO{Jean Court of Human Rights regarding
the criteria for the lawfulness of interference with land ownership................... 30

AOMINISTRATIVE LAW AND PRUGESS

Oleksandr Demenko

Problems of formulating basic concepts in tax administration

by the State Tax Service of Ukraine...................ccccooeiiiiiiiie e 36
Olha Kovalchuk

Digitalization of law enforcement agencies in the digital transformation

of the judiciary........ ... 42
Dmytro Kuzmenko

National legislation and practice of international civil-military

administrations in CrOAtia. ...............oeeuuee et e 53
Oleksii Kucher

The issue of harmonisation and differentiation of labour and administrative law

in the regulatory framework for liability for violation of labour legislation.......... 58

Ruslan Oliinyk
Modern national system of administrative and legal framework
for the detention of prisoners of war in Ukraine............................cool 63

Serhii Petrov
Principles of administrative legal personality of the Main Service Centre
of the Ministry of Internal Affairs......................... 71



Monument to Iryna Skakun

the Magdeburg Rights Particularities of forming principles of combating domestic violence
in Kyiv is on the cover

in National Police activities..................oooiiieiiiiiee e 78
Vladyslav Teremetskyi, Olha Kovalchuk
Smart technologies in justice: perspectives for Ukraine........................ 86
Oleksandr Shaparenko
Type of and grounds for legal liability of a judicial assistant.................... 96
m -
Andprii Kolesnikov
Cybersecurity as a necessary condition for the functioning
of the justice administration SyStem..................cccoooiiiiiiieeeeeeeeiiii 101
m -
Valerii Sysoliatin
Problematic aspects of the initial stage of investiiation
of criminal offences related to using Internet banking......................... 108
Yaroslav Fedorchuk
All-social measures to prevent criminal offences committed
in the defence industry of Ukraine.......................ccoonn, 114

Co-founders:
Academician EH. Burchak Scientific Research Institute of Private Law and Entrepreneurship
of the National Academy of Legal Sciences of Ukraine
Garantia Ltd., Gestors Attorneys’ Association

ISSN 2663-5313 (print)
ISSN 2663-5321 (online)
Based on the Order of the Ministry of Science and Education of Ukraine Ne 409 (annex 1) dated 17.03.2020,
the journal is included in the list of grofessional publications of the “B” category
(081 “Law”, 293 “International Law”)
The journal is indexed in the international scientometric databases Index Copernicus International
(the Republic of Poland)

The articles are checked for plagiarism using the software StrikePlagiarism.com developed
y the Polish company Plagiat.pl.

Certificate of the state registration of the print media: KV 15779-4251 IIP dated 02.11.2009
The journal is recommended for rintin§ and distributing over the Internet by the Academic Council
of Academician FEH. Burchak Scientific Research Institute of Private Law and Entrepreneurship

of the National Academy of Legal Sciences of Ukraine
(Minutes No. 15 dated 29.11.2023)

Official web-site: pgp-journal kiev.ua

Passed for printing 30.11.2023. Format 70x108 1,16, Offset paper. © Garantia Ltd, 2023.

Offset printing. Conventional printcsl sheet 9,75. Published sheets 14,16. Certificate of the state registration of the print media

brint run - 200.copics, Order No, 1024/693 Series KB No. 15779-4251 TIP dated 02.11.2009

6/1 Iligleii St Odesé, 65101 ) Postal address of the editorial office: 7-B Nazarivska St., office 4, Kyiv, 01032

Certificate of publishing business entity JIK Ne 7623 dated 22.06.2022 Tel. /fax (044) 513-33-16.



LLioMicAYHMIT HayKOBO-NPaKTU4HUI
I0PUAVYHWIA XyPHAN BUAAETLCS 3

1 ciyHs 1996 p.
HAYKOBO-AOCHIAHUIA IHCTUTYT MPVYIBATHOMO MPABA | MIAMNPUEMHMLITBA
IM. AKABEMIKA &. T, BYPYAKA HAMpH YKPATHU
Maxinuyk —
Biraziit Cepeiii Mupocaascokuii
Mukonaiiosuu PosymiHHs Ta 03HAKH CTAHAAPTHOTO I0TOBOPY Y cdepi TOCTIOAAPIOBAHHSL ... ... 5
Oanee Ceimnuunuii

Kputepii BijiHeceHHS BULIB MiS/IBHOCTI 10 JITIEH30BAHUX. .. ... ..euernernnnnnn... 11

Pexaruiiin
CARTIITA Oxnexcanop Ty6ans

KoJierid:

Baxanincska O.0.
Bepecrosa LE.
Bo6pux B.I.
Basxenuyx C.S1.
Bacunbesa B.A.
[lepessanko B.B.
Kanayp L.P.
Kocrpy6a A.B.
Kpymuan O./1.
IMamypia H.B.
Credanuyk M.O.
Denopuenko H.B.
Pobepr Tabaurescbkuii

(ITosbimna)

FEABEBETHUKA
EUAARHUNUA alM

Possurok BigHocut y cdepi 06iry KpunroBamor ta GopMyBaHHs

Bi/INIOBI/THOTO 3aKOHOAABCTBA B YKPATHL. .....vvivieiseiiiieeeiee e 18
|
Oxnexcanop Tycapos
Crai 1oCIiKeH s TPOOJIeMH PABOBOTO PETYJTIIOBAHHS HETHITOBIX
(OPM 3aIHATOCT] HACETEHHS B YKPATHI. ...\ vvveiieieeiieiieeie e 25

*SEMEMGHENPABO

Bonooumup Ianitinyx
[TpakTrka €BpOTIEIICHKOTO CYy 3 IPaB JIOUHT MO0 KPUTEPiiB
IIPAaBOMIPHOCTI BTPYYaHHS B IIPABO BIACHOCTI HA 3EMJIIO. .....vvueereieneenaennaen. 30

AAMIRIGTPATABRE HIPABU 1 HPULES

Oanexcanop Jemenxo
[Ipobaemit HopMyJTIOBAHHS OCHOBHUX MOHATD Y cdepi afMiHiCTpyBaHHA
noAaTKiB J[epKaBHOIO TTOAATKOBOIO CIYKOO0I0 YKPATHIL ... ..veeeeee e 36

Onvea Koganvuyx
JijpxnTanisartis mpaBoOXOPOHHNX OPTaHiB y QOB
TPAHCHOPMAITIT CYOUMHCTBA ... eveeeese e eeeteeaeee et e e e e e e e ee e eaeeae el 42

JImumpo Ky3vmenxo
HarmionasbHe 3aKOHOABCTBO Ta MPAKTUKA BUKOPUCTAHHS MisKHAPOTHIX
BilICbKOBO-IIUBLIBHUX a/IMIHICTPAITiil HA TEPUTOPIi XOPBATIL.............ceeeveveen.. 53
Oanexcii Kyuep
[IpoGJiema y3rouKeHHs Ta PO3MEKYBaHHs HOPM TPYIOBOTO
IT aMiHICTPATHBHOTO IPaBa B PABOBOMY PETyJTIOBAHHI TIPUTATHEHHS

Pycaan Onitinux
CyuacHa HalliOHATbHA CICTEMA a/IMiHICTPATHBHO-TIPABOBOTO 3a0€3MeUeHHsT
TPUMAHHSI BIHCBKOBOMOMOHEHUX B YKPATHL ...\vuiviiseiiieiiieieieieieieaensl 63



Ha nepuiii cmopinyi Cepeiﬁ Ilempos

ﬁg’:{”ﬁfﬁf{” - 3acaju afMiHiCTPaTUBHOI MPaBOCYH €KTHOCTI
MarsteGypabkomy TososrorO cepBicHoro ieHTpY MBC ... 71
npasy B M. Kuesi Ipuna Crxaxyn
OcobsmBocTi GopMyBaHHS IPUHIUIIB TPOTUIIT IOMAITHBOMY
HACWJIBCTBY B AlisIbHOCTI HattioHambHOT oML . ... 78
Baaoucnae Tepemeuvruii, Onvea Kosanvuyx
CMapT-TexXHOJIOTIT B CYI0UMHCTBI: TIEPCIIEKTUBU IS YKPATHU ................. 86
Oanexcanop llanapenixo
Buy ta mizictaBu 10puIMYHOL BiIOBIATTBHOCTI TOMIYHUKA CY/IIL ... ........ 9%
m -
Anopiii Konecnixoe
Kibepbesmeka sik HeoOXiTHa yMOBa (DYHKI[IOHYBAHHSI
CUCTEMU 3MIHCHEHHS TIPABOCYIISL .. evveveeeeeeeeeeeeeeeeaeeeaeeeaeeaeaneanns 101

* KPHMIHANGHE MPRBO

Bauanepiii Cuconsmin
[IpoGieMHi acTIeKTH TOYATKOBOTO ETAITY PO3CIIITyBaHHS
KPUMIHATBHUX IPABONOPYIIEHb, OB I3aHUX 13 BUKOPUCTAHHAM
THTEPHET-GAHKIHTY. .. ...\t 108

Apocaas Dedopuyx
3arajIbHOCOLIA/IbHI 3aX0/11 3a1100IraHHs KPUMIHATbHIM
IPaBOMOPYIIEHHSIM, 1[0 BYNHSIOTHCS B 000POHHO-IIPOMICIOBOMY
KOMIITIEKCT YKPATHI ..o\ttt et e e e e e e e ee e e eaeeana 114

CriB3aCHOBHUKH: .

HaykoBo-zi0c1iiHNiT iHCTUTYT IPUBATHOTO IPaBa i mignpueMunirraa im. akazemika @. I. Bypuaxa
Hamuiolaisiol akaaemii mpaBoBux Hayk Ykpainu, TOB «[apanTis», Axsokarcoke 00’eananns «Gestors»
ISSN 2663-5313 (print)

ISSN 2663-5321 (online)

Ha nixcrasi Hakasy MinicrepcTsa ocBitu Ta Haykn Ykpainn Ne 409 in 17.03.2020 p. (Jonartox 1)
sKypHaJl BHECEHHUIi 10 ne enmﬁq)axmmx BH/IaHb KaTeropii "B" y raiysi lopuM4HuX HAyK

81 "IIpaBo”, 293 "MixkHapo/He npaBo ")

JKypnan exnioneno 0o mixcnapoonoi nayxomemp i 6asu Index Copernicus International (Pecny6nixa I[lonvwa)

CratTi y Buianni nepesipeni Ha HaABHICTD TITariaty .
3a JI0IIOMOT0I0 IIporpamMHoro 3abesnedenns StrikePlagiarism.com Bix nosbCbkoi kommanii Plagiat.pl

CBiZoNTBO 1IPO ZIepKaBHy PEECTPAILIO APYKOBAHOTO 3ac00Yy MacoBoi iHpopMaIii
cepist K% Ne 15%79»42§)¥HP Bizt 02.11.2089 i)
KypHnan pexoMeH0BaHO 10 IPYKY Ta NONIMPEHHS Yepe3 Mepe:Kky Internet Buenolo pazxoio R
HayxoBo-moc1iiHOTo iHCTHTY TY IPHBATHOTO TIpaBa i mimpuemunnTBa iM. akaziemika @. I. Bypuyaka HAIIpH Ykpainu
(ITporokon Ne 15 Bin 29.11.2023 poky)

Odiuiitauii caiit: pgp-journal.kiev.ua

igrmcano o apyky 30.11.2023. Dopmar 70x108 1/16. [arip odeermumii. © 3 i inanbnictio «Tapantis>, 2023.

Jlpyx opcernuii. Yu. apyk. apk. 9,75. O6r.-u. apk. 14,16, CBiIONTBO PO ICPHKABHY PEECTPAILIIO APYKOBAHOTO 3ac00y MacoBoi indopmartii
Tupax — 255. 3amosnenns Ne 1024/693 cepist KB Ne 15779-4251 TIP i 02.11.2009 p.

Buasens: Bugasuuunii gim «lesbserikas, Ilowmosa adpeca pedaxuii: 01032, m. Kuis, sys1. Hazapiscebka, 7-B, od. 4.
65101, m. Onteca, By.1. Tnriiesi, 6,/1 Ten./paxc (044) 513-33-16.

Csinonrso cy6’exra Buasunyoi cipasu JIK Ne 7623 Bix 22.06.2022 p.



5/2023
COMMERCIAL LAW AND PROCESS

UDC 346.3
DOI https://doi.org/10.32849,/2663-5313,/2023.5.01

Serhii Myroslavskyi,

PhD in Law, Associate Professor, Associate Professor at the Department of Law and Public
Administration, Sumy Makarenko State Pedagogical University, 87, Romenska street, Sumy, Ukraine,
postal code 40002, advocate.sumy@gmail.com

ORCID: orcid.org/0009-0009-0855-8504

Myroslavskyi, Serhii (2023). Understanding and
in the field of economic activity. Entrepreneurship,
doi https://doi.org/10.32849,/2663-5313,/2023.5.01

UNDERSTANDING AND SIGNS
OF A STANDARD AGREEMENT IN THE FIELD
OF ECONOMIC ACTIVITY

Abstract. Purpose. The purpose of the article is to analyze the concept and components of a standard
agreement in the field of economic activity with a proposal to clarify the understanding of a standard agreement,
to determine the directions of development of the theoretical provisions of a standard agreement and their
practical application. Research methods. The purpose of the article can be achieved through the use of methods
that are usually applied when conducting scientific research in legal sciences. In particular, the following methods
and their groups were applied: general scientific dialectical method, comparative-legal, systemic-structural,
analytical-synthetic, epistemological, formal-legal method, and others. Results. The article compares the standard
agreement in the field of economic activity with the agreement following the criteria for determining their
content, named in the fourth part of Article 179 of the Economic Code of Ukraine — agreements based on the free
will of the parties, exemplary agreements, typical agreements, accession agreements. The concept of “standard” in
the sense of the Law of Ukraine “On Standardization” made it possible to identify and characterize certain features
of the standard agreement, and the analysis of the standard agreement provisions on opening and maintaining
a bitcoin wallet and the currently defunct Standard Agreement for the insurance of areas of winter cereals with
state support against agricultural risks for the overwintering period (insurance product 2) made it possible to
justify the conclusions and proposals. Conclusions. 1t is proposed to develop standard agreement for most cases
of the beginning of economic relations between two or more participants with the definition of all possible essential
conditions. It is recognized that standard agreements, according to the criterion for determining the content
of the agreement, can most often be standard and accession agreements, and can be symbiotic derivatives
of the named agreement. The proposed theoretical provisions of the standard agreement will have a doctrinal
status for a certain time, and after approval of some of them by acts of the CM U or other central executive bodies,
they will receive a legitimate status. The form of a standard agreement based on the criterion of performance
periods can be applied to general (framework) and, less often, current agreement. It is proposed to spread standard
agreement by industries and spheres of the economy with the predominant conclusion of such agreements using
the Internet and other digital technologies.

Key words: agreement, standard agreement, typical agreement, accession agreement, standardization,
Cabinet of Ministers of Ukraine, general (framework) agreement, essential terms of the agreement,
branches of economy, central body of executive power, legislation, legitimation.

signs of a standard agreement
Economy and Law, 5, 5-10,

1. Introduction

The rights and obligations of participants
in economic relations arise from the law, an act
of the economic management body, and an eco-
nomic agreement. The content of the agreement
(its essential conditions) can be determined
based on: — the free will of the parties; — an exem-
plary agreement; — a typical agreement; — an
accession agreement, as indicated in the fourth
part of Article 179 of the Economic Code
of Ukraine (Economic code of Ukraine, 2003).
In other words, in most cases, agreement rela-

© S. Myroslavskyi, 2023

tions in the field of economic activity are estab-
lished between counterparties on the basis
of an agreement concluded as a result of face-to-
face or absentee negotiations, classic exchange
of draft agreements and their coordination, etc.
In certain cases, the state, represented by cer-
tain bodies, determines mandatory or recom-
mended essential conditions for certain types
of economic agreements. This can be done with
a recommendation to simplify and unify agree-
ment relations between the participants, or
with the purpose of promoting the conditions
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needed by the state through economic agree-
ments. Amidst the development of the economy
digitalization, a significant number of economic
and other agreements, in particular agree-
ments in the field of economic and commer-
cial activity, are concluded via the Internet or
through the mediation of vending machines.
More complex agreements still require a cer-
tain attention of the parties’ representatives
and the agreement of at least some conditions
by the participants’ representatives. Despite
all the possibilities of choosing the method
of agreement conclusion, judicial and extraju-
dicial disputes between counterparties in eco-
nomic agreements in Ukraine, just like in most
other countries of the world, do not decrease. It
is obvious that there is a need to develop cer-
tain standard conditions for certain agreements
with normative or simply bilateral confirmation
of them in order to simplify the procedure for
concluding them, save time for this and, most
importantly, prevent non-fulfillment, improper
fulfillment of agreement obligations by the par-
ties, and in the event of this is saving time in
settling the dispute between them.

It cannot be said that the problems
of concluding, changing, terminating economic,
administrative, civil law agreements, settling
disputes between their participants, as well as
the typology of economic agreements are poorly
researched. Many Ukrainian scientists and prac-
titioners conducted the relevant research. We
can name such scientists as: Belianevych (Beli-
anevych, 2004), Cherkashyn and Milash (Cher-
kashyn and Milash, 2016), Derevianko (Dere-
vianko, 2010), Kossak (Kossak, 2002), Kytsyk
(Kytsyk, 2014), Lekhkar (Lekhkar, 2007),
Milash (Milash, 2011), Rieznikova (Rieznikova,
2013), Yavorska (Yavorska, 2009), Zavalna
(Zavalna, 2009), and others. However, not all
types of agreements in terms of the conclusion
method, the method of reaching an agreement
between the counterparties, and the agree-
ment of essential conditions are widely repre-
sented in the scientific and informational space
of Ukraine. To a large extent, what has been said
is typical of standard agreements in the field
of economic activity. And therefore, the above
points to the relevance of the study of the prob-
lems outlined in the article title.

Purpose. The above allows us to determine
the article purpose as an analysis of the con-
cept and components of a standard agreement
in the field of economic activity with a proposal
to clarify the understanding of a standard agree-
ment, to determine the directions of develop-
ment of the theoretical provisions of a standard
agreement and their practical application.

Research methods. The purpose of the arti-
cle can be achieved through the use of methods

6

that are usually used when conducting scientific
research in legal sciences. In particular, the fol-
lowing methods and their groups were applied:
general scientific dialectical method, compara-
tive-legal, systemic-structural, analytical-syn-
thetic, epistemological, formal-legal method
and others.

2. Theoretical aspects of standard agree-
ments

As it is shown in the article’s introduction,
there is no reference to a standard agreement in
the fourth part of Article 179 of the Civil Code
of Ukraine. Obviously, its definition, purpose
and features can be deduced through compari-
son with other types of agreements, systematized
according to various criteria, as well as from one’s
own concept of a standard, from the functional
application of such an agreement, etc.

The peculiarity of the present study is that
the agreements named in Article 179 of the Civil
Code of Ukraine are legal, i.e., those that are
regulated by law, and the standard agreement,
after deriving its concept, will initially have
a doctrinal character. That is, at the first stages,
it will mainly have a theoretical application,
and will acquire a practical one over time. It
should be noted that in the period from October
30, 2012 to November 20, 2021, the Standard
agreement for the insurance of areas of win-
ter grain agricultural crops with state support
against agricultural risks for the overwintering
period, approved by the Order of the National
Commission that carries out state regulation
in the sphere of financial services markets
and the Order of the Ministry of Agrarian Pol-
icy and Food of Ukraine (Standard insurance
agreement for the area of winter grain agricul-
tural crops with state support against agricul-
tural risks for the overwintering period (insur-
ance product 2), 2012). However, it lasted for
a relatively short time, and secondly, this agree-
ment can be considered both typical and not
just standard.

Back in Soviet times, a standard was under-
stood as a sample, model, accepted as a source
for comparison with other similar objects.
And the standard as a regulatory and techni-
cal document established a set of norms, rules,
requirements for the object of standardiza-
tion and was approved by a competent body
(Popovych, 2018, p. 54). Nowadays, paragraph
20 of the first part of Article 1 “Definition
of terms” of the Law of Ukraine “On Stand-
ardization” contains a definition of the term
of a standard as: “a normative document based
on consensus, adopted by a recognized body,
which establishes for general and repeated use
rules, guidelines or characteristics regarding
activity or its results, and aimed at achieving
the optimal degree of orderliness in a certain
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area” (On Standardization, 2014). Based on
this definition, the standard generally provides
for the establishment of certain rules for gen-
eral and repeated use and is aimed at achieving
the optimal degree of orderliness in a certain
area. Usually, the requirements of the standard
apply to goods, works, and services; less often —
to processes (in particular, various production,
technological, etc.). However, like processes,
agreements can also be standard, that is, agreed,
balanced, generalized, of the same type, to a cer-
tain extent ideal in their kind.

Depending on the adoption subject
of the standard and the scope of the mentioned
norm, the European standard is separately high-
lighted — in paragraph 1; international stand-
ard — in paragraph 10; national standard — in
paragraph 13; regional standard — in paragraph
19 (On Standardization, 2014).

The category “standard” may well be
applied to an economic or any other sectoral
or inter-sectoral agreement. The characteris-
tic of general and repeated use is inherent in
exemplary, typical agreements and accession
agreements. A standard agreement by analogy
with a standard must be accepted by a recog-
nized body. This means that it has a significant
similarity with the normatively defined typical
agreement, which is approved by the Cabinet
of Ministers of Ukraine (hereinafter referred
to as the CBU) or another state body or body
of state power and has an established content,
from which the parties cannot deviate, but can
specify it. If the standard agreement allows
the same, then it will lose its identity and turn
into a regulated typical agreement. Therefore,
it is possible to express a preliminary opinion
that a standard agreement should not allow its
participants to specify its content. However,
in this case, this agreement will be similar to
the accession agreement, which is offered by one
of the parties to an indefinite circle of potential
counterparties without the possibility of chang-
ing its content. Only the accession agreement is
not approved by the state body, but by the party
that proposes it. That is, here we can talk about
a certain “individual” standard, which, unlike
the above-mentioned European, international,
national and regional standards, is not legiti-
mized by legislation, and it is obvious that it
cannot and should not be legitimized. However,
the standard agreement, as we see it and offer
it for use, can be approved not by the CMU or
another state body, but by the economic entity
itself, which is the initiator of agreement rela-
tions. In this case, it bears even greater resem-
blance to an accession agreement. Therefore,
either defining a standard agreement using
the term “standard” is not entirely correct, or
a standard agreement is similar or, in certain

cases, can simultaneously be considered another
agreement according to the criterion of deter-
mining the content of the agreement upon con-
clusion. On the other hand, one does not contra-
dict the other.

The term “standard agreement” should
be a broad integration category. Therefore,
this category may be defined on the basis
of the term “standard”, and in certain cases may
go beyond this term. Here the priority should
be “standard” in the semantic sense as a sam-
ple, example, etalon, etc. That is, the standard
agreement should act as a standard or sample
of a certain economic agreement, which can be
filled out and signed and which does not need
to be changed or supplemented in any way.
On the other hand, a standard agreement may
overlap with other economic agreements, as
well as civil law or administrative agreements,
the specifics of which are defined in legislation,
theoretical sources, formed by practice based on
various criteria.

3. Applied aspects of standard agreements

As it is shown above, the content of a stand-
ard agreement can be approved by the CMU or
another central executive body. In this, it will
be similar to a typical agreement. Approval
of standard agreement content by its potential
participant makes it similar to most other agree-
ments. The impossibility of other participants
to make changes or additions, to provide a pro-
posal to specify its conditions, makes it identical
to the accession agreement.

Depending on the periods of performance,
economic agreements can be general and cur-
rent. We believe that both of them can be devel-
oped and proposed as general agreements.
Milash gives examples of general (framework)
agreements. In particular, the nature of such
an agreement is an agreement to open a credit
line. It defines the basic principles of lending
and imposes direct detailing of the specific con-
ditions for granting individual loans on cur-
rent credit agreements (Milash, 2011, p. 136).
Such an agreement can be standard, developed,
for example, by the National Bank of Ukraine,
the National Commission for Securities
and the Stock Market, the commercial bank
itself or a financial and credit institution.

The framework (general), also according to
Milash, is the transport forwarding agreement,
which defines the mode and general volumes
of future transports, the general rules for their
implementation during the entire period of par-
ties’ cooperation. The same obligations regard-
ing transportation arise under current agree-
ments, where the freight forwarder undertakes
for a fee and at the expense of the client to per-
form or organize the performance of the services
specified in the agreement related to the trans-

1
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portation of cargo (Milash, 2011, p. 136). Such
a general standard agreement can be developed
by the Ministry of Development of Communi-
ties, Territories and Infrastructure of Ukraine,
its structural subdivisions responsible for reg-
ulating and coordinating activities related to
transportation by various modes of transport,
and offered to potential participants for its
conclusion. However, a standard transport
forwarding agreement can also be developed
and proposed by the forwarder.

The above fully refers to the distribution
agreement, which determines the terms and con-
ditions of cooperation between the manufac-
turer (supplier) and the distributor, establishes
the list of goods that the distributor will sell,
and the sales territory (Milash, 2011, p. 136).

The conclusion of a framework (general)
agreement actually simplifies the further coop-
eration of business partners through the typifi-
cation of general essential conditions of future
economic agreements. This means that the terms
of the framework agreement extend their effect
to current agreements, the conclusion of which
is planned on its basis during the cooperation
of the parties (Milash, 2011, p. 139), and therefore
the terms of the standard general agreement will be
extended to current agreements, which may also
to be determined most likely by one of the parties
to the agreement rather than by a state executive
body within current standard agreements.

We consider it expedient to develop stand-
ard agreements in most sectors of the economy,
digitize and offer them to potential participants
of these agreements. Analogues have already
been proposed by foreign owners of electronic
resources, on which an undefined circle of indi-
viduals and companies can open a bitcoin wallet.
Thus, the owners of an electronic resource, as
a rule, from a certain offshore zone of the world
openly indicate their address and other details
and offer a potential owner of a bitcoin wallet
a standard agreement for opening and main-
taining his electronic account (wallet). This
standard agreement is an accession agreement,
usually drawn up on several pages in English.
Among other things, the terms of the agreement
provide that the owner of the bitcoin wallet
agrees that the company providing services for
the placement of the wallet is not responsible
for the loss of the password by the wallet owner,
the conclusion of any agreements and the con-
duct of any operations, information protection,
damage to the computer by third parties wallet
owner’s computer programs and equipment, etc.
The agreement offered by the company-owner
of the Internet resource contains all its essen-
tial terms, which are clearly and unambigu-
ously prescribed, and even provides for the right
of the company-provider of bitcoin account

8

opening services to unilaterally change the terms
of the agreement (Derevianko, 2017, p. 35-36).
And even under such conditions, individuals
and companies, including from Ukraine, open bit-
coin wallets on the Internet platforms of foreign
companies, concluding the proposed standard
agreements, which are also accession agreements,
the terms of which are approved and proposed by
the owner company of (tenant, manager, etc.)
internet platforms. It is clear that the standard
agreements that will be developed in Ukraine,
the effect of which will be limited to the terri-
tory of Ukraine, the participants of which will be
economic entities and citizens of Ukraine, must
have clear and unambiguous conditions without
the possibility of their change.

Due to the lack of a legitimized standard
agreement in Ukraine today, we think it is log-
ical to analyze the conditions of the currently
invalid standard agreement. This standard
agreement is typical, since the parties cannot
change the terms, but can only specify them.
Thus, the parties must first enter their details in
the text of the agreement. The heading “Agree-
ment Subject” actually provides for the descrip-
tion of the agreement subject and the definition
of one more mandatory condition — the agree-
ment price: it provides for the possibility of enter-
ing data on the agricultural crop, the geograph-
ical place of crop cultivation, the insurance
value, the insurance amount per unit of area,
the agreement place, the insurance amount,
the insurance rate in percentage, the amount
of the insurance payment, the date of drawing
up the Inspection Act and the term or pay-
ment term. Some other elements of the sub-
ject and the price of the agreement are already
defined in it. The section “Insured events” does
not provide for the possibility of making changes
or additions by the parties. In the section “Con-
ditions for insurance payment”, the parties
can only contribute the amount of the loss
in the event of the death of the insured crop
area, calculated as the product of the insured
crop area (ha) and the weighted average costs,
and is determined in hryvnias per hectare. It is
the received number that is entered by the par-
ties. In the “Rights and obligations of the par-
ties” section, the parties can fill in the “Other
rights” and “Other obligations” headings, since
the main rights and obligations of the insurer
and the insured under the agreement cannot be
determined and adjusted. The analyzed stand-
ard agreement does not provide for changes or
additions to the headings “Liability of the Par-
ties for non-fulfillment or improper fulfillment
of the terms of the Agreement”, “Other terms”,
“Procedure for changing the terms and termina-
tion of the Agreement”. In the heading “Term
of validity of the Agreement” it is possible to
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determine the beginning date of the agreement
validity, and the end date is defined as April 20
of a certain year. At the agreement end, the par-
ties had to enter details and certify the agree-
ment with signatures (Standard insurance
agreement for the area of winter grain agricul-
tural crops with state support against agricul-
tural risks for the overwintering period (insur-
ance product 2), 2012). The above, in particular
the analysis of the content of individual general
agreements, allows to argue the conclusions
of the conducted research.

4. Conclusions

Similarly, to the two standard agreements
given, standard agreements can be developed
for most cases of the beginning of economic rela-
tions between two or more participants. Such
agreements will contain all the material terms
specified in the legislation for all agreements
and agreements of a certain type. According to
the criteria for determining the agreement con-
tent, they can most often be typical agreements
(in the case of development, approval and pro-
posal by the CMU or other executive power
body), and accession agreements (in the case
of their development, approval and proposal by
one of the agreement participants); and can be
symbiotic derivatives of the mentioned agree-
ments, when approved by the CMU or another
state body and do not allow the participants
to change the terms and even specify them,
or when approved and proposed by a business
entity and allow to specify its terms. The pro-
posed theoretical provisions of the standard
agreement will have a doctrinal status for a cer-
tain time, and after approval of some of them by
acts of the CMU or other central executive bod-
ies, they will receive a legitimate status.

The form of a standard agreement based
on the criterion of performance periods can be
applied to general (framework) and, less often,
current agreements. It is proposed to extend
the form of a standard agreement to a large num-
ber of such spheres and branches of the econ-
omy, with the predominant conclusion of such
agreements using the Internet and other dig-
ital technologies. Prospects for the practical
application and spread of standard agreements
for relations in various sectors of the econ-
omy of Ukraine outline directions for further
research in the field of the studied relations.
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PO3YMIHHA TA O3HAKU CTAHJAAPTHOTO 1IOTOBOPY
Y COEPITOCIIOAPIOBAHHA

Anorauis. Mema. MeToio CTaTTi € aHaJi3 HOHATTS i CKJIJHUKIB CTAHAAPTHOTO JOTOBOPY Y cepi
TOCIIOJIAPIOBAHHS i3 MPOIO3UIIEI0 YTOYHEHHS PO3YMiHHS CTAHAAPTHOTO JIOTOBOPY, BU3HAYCHHS HAIIPs-
MiB PO3BUTKY TEOPETHIHIX TTOJTOKEHb CTAHAAPTHOTO IOTOBOPY i IX MPAKTUYHOTO 3acTOCyBanHst. Memoou
docnidvcenns. [yt JOCATHEHHsT MeTH cTaTTi 0yJI0 BUKOPUCTAHO METO/IHU, 1110 3a3BHYAil 32CTOCOBYIOTHCS
B IIPOBEJICHHI HAYKOBHMX PO3BI/IOK i3 [TPABOBUX HAYK, 30KpeMa: 3arajlbHOHAYKOBHI Jia/leKTHYHNI METOJL,
TIOPiBHSJIBHO-TIPABOBHUH, CHCTEMHO-CTPYKTYPHIH, aHATI THKO-CHHTETUYHITH, THOCEOTIOTIYHNH, popMasb-
HO-IOPUIMYHUI MeTO/ Ta iHIIi. Pe3yavmamu. Y ctatTi IOPiBHSHO CTAaHAAPTHUI IOTOBIP y cdepi rocmo-
JIApIOBaHHS 3 JIOTOBOPAMU 32 KPUTEPIEM BU3HAUEHHS iX 3MiCTY, HA3BAHUMU B YACTHHI YeTBEPTill CTATTi
179 Tocmomapceroro koziekcy YkpaiHu I0TOBOpPaMM Ha OCHOBI BiTBHOTO BOJIEBHSBJIEHHS CTODIH, TPH-
MipHUMHM JIOTOBOPAMHM, TUIIOBUMH JIOTOBOPAMH, IOTOBOpPaMHU TIpHeHAHHS. [TOHATTS «CcTaHAapT y po3y-
minni 3akony Ykpainu «[Ipo crangaprusaiiiio» 103BOJIMIO0 BUSBUTH i CXapaKTEPU3YBATH OKPEMi O3HAKH
CTAHAPTHOTO JI0TOBOPY. AHAI3 TOJOKEHD CTAHIAPTHOTO JOTOBOPY PO BIAKPUTTS 1 0OCTYrOBYBaHHSI
ramaHiis GiTKOIHIB Ta HUHI He uMHHOTO CTAaHAAPTHOTO JI0TOBOPY CTPAXyBaHHS IO IOCIBIB O3UMUX 3€P-
HOBHX CIJIBCbKOTOCIIOZIAPCHKUX KYJIBTYP 3 JIEPKaBHOIO IMiITPUMKOIO BiJ| ClIIbCHKOTOCIIONAPCHKUX PU3H-
KiB Ha 1epioy] mepe3nMiBIIi J03BOIMI0 OOTPYHTYBATH BUCHOBKH i Tiporosutiii. Bucnosku. 3anporomo-
BAHO PO3POOJIEHHSI CTAHAAPTHUX JOTOBOPIB HA OLIBIIICTD BUNAJKIB II0YATKY TOCIOAAPCHKUX BiJHOCUH
Miz 1BOMa 260 GiTBIIIOI0 KiIBKICTIO YYaCHUKIB 3 BUSHAYEHHSM YCiX MOKJIMBUX iCTOTHUX YMOB. Busmaro,
IO CTAHapTHi TOTOBOPH 32 KPUTEPIEM BU3HAYCHHS 3MICTY TOTOBOPY Haiiyactimie MOXYTh OyTH THIIO-
BUMU JIOTOBOPAMH Ta JOTOBOPAMU TIPUEAHAHHS, @ MOXKYTh OyTH cUMOIOTHYHUMY [TOXIIHUMU Bijl Ha3Ba-
HUX JIOTOBOPIB. 3alpONOHOBAHI T€OPETHYHI TT0JI0KEHHS CTaHIaPTHOTO JIOTOBOPY MEBHUII 4ac MaTUMYTh
JOKTPUHAJIBHUN CTATYC, a Mic/s 3aTBep/UKeHHs okpeMuXx i3 HuX aktamu KMY um iHmmx menTpaspHIX
OpraHiB BUKOHABYOI BJIa/{M OTPUMAIOTH JieriTuMuuii ctatyc. Dopma craHsapTHOTO I0rOBOPY 3a KpUTEPIEM
nepioliB BUKOHAHHS MOsKe MOITUPIOBATICS HA reHepasibHi (PaMKOBI) i, pijiiie, MOTOYHI 10T0BOPU. 3arpo-
MIOHOBAHO TIOMUPUTHU CTAHIAPTHI IOTOBOPH 3a Tay3siMu Ta chepaMit EKOHOMIKH 3 EPEBAKHUM YKJIAI€H-
HSIM TaKUX JIOTOBOPIB 32 JIOTIOMOTOI0 Mepeki [HTepHeT Ta iHmuX udpoBIUX TEXHOJIOTIH.
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CRITERIA FOR CLASSIFYING ACTIVITIES
AS LICENSED

Abstract. Purpose. The above allows for formulating the paper’s purpose by defining criteria
for classifying a certain type of economic activity as licensed, proposing legitimating such criteria,
and extending the licensing procedure to new types of economic activity. Research methods. The paper
was prepared using a complex of methods of scientific knowledge. The comparative legal, analytical
synthetic, systemic-structural, formal-legal, and other methods were used to achieve the purpose
of the paper and determine the criteria for classifying a certain type of economic activity as licensed.
Results. The article clarifies that the legislator recognized the threat of violation of the rights, legitimate
interests of citizens, human life or health, the environment and/or state security as a licensing criterion,
and only in case of insufficiency of other means of state regulation. In addition, it was proposed that
the high level of profitability of this type of activity be recognized as a criterion for classifying types
of economic activity as licensed. Several licensed types of economic activity have been analyzed: production
and trade in ethyl alcohol, alcohol distillates, bioethanol, alcoholic beverages, tobacco products, liquids
used in electronic cigarettes; activities in the field of media; activities in the electric power industry, in
the natural gas market, centralized water supply and centralized drainage, thermal energy production,
transportation of thermal energy through main and local (distribution) heating networks, supply
of thermal energy; professional activities in capital markets and organized commodity markets; activities
in the gambling market; activities in the field of education; transportation of passengers, dangerous
goods and hazardous waste by inland waterway, sea, road, rail and air transport, international transport
of passengers and goods by road. Conclusions. The work resulted in a proposal to add a criterion of high
profitability to the criteria for assigning types of economic activity to licensed ones in comparison with
its average level by types of economic activity and legitimize it in subparagraph 4 of Article 3 “Principles
of state policy in the field of licensing” of the Law of Ukraine “On Licensing of Economic Activities”. The
quantitative determination of this criterion should be decided by a specially authorized licensing body,
which can be specified in Article 4 of the Law of Ukraine “On Licensing of Types of Economic Activity”. It
is proposed to add provisions on licensing of activities related to the mining of virtual assets to Article 7 “A
list of types of economic activities subject to licensing” of the Law of Ukraine “On Licensing of Economic
Activities” after the introduction of certain amendments to the Tax Code of Ukraine and the entry into
force of the Law of Ukraine “On Virtual Assets”. This type of activity entirely falls under the criteria for
classifying types of economic activity as licensed ones identified and described in the paper.

Key words: business activity, licensing, business entity, state interests, criterion, profitability, virtual assets,
taxation, cryptocurrency, licensing grounds, legitimation, special law, specially authorized licensing body.

1. Introduction

Various researchers have repeatedly pointed
out the priority of treating licensing as a means
of regulating the state’s influence on the activ-
ities of business entities. It is clear that such
an impact should not be carried out on the activ-
ities of all business entities and should be aimed
at achieving certain significant and necessary
results for the state. The state itself determines
which types of economic activities are sub-
ject to licensing. As a result, business entities

© 0. Svitlychnyi, 2023

intending to carry out certain licensed types
of economic activities are subject to inspections
by licensing authorities for compliance with
the license conditions.

Previously, the licensing legislation did
not establish or name criteria or priorities for
classifying a particular type of economic activ-
ity as licensed. Currently, Article 1 of the Law
of Ukraine “On Licensing of Economic Activi-
ties” defines the concept of “licensing” as a means
of state regulation of economic activities aimed
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at ensuring the safety and protection of eco-
nomic and social interests of the state, society,
rights and legitimate interests, life and health
of people, environmental safety and environ-
mental protection (On Licensing of Economic
Activities, 2015). This means that the law
explicitly specifies licensing tasks to ensure
the safety and protection of economic and social
interests of the state, society, rights and legit-
imate interests, life and health of people, envi-
ronmental safety and environmental protection
(On Licensing of Economic Activities, 2015).
Thus, now the Law “On Licensing” shows what
Ukrainian scientists and practitioners have
repeatedly pointed out — the main criteria for
assigning a particular type of economic activity
to a licensed one are a high degree of social, eco-
nomic, and environmental significance or a high
degree of danger to human life, health, animals,
plants, and the environment. The high profita-
bility of a certain type of economic activity is
not mentioned here.

Many Ukrainian researchers have stud-
ied relations related to the licensing of eco-
nomic activities in various sectors and spheres
of the economy. In particular, they are as follows:
Apanasenko (Apanasenko, 2017), Averianova
(Averianova, 2017), Derevianko (Derevianko,
2011), Herasymenko and Halasiuk (Hera-
symenko and Halasiuk, 2011), Khudoshyna
(Khudoshyna, 2016), Klymenko (Klymenko,
2017), Maiboroda (Maiboroda, 2014), Mali-
chenko (Malichenko, 2010), Shpomer (Shpo-
mer, 2006; Shpomer, 2011), Soloshkina (Solos-
hkina, 2016), Yara (Yara, 2020), Yevdokimenko
(Yevdokimenko, 2020) and others. However,
the mentioned and other scientists did not pay
attention to the criteria for classifying certain
types of economic activity as licensed.

The above allows for formulating the paper’s
purpose by defining criteria for classifying a cer-
tain type of economic activity as licensed, pro-
posing legitimating such criteria, and extending
the licensing procedure to new types of eco-
nomic activity.

The paper was prepared using a complex
of methods of scientific knowledge. The com-
parative legal, analytical synthetic, system-
ic-structural, formal-legal, and other methods
were used to achieve the purpose of the paper
and determine the criteria for classifying a cer-
tain type of economic activity as licensed.

2. Regulatory definition of licensing
grounds

Confirmation of statements in the intro-
duction is found in subparagraph 4 of Article 3
“Principles of state policy in the field of licens-
ing” of the Law of Ukraine “On Licensing
of Economic Activities”. One of the main
principles was the principle of “priority of pro-
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tecting human rights, legitimate interests, life
and health, the natural environment, protecting
limited resources of the state and ensuring state
security, which provides for:

licensing applies only to such type of eco-
nomic activity, the implementation of which
poses a threat to violation of the rights, legiti-
mate interests of citizens, human life or health,
the environment and /or the security of the state,
and only in case of insufficiency of other means
of state regulation” (on Licensing of Economic
Activities, 2015).

For example, the types of economic activi-
ties related to the production and trade of ethyl
alcohol, distillates, bioethanol, alcoholic bev-
erages, tobacco products, and liquids used in
electronic cigarettes are licensed (on Licensing
of Economic Activities, 2015). Conclusions
and medical experiments proved the harmful-
ness of using these substances for the human
body. The state, for various reasons, including
financial ones, does not want or cannot prohibit
the production and trade of alcoholic beverages
and tobacco products containing a large amount
of harmful substances. To reduce the amount
of consumption of such products by the popula-
tion, the state licenses these types of economic
activities, automatically increasing the price
of harmful products sold. In addition, the state
simply earns a lot of money on bad habits of citi-
zens. On the other hand, excessive consumption
of the products mentioned above, as well as their
simultaneous use with certain groups of other
products, as well as a violation of production
technology, can lead to deaths due to a single or
repeated use by any person or a person of a cer-
tain age, state of health, mental state, etc. To
prevent such cases, licensing authorities moni-
tor the compliance of the production and trade
process with regulatory licensing requirements.
The importance for the state of economic activi-
ties related to the production and trade of ethyl
alcohol, alcoholic distillates, bioethanol, alco-
holic beverages, tobacco products, liquids
used in electronic cigarettes, and fuel, storage
of fuel, is specified in accordance with the Law
of Ukraine “On State Regulation of the Produc-
tion and Circulation of Ethyl Alcohol, Alco-
holic Distillates, Alcoholic Beverages, Tobacco
Products, Liquids Used in Electronic Ciga-
rettes, and Fuel” as of December 19, 1995 (On
the State Regulation of Production and Circu-
lation of Ethyl Alcohol, Cognac and Fruit Alco-
hols, Alcoholic Beverages and Tobacco Prod-
ucts, 1995).

3. Licensing based on specific laws
of Ukraine

Several other types of economic activity
mentioned in Article 2 of the Law of Ukraine
“On Licensing of Economic Activities” are



5/2023
COMMERCIAL LAW AND PROCESS

licensed based on separate special laws. For
example, media activities are regulated by
the Law of Ukraine “On Media” as of December
13,2022 (On Media, 2022). We have previously
stressed the importance of media activities,
their impact on the life of the state and soci-
ety, and, therefore, the great social significance
of media activities that caused their licensing
(Svitlychnyi, 2023). The state should ensure
access to the media sphere only for those busi-
ness entities that will provide objective infor-
mation and not disseminate information that
promotes various harmful ideologies and narra-
tives. Activities in the field of electric power, in
the natural gas market, centralized water supply
and centralized drainage, production of thermal
energy, transportation of thermal energy by
main and local (distribution) heating networks,
supply of thermal energy, and other activities
licensed by the National Commission for State
Regulation in the Field of Energy and Utili-
ties, in accordance with special legislation (On
Licensing of Economic Activities, 2015). It will
be superfluous to say something about the sig-
nificance of these types of economic activities
for the economy and the life of the state, espe-
cially during the legal regime of martial law
and a possible threat to the environment. The
above fully concerns activities in the field
of nuclear energy use, which are carried out
under the Law of Ukraine “On Permit Activity
in the Field of Nuclear Energy Utilization” (On
Permit Activity in the Field of Nuclear Energy
Utilization, 2000) as the threats to environmen-
tal safety posed by nuclear energy are known all
over the world on the example of Ukraine. The
role of nuclear energy in providing electricity
to Ukraine’s economy and social sphere should
not be underestimated. Professional activities
in the capital markets and organized commod-
ity markets, licensed by the National Securities
and Stock Market Commission (per the Law
on Licensing of Economic Activities, 2015),
are highlighted separately. Economic activity
in the capital markets and organized commod-
ity markets is highly profitable (it is known
that banks and financial institutions that carry
out various speculative operations with shares
and other securities on the stock markets often
receive significantly higher revenues from
the income of banks and financial institutions
that carry out classical banking operations),
and is also of great importance for the state. Par-
ticipation of the state directly or through inter-
mediaries in the capital markets ensures the sta-
bility of its financial system, insurance against
risks, adversities of financial crises, fluctuations
in stock markets, etc. Along the way, it should
be noted that the licensing of banking activities,
financial services, and cash transactions is car-

ried out by the National Bank of Ukraine under
the Law of Ukraine “On the National Bank
of Ukraine” as of May 20, 1999 (On the National
Bank of Ukraine, 1999) and the Law of Ukraine
“On Banks and Banking” as of December 7,
2000 (On Banks and Banking, 2000). The most
profitable type of economic activity is activity
in the gambling market, which is regulated fol-
lowing the Law of Ukraine “On State Regula-
tion of Activities Related to the Organization
and Conduct of Gambling” (On State Regula-
tion of Activities Related to the Organization
and Conduct of Gambling, 2020). Profits from
such activities are taxed at the highest rate.
Such activities can pose a public danger due to
their negative impact on psychologically weak
people. In the field of medicine, the possibility
of recognizing “gambling addiction” as a mental
illness is being discussed today.

4. Licensing based on the provisions
of the Law of Ukraine “On Licensing of Eco-
nomic Activities”

A general list of types of economic activi-
ties subject to licensing under the rules of spe-
cial laws of Ukraine or the Law of Ukraine “On
Licensing of Economic Activities” is given
in Article 7 of the relevant law (On Licens-
ing of Economic Activities, 2015). We will
not quote all the points of this article. We pay
attention only to certain points. Paragraph 6
of part one of this article states that educational
activities are licensed considering the specifics
defined by special laws in the field of education
(On Licensing of Economic Activities, 2015).
The field of education is crucial for the state.
Thus, providing poor-quality educational ser-
vices can lead to severe consequences in any
sector of the economy and public life. Research-
ers of relations in the field of education point
out that large universities with a developed
material base, scientific achievements of pro-
fessors, and practical achievements and success
of graduates are able to provide high-quality
educational services, carry out progressive
research, and develop world science and edu-
cation. A licensing procedure, in addition to
state registration, was introduced to distin-
guish high-quality universities, academies,
and institutes from those educational institu-
tions that only have such names (Derevianko,
2011, p. 168). Paragraph 24 of the first part
of Article 7 of the Law of Ukraine “On Licensing
of Economic Activities” provides for mandatory
licensing of transportation of passengers, dan-
gerous goods, and hazardous waste by inland
water, sea, road, rail and air transport, interna-
tional transportation of passengers and cargo
by road (On Licensing of Economic Activities,
2015). Types of economic activities related to
the transportation of goods and passengers by
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various modes of transport are usually profitable
with a higher level of profitability than in most
other sectors of the economy. At the same time,
the vehicles themselves are sources of increased
danger. For example, the safest option is air
transport, which is less likely to cause accidents
involving other types of transport. However, in
most cases, neither passengers nor crew mem-
bers survive such accidents. Ukrainian scien-
tists define licensing of economic activities for
the provision of services for the transportation
of passengers and cargo by air as an integral part
of state control in the field of air transport. They
consider “formation and strengthening of man-
agement functions of the air transport complex
in the areas of safety, licensing and certification,
development of regional programs and pro-
posals for state programs for the development
of the industry, monitoring their implementa-
tion” to be an important tool for implementing
state policy in the field of air transport (Polish-
chuk and Kononenko, 2023, p. 34; Krykhtina,
2022, p. 57).

Other licensed types of economic activ-
ity also have no less profitability, social sig-
nificance, threat to the environment, or dan-
ger to the life or health of humans, animals,
etc. Therefore, they are included in the list
of licensed types of economic activity given
in part one of Article 7 of the Law of Ukraine
“On Licensing of Economic Activities”. It
should be added that the list of licensed types
of economic activity is not static. Some types
of economic activity may be permanently or
temporarily banned; accordingly, there is no
need to license them. Other types of economic
activity arise or are legitimized. Therefore,
there is a need for state regulation through
certain methods of state regulatory influence
on the activities of business entities, among
which licensing is not the least. Thus, by anal-
ogy with the existing licensed types of economic
activity, it is proposed to legitimize new types
of economic activity and extend the licensing
procedure to them. The Law of Ukraine “On
Virtual Assets” as of February 17, 2022 has been
adopted, which was even published in the Bul-
letin of the Verkhovna Rada of Ukraine. Still,
it has not entered into force (on Virtual Assets,
2022). It should legitimize relations related to
the turnover of cryptocurrencies after it enters
into force. In this case, operations on mining
of cryptocurrency on a professional basis will
meet all five characteristics of the economic
essence as a business entity — organizational
unity, property isolation, legitimacy of exist-
ence as a business entity (after the entry into
force of the Law of Ukraine On Virtual Assets),
the presence of economic rights and obligations,
responsibility for the results of management
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(Derevianko, 2018, p. 170-172). After legiti-
mizing relations in the cryptocurrency market,
researchers propose the introduction of licens-
ing the activities of cryptocurrency miners, tax-
ation of income from it, regulatory definition
of liability measures for violators, and ensuring
full-fledged state regulation and stimulation
of such activities (Derevianko, 2018, p. 173).
We support such a proposal and agree that it
is caused by high profitability and significant
public danger. The second reason is related to
physical factors — significant use of electricity
and, accordingly, fire danger; and financial fac-
tors — a threat to the classic national currency
of the state — the hryvnia. Earlier, Ukrainian
researchers pointed out the high profitabil-
ity of mining (on average, the payback period
of equipment (the cheapest and with low capac-
ity is estimated at an average of 10 thousand
dollars) is from 6 to 12 months), great pub-
lic danger (in particular, a high risk of fires. It
is also not fully known how people, animals,
and the environment are affected by the crowd-
ing of various electromagnetic and computer
equipment). Another issue is the availability
of special knowledge and skills of miners (with-
out proper control, they can harm computer
networks and other Internet users). This type
of activity must be licensed and specified in
Article 7 of the Law of Ukraine “On Licens-
ing of Economic Activities” (Derevianko
and Turkot, 2018, p. 56). We should propose
to apply licensing for the mining of cryptocur-
rency based on the Law of Ukraine “On Finan-
cial Services and Financial Companies” dated
December 14, 2021 and determine under para-
graph 47 of Article 1 of this Law of Ukraine that
the regulator is the National Bank of Ukraine or
the National Securities and Stock Market Com-
mission according to the distribution of powers
determined by this Law (On Financial Services
and Financial Companies, 2021).

5. Conclusions

Thus, it can be concluded that the legis-
lator in subparagraph 4 of Article 3 “Princi-
ples of state policy in the field of licensing”
of the Law of Ukraine “On Licensing of Eco-
nomic Activities” defined most of the criteria for
assigning certain types of economic activity to
licensed ones. The criterion of high profitability
identified and characterized in the article com-
pared to its average level by type of economic
activity is not specified by the Law of Ukraine
“On Licensing Economic Activities”. The leg-
islator encrypted this criterion as “ensuring
security and protecting the economic and social
interests of the state and society” when defining
the concept of licensing. However, it would be
correct to add the phrase “which has a high level
of profitability and/or” to the partially cited
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subparagraph 4 of Article 3 “Principles of state
policy in the field of licensing” of the Law
of Ukraine “On Licensing of Economic Activi-
ties” after the words “licensing applies only to
this type of economic activity”, and the quan-
titative determination of this criterion should
be decided by the specially authorized body for
licensing, which can be indicated in the relevant
Article 4 of the Law of Ukraine “On Licensing
of Economic Activities”.

We consider it important to add provisions
on licensing of activities related to the min-
ing of virtual assets to Article 7 “A list of types
of economic activities subject to licensing”
of the Law of Ukraine “On Licensing of Eco-
nomic Activities” after the introduction of cer-
tain amendments to the Tax Code of Ukraine
and the entry into force of the Law of Ukraine
“On Virtual Assets”. This type of activity
entirely falls under the criteria for classifying
types of economic activity as licensed ones iden-
tified and described in the paper.

Future scientific research should be aimed
at finding mechanisms to promote the intro-
duction (legitimization) of new types of eco-
nomic activities and introducing their licensing
and taxation of income from them.
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KPUTEPII BUTHECEHHSA BU/IIB AISJIbHOCTI 0 JIIEH30BAHUX

Anorauisi. Mema. Metoio ctarTi € BUSHaY€HHSI KPUTEPITB BijiHECEHHSI IEBHOTO BUY TOCTIOAAPCHKOT

JUSITTBHOCTI /10 JTIEeH30BaHNX, JOCTI/KeHHS JIeTITUMAllii TaKUX KPHUTEPiiB Ta MOMMPEHHS MPOTeLypH
JIeH3yBaHHsl Ha HOBI BUAM TOCIOAAPCHKOI AisibHOCTi. Memoou docaioxncenns. Il yac miAroToBKN
craTTi 6yJI0 BUKOPUCTAHO KOMILIEKC METOMIB HAYKOBOTO MM3HAHHS: MOPIBHSILHO-TIPABOBOTO, aHAJITH-
KO-CUHTETUYHOTO, CHCTEMHO-CTPYKTYPHOTO, (POPMATbHO-IOPHIMYHOTO Ta iHIITMX METO/IIB, 3aB/IIKN SIKUM
6yJI0 IOCATHYTO METY CTaTTi, BU3HAYECHO KPUTEPIl BiIHECEHHS MEBHOIO BULY TOCTIOAAPCHKOI [isIbHOC-
Ti 110 Jinen3oBanux. Pe3yasmamu. Y cTarTi 3'sCOBaHO, 1O 3aKOHO/ABEIh Yepe3 KPUTEPii JIiTleH3yBaH-
HSI BU3HAB 3arpo3y 3/[i1ICHEHHS TIeBHOTO BHU/Y TOCTIOAAPCHKOI /iSIBHOCTI MOPYNIEHHIO TIPaB, 3aKOHHNX
iHTEpPeCiB TPOMAJISH, KUTTIO YK 3[M0POB’T0 JIOAMHI, HABKOIUIITHBOMY IIPHPOJHOMY CEPEOBHILY Ta/abo
Gesmeli aepsKaBu, i JMile B pasi HeAOCTATHOCTI iHIUX 3aco0iB AepxkaBHOro perymosants. Kpim toro,
KPUTEPIEM BiJHECEHHSI BUJIB TOCIIOAAPCHKOI AisSIBHOCTI /10 JlilleH30BaHUX OyJI0 3alPOIOHOBAHO BU3HA-
TU BUCOKHI PiBeHb PEHTabeJNbHOCTI IbOTO BUY AisIbHOCTL. Bysio mpoanasizoBaHo JeKiibKa JileH30-
BaHUX BUJB TOCTOAAPCHKOI MiSTLHOCTI — BUPOOHUIITBO i TOPTIBJSA CIIMPTOM ETHJIOBUM, CITUPTOBUMHE
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JUCTUISITAMHE, 610ETAHOIOM, ATKOTOJbHUMI HATIOSIMHU, TIOTIOHOBHMYU BHPOGAMU, PIITHAMH, 1110 BUKOPHUC-
TOBYIOTBCS B €JIEKTPOHHIX CHTApeTax; [MisIbHICTh Y cdepi Mesiia; TisIbHICTD ¥ cepi eTekTpoeHepreTH-
KU, HA PUHKY [TPUPOJIHOTO a3y, IEHTPali30BaHe BOAONOCTAYAHHS Ta I[CHTPATi30BaHe BOJIOBIABE/ICHHS,
BUPOOHUIITBO TEMJIOBOI €HEPTii, TPAHCTIOPTYBAHHS TEIJIOBOI eHepril MaricTpaJIbHUMK i MictieBUMU (Po3-
TIO/IITBHUMM ) TETJIOBUMH MepPesKaMH, TIOCTAYaHHS TeIIOBOi eHepril; mpodeciiiiy MisTbHICT HA PIHKAX
KaliTasy Ta OpraHi3oBaHUX TOBAPHUX PUHKAX; Jis/IbHICTb HA PUHKY a3apTHUX irop; AisibHICTb Y cdepi
OCBITH; TIepeBE3EHHS MaCaKUPiB, HeOe3MeUHUX BaHTAKIB Ta HeOE3MEUHNX BiIXO/IB BHYTPIIIHIM BOIHIM,
MOPCBKHM, aBTOMOOLIbHIM, 3aJTI3HUYHUM Ta HOBITPSHUM TPAHCIIOPTOM, MisKHAPOHI [IepeBe3eHH s maca-
JKUPIB Ta BaHTAKIB aBTOMOGLIbHUM TpaHciiopToM. Bucnoexu. Ilincymkom po6oTH crajia poIo3uilist 10
JIITIIEH30BAHNX KPUTEPIIB Bi[HECEHHS BUJIIB TOCTIOAPCHKOI iS/IBHOCTI I0/IATH KPUTEPill BUCOKOI peHTa-
GeJIbHOCTI B MOPIBHSIHHI 13 cepeiHiM ii piBHEM 3a BUIAMH TOCIOAAPCHKOI AiSIBHOCTI I JleriTuMisyBaru
itoro B mignyHkti 4 crarti 3 «IIpunimnu gepkaBHoi nosiTuky y cdepi JilleH3yBaHHsg» 3aKOHY YKpai-
nu «IIpo miren3yBanHs BU/IB rOCIOAPCHKOI MisIbHOCTI», a KiJIbKiCHe BU3HAUEHHST I[bOTO KPUTEPII0 Ma€e
BupinryBati CTieriagbHO YIOBHOBa)KEHNH OPTaH 3 MUTaHb JiIeH3YBaHH, PO 1[0 MOKHA BKa3aTH Y BiJI-
noBiHiil crarti 4 3akony Ykpaiun «IIpo sinieH3yBanHA BUIIB TOCIOAAPCHKOI AiSTBHOCTI». 3apoIoHO-
BAHO TIiCJIsi BHECEHHST [IEBHUX JI0MIOBHEHb /10 [TofaTkoBOro Koziekey YKpainu i HabpaHHsi YMHHOCTI 3aK0-
HoM Ykpainn «IIpo BipTyasnpri aktiBm» noxatn o crarti 7 «Ilepemik BuaiB rocmogapebkoi AisIbHOCTI,
110 Mi/IATaI0Th JilleH3yBaHHI0» 3akony Ykpainu «IIpo Jsiten3yBanHs BB TOCIOAAPCHKOI [Ai/IBHOCTI>
TOJIOJKEHb PO JITIEH3YBAHHS iSTBHOCTI 3 BUAOOYTKY, BUpaXyBaHHst («MaliHiHTY» ) BIpTyalbHIX aKTHBIB.
et Bup fisIbHOCTI TTOBHICTIO Mi/IMIA/IA€ Ti/T BUSIBJICHI Ta CXapaKTEPU30BaHi B CTATTi KPUTEPIi BiTHECCHHS
BU/IIB FOCTIOIAPCHKOI AISIBHOCTI /10 JTi1I€H30BAHUX.

Kimo4oBi cioBa: rocrofiapebka JisiibHICTb, JilleH3yBatHst, Cy0 KT roCIoapioBaHHs, IHTEpecH Aep-
JKaBU, KPUTEPill, peHTabe bHICT, BIPTYaibHI aKTUBHU, ONIOAATKYBaHHSI, KPUIITOBAJIIOTA, ITiACTABU JilleH-
3yBaHH4, JIeTITUMAIlist, crieliaabHuil 3aKoH, CrieniaibHO YIIOBHOBAKEHUIT OPraH 3 UTaHb Jil[eH3yBaHHS.

The article was submitted 17.10.2023

The article was revised 08.11.2023
The article was accepted 28.11.2023

17



5/2023
COMMERCIAL LAW AND PROCESS

UDC 346.62(477)
DOIT https://doi.org/10.32849,/2663-5313/2023.5.03

Oleksandr Tuban,

Postgraduate Student at the Research Institute for Private Law and Entrepreneurship named
after Academician F. G. Burchak of the National Academy of Legal Sciences of Ukraine,
23-a, P. Zahrebelnoho Street, Kyiv, Ukraine, postal code 01042, alextub@i.ua

ORCID: orcid.org/0009-0002-0032-5246

Tuban, Oleksandr (2023). Development of relations in the field of cryptocurrency circulation
and the formation of relevant legislation in Ukraine. Entrepreneurship, Economy and Law, 5, 18—24,
doi https://doi.org/10.32849 /2663-5313,/2023.5.03

DEVELOPMENT OF RELATIONS IN THE FIELD
OF CRYPTOCURRENCY CIRCULATION

AND THE FORMATION OF RELEVANT
LEGISLATION IN UKRAINE

Abstract. Purpose. The purpose of the article is to analyze the regulatory and practical provisions,
considerations and conclusions of researchers regarding the circulation of cryptocurrency in Ukraine and to
provide proposals for improving the regulatory support of these processes. Research methods. The study
of relations with cryptocurrency was carried out using well-known research methods: analysis and synthesis,
grouping method, system-functional method, comparative legal method, scientific abstraction, and others,
with the help of which the legal relations with cryptocurrency were examined, conclusions and proposals
were made. Results. The article shows that the legal framework has not yet created a regulatory framework
for regulating relations with cryptocurrencies, and therefore, the NBU and other financial institutions have
a controversial and dubious attitude towards innovations in monetary circulation. The laws to be adopted
in Ukraine will be aimed at legalizing and regulating relations with cryptocurrencies and will have a positive
impact on the state budget. Cryptocurrencies have become a significant asset for individuals, legal entities
and government agencies in the current economic environment. The use of cryptocurrencies in financial
circulation shows a steady upward trend and user confidence. Conclusions. The attention is drawn to the fact
that in the information society, the role of legal regulation of processes involving the use of digital technologies
is rapidly increasing. Such regulation should be effective from various angles and meet modern challenges
and threats. Discussion approaches to understanding the essence of cryptocurrency and the problems
of legal regulation of its circulation are presented in the article. The stages of formation of legal regulation
of cryptocurrency circulation in Ukraine are examined. The legislation developed and adopted in Ukraine is
analyzed. Different legal approaches to understanding the essence of cryptocurrency are proposed. The article
specifies the existing problems of legal regulation of cryptocurrency circulation in Ukrainian legislation
and compares them with the practice of other countries. It is emphasized that the search for the most
effective legal regulation of relations with cryptocurrency is associated with the creation of an optimal
legal framework, as well as with the development of cryptocurrency business and decentralization
of cryptocurrency circulation. The article characterizes the formation of the international legal regime for
cryptocurrency, assesses the risks, and recommends the creation of a unified international legal framework
regulating relations in the cryptosphere. It also separately identifies the directions of development
of the virtual asset market in Ukraine and highlights the legislative initiatives of some foreign countries to
create national digital currencies. The article clarifies the threats and risks of using virtual assets, in particular
cryptocurrencies, outlines global trends in their development, and suggests ways to improve the legislative
support for the circulation of virtual assets in Ukraine.

Key words: cryptocurrency, virtual assets, bitcoin, electronic money, legal regulation, economic
activity, Civil Code of Ukraine, Commercial Code of Ukraine, Tax Code of Ukraine, cryptocurrency
“mining”.

1. Introduction is intended to regulate legal relations arising
Today, the legal regime of virtual assets  from the turnover of virtual assets in Ukraine,
in Ukraine still remains uncertain, as even  has not yet entered into force and is subject to
the Law of Ukraine “On Virtual Assets”, which ~ constant criticism (On virtual assets, 2022).

18 © O. Tuban, 2023



5/2023
COMMERCIAL LAW AND PROCESS

Today, Ukrainians are the most active crypto-
currency users in the world. Various Ukrainian
companies offer relevant services and sell goods
in cryptocurrency, and individuals buy and sell
property for cryptocurrency units. There are
many cryptocurrency exchanges, online ser-
vices, and crypto ATMs in Ukraine (Coin Mar-
ket Cap website). The proliferation of crypto-
currency transactions in the market has raised
many regulatory issues. As a result, national leg-
islators have begun to want to regulate relations
in this area. It is believed that the issue of taxa-
tion of profits and income derived from transac-
tions with virtual assets is particularly relevant
and requires legislative regulation. Therefore,
it is necessary to resolve a number of issues
and eliminate gaps in the circulation of virtual
assets. Without addressing these issues, a huge
portion of the income generated from these
transactions would remain outside the scope
of taxation. Researchers have already proposed
to legitimize cryptocurrency mining operations,
recognize mining as a type of economic activity
and introduce taxation of income from it (Dere-
vianko, 2018, p. 169).

The development of effective regulatory
approaches to the execution, accounting, dec-
laration and taxation of cryptocurrency trans-
actions is a topical issue. It is also important to
determine the legal status of this financial instru-
ment. These issues are the subject of this study.

Literature review. The emergence and devel-
opment of cryptocurrencies have been studied
by various scholars in their works. Scientists
associate cryptocurrency as an evolutionary
process in the financial environment, but some
consider cryptocurrency in economic circula-
tion as an offense. In the course of their research,
domestic scientists raise the issue of crypto-
currency accounting, while others actualize
the issue of transactions with it and the receipt
of income and expenses incurred, but they all
offer their own approaches to controlling trans-
actions with such assets. For example, Skryp-
nyk defined the legal status of cryptocurrencies
as objects of civil rights and objects of civil legal
relations (Skrypnyk, 2018), Kovalchuk identi-
fied financial and legal shortcomings in the reg-
ulation of the cryptocurrency market (Koval-
chuk, 2021), Ivakhno and Romanchuk outlined
the problems of regulating cryptocurrency
circulation in Ukraine (Ivakhno and Roman-
chuk, 2023), Usatenko and Makurin identified
and analyzed the legal regulation of income
from cryptocurrency transactions, deter-
mined the legal status of modern banknotes in
Ukraine and abroad (Usatenko and Makurin,
2020). Ilchenko studied the use and circulation
of cryptocurrencies (Ilchenko, 2022). Hudima
and other authors have accounted for cryp-

tocurrencies, transactions with them, income
received and expenses incurred, and proposed
measures to control asset transactions (Hudima
et al., 2020). Derevianko pointed out various
risks in cryptocurrency transactions — tech-
nical risk, legal risk, economic and legal risk,
technological risk, and others (Derevianko,
2017, p. 38), and also determined that crypto-
currency mining operations have significant
similarities with economic activity (in particu-
lar, four of the five characteristics of a business
entity are fully inherent in “miners”) (Dere-
vianko, 2018, p. 166). However, there is still
no effective legislation on cryptocurrency in
Ukraine, and the cryptocurrency sphere has
been operating for several years. This indicates
the need for a separate study.

Purpose. The purpose of the article is to
analyze the regulatory and practical provisions,
considerations and conclusions of scholars
regarding the circulation of cryptocurrency in
Ukraine and to provide proposals for improving
the regulatory support of these processes.

Research methods. The study of relations
with cryptocurrency was conducted using well-
known research methods: analysis and synthesis,
grouping method, system-functional method,
comparative legal method, scientific abstrac-
tion, and others, which were used to review
legal relations with cryptocurrency, make con-
clusions and suggestions.

2. Defining the essence of cryptocurrency
and attempts to regulate relations with it

Global changes in worldwide financial pro-
cesses point to the possibility of introducing
a single world currency. Cryptocurrencies may
become such a currency, as they meet many
of the criteria of money. Electronic money
has the legal regime of a legally defined issuer,
a fixed supply, and is subject to regulation
and supervision. Cryptocurrency, as defined by
the European Central Bank, is a decentralized
digital measure of value that can be expressed
digitally and function as a means of exchange,
store of value or unit of account based on math-
ematical calculations and resulting from them,
and has cryptographic accounting protection
(Kobylnik, Bezpalko, Shapoval, 2023, p. 365).
The concepts of cryptocurrency (virtual cur-
rency) and electronic money differ significantly
and have different meanings.

With the rapid development of the digital
economy, cryptocurrency can be considered one
of its products. The emergence of which is due
to the development of blockchain technology
and is caused by the state's monetary system,
imperfect legal framework, problems of investor
protection, inflation, strict currency restrictions
on the purchase of foreign currency, and exces-
sive state control (Kovalchuk, 2021, p. 32).
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Regulation of the cryptocurrency market at all
stages will lead to significant budget revenues.
This will allow for additional funding for educa-
tion, medicine, sports, and other socially impor-
tant areas of life.

For the cryptocurrency market to function
efficiently and fully, a regulatory environment
needs to be created. It will provide an opportunity
to regulate various important aspects of its activi-
ties: the legal status of digital assets, the possibility
of making payments in cryptocurrencies, taxation,
and the operation of exchange platforms. The
general practice of regulating the cryptocurrency
market defines the following approaches: econom-
ically oriented; risk minimization approach; sur-
veillance approach; restrictive approach (Koval-
chuk, 2021, p. 33). After the implementation
of the above methods, we can expect real and long-
term use of cryptocurrencies.

The cryptocurrency market in Ukraine can
be considered as a separate sphere of social rela-
tions, but the state has not yet established its
direct regulatory powers. It is also necessary
to define separate rights and obligations, areas
of responsibility of legal entities and individuals
engaged in thisactivity (Usatenko and Makurin,
2020, p. 195). To summarize, it is necessary to
specifically define the causes and consequences
and the area of responsibility for all those
involved in cryptocurrency transactions.

Today, an agreement between two legal
entities to ship goods and pay for them with
cryptocurrency is impossible because it has
no legal force, this issue is not regulated by
law, and bitcoin is not recognized as a means
of payment. Therefore, it is necessary to make
appropriate clarifications in Ukrainian legisla-
tion (Makurin, 2019, p. 204). It is necessary to
analyze the legal regulation of cryptocurrency
transactions and assign responsibility to the rel-
evant institutions.

On February 17, 2022, the Law of Ukraine
“On Virtual Assets” was adopted, which assumes
the responsibility of regulating the crypto
industry. Unfortunately, this Law has not
entered into force, as it is expected to take effect
only after the tax regulation of all processes
(On virtual assets, 2022). The NAPC (National
Agency on Corruption Prevention) has pro-
vided clarifications on how to declare intangible
assets. The courts, in turn, use this explanation
when making decisions and refer to the princi-
ple of analogy of law, since there is no relevant
law. The decisions establish that the circulation
of cryptocurrencies in Ukraine is legal and not
prohibited, as this determines the general state
approach to regulating the circulation of cryp-
tocurrencies. The NBU has imposed restric-
tions on international money transfers and lim-
ited cryptocurrency transactions. When the law
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actually comes into effect, cryptocurrencies will
acquire the status of “permissive assets”. This
means that it will not be used as legal tender in
Ukraine, it will not be allowed to be exchanged
and it will not be possible to pay for goods or
services with it.

Currently, the use of virtual assets is becom-
ing more widespread and is having an impact
on the modern economy. Cryptocurrencies
are becoming increasingly popular in Ukraine
(Spilnyk and Yaroshchuk, 2020, p. 83). There-
fore, the state seeks to regulate legal relations
related to the circulation of cryptocurrencies
and join the countries that seek to legislate
and derive electronic assets from the shadows.

To summarize, the currently inoperative
Law “On Virtual Assets” is intended to legalize
the virtual asset market in our country and is
appropriate to the legal reality of Ukraine. Prior
to its adoption, there was a need to resolve
the issue of whether cryptocurrencies are legal
tender in Ukraine. It is worth noting here that
according to Part 4 of Article 7 of the Law “On
Virtual Assets”, virtual assets are not a means
of payment in Ukraine and cannot be exchanged
for property/goods, works/services (On virtual
assets, 2022). The hryvnia is the monetary unit
of Ukraine and is the only legal tender that is
accepted at face value throughout Ukraine. In
order to make a payment using a virtual asset,
it must be converted into hryvnia. At the same
time, virtual currencies do not fully comply
with the design that embodies a combination
of all the functions of money. Virtual currencies
are able to provide the function of a medium
of exchange to a limited extent, as they have
a low level of acceptance among users. Another
disadvantage of cryptocurrencies is their high
volatility. The value of cryptocurrencies is not
stable, so it can change instantly, which makes
investing in the currency more risky.

3. Multiplicity of relations with cryptocur-
rencies and prospects for their development
in Ukraine and the world

Currently, Ukraine faces a major problem
in regulating legal relations with cryptocurren-
cies. The main reason for this is the lack of rel-
evant legislation that could be applied to them.
The circulation of cryptocurrencies should not
contradict the main legislative and regulatory
acts, such as: The Constitution of Ukraine,
the Civil Code of Ukraine, the Commercial Code
of Ukraine, the Tax Code of Ukraine, the Law
of Ukraine “On Information”, as well as regu-
lations of the NBU and other laws of Ukraine.
According to many experts, the most effective
regulatory model is to integrate cryptocurren-
cies into the current legislation of Ukraine by
adopting a separate law and amending a number
of regulations.
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Participation of self-regulatory organiza-
tions of the cryptocurrency market in state reg-
ulation to secure their legal status and partic-
ipate in co-regulation may also be an effective
option for regulating relations with regard to
cryptocurrencies and controlling their use. In
addition, an important role can be played by
acts of a recommendatory nature for partici-
pants in the cryptocurrency market (especially
ordinary consumers as their most vulnerable
category), adopted by the authorized bodies
with the participation of these self-regula-
tory organizations, which should help protect
the interests of such persons in difficult rela-
tionships (Vinnyk, Popovych, Derevianko,
2022, p. 189). To enable the regulation of cryp-
tocurrency circulation and the recognition of its
legal status, it is necessary to develop a common
position among government agencies. The NBU
should find a common language with the Minis-
try of Finance of Ukraine, the State Fiscal Ser-
vice of Ukraine, the State Financial Monitoring
Service, the National Securities and Stock Mar-
ket Commission, and the National Commission
for the State Regulation of Financial Services
Markets (Mandryk and Moroz, 2019, p. 69).
Once a common strategy has been determined,
the first step is to determine the legal status
of cryptocurrency. Cryptocurrencies are differ-
ent from traditional assets, so it is not possible
to unambiguously classify them as a particular
object of civil rights. Cryptocurrencies have
a complex digital nature, and this does not allow
them to be unambiguously recognized as either
money, currency, means of payment of another
country, currency value, electronic money, secu-
rities or a monetary surrogate.

Today, there are thousands of types of cryp-
tocurrencies (more than 5000 according to
major websites). But there are 10 leading cryp-
tocurrencies that account for almost 90%
of the total market capitalization. At the same
time, Bitcoin alone accounts for 59% of the total
market capitalization of these leading curren-
cies (Bagshaw, 2019). And the vast majority
of cryptocurrencies are not fully used, are not in
demand, and are considered irrelevant (Naka-
moto, p. 1). There is no stable cryptocurrency,
so the list of leading cryptocurrencies is chang-
ing. The reason is that the relevance of one or
another type is influenced by many different
factors, so it is important to control the vol-
atility of cryptocurrencies in general. While
the average daily volatility of fiat money usu-
ally does not exceed 3-4%, cryptocurrencies
are subject to exchange rate fluctuations within
20%, sometimes they reach up to 50%, and in
some cases, the exchange rate deviation exceeds
100% during the day (Coin Market Cap web-
site). Ukraine has a stable position in the global

crypto community and is one of the leading
countries in the development of the crypto
economy. One of the current projects imple-
mented is based on blockchain technology.
The non-governmental organization “Bitcoin
Foundation Ukraine” is a powerful cryptocur-
rency community that believes that Ukraine
is among the top 10 countries in the world in
terms of the number of bitcoin holders.

4. Possibility of regulating relations with
cryptocurrency using foreign experience

It goes without saying that cryptocurren-
cies have great potential provided by cryptog-
raphy. Therefore, in order to develop and real-
ize this potential, it is necessary to increase
the level of trust, effectively scale the busi-
ness and establish interaction with regulatory
authorities (Ilchenko, 2022, p. 195). That is,
to create a friendly environment between
the interacting authorities. Appropriate legisla-
tive regulation of the circulation and definition
of the legal status of cryptocurrencies is needed.
Currently, there are no relevant clear recommen-
dations from methodological bodies in the legal,
accounting, and taxation spheres, so these issues
cannot be resolved immediately. First, it is nec-
essary to analyze foreign experience and imple-
ment it in our country. Legal uncertainty is
the main problem. It is an opportunity for abuse
and a brake on the country’s development.
Today, participants in cryptocurrency transac-
tions are unfortunately unprotected in the legal
sense. After all, the civil and administrative law
system lacks a proper working legal framework
for considering such cases in court. At the same
time, the state does not receive possible addi-
tional budget revenues, there are difficulties
with taxation and accounting of transactions,
tax evasion and abuse by unscrupulous regula-
tory authorities. These are the main examples
of what happens in the absence of a working
legal framework. Therefore, domestic lawmak-
ers, regulators, and scientists need to more
actively analyze the experience of other coun-
tries, study the scientific work of Western
colleagues, and conduct their own research
and apply it in practice.

An analysis of the international practice
of legal regulation of cryptocurrency circulation
provides sufficient evidence to state that such
regulation is relevant and necessary for modern
states. After all, the unregulated nature of such
processes does not hinder the cryptocurrency
business, but leaves the state without addi-
tional budget revenues and a promising plat-
form for investment and slows down the devel-
opment of the economy in the state. Therefore,
we believe that the state needs to implement
the following aspects in order to effectively reg-
ulate this issue:
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— to analyze and identify mechanisms to
minimize the risks associated with crypto-
currency transactions, in particular, to bring
the regulation of these transactions in line with
the legislation on combating money laundering
and terrorism financing;

— to establish and determine whether cryp-
tocurrency corresponds to any of the categories
that have already been enshrined in national
legislation;

— to decide specifically whether to define
cryptocurrency as a legal tender or to give it
only certain functions;

— develop a clear mechanism for taxation
of cryptocurrency transactions with amend-
ments to national tax legislation, taking into
account the effective practice of European
countries;

— establish and resolve the issue of licensing
the cryptocurrency business, namely the activ-
ities of cryptocurrency exchanges and compa-
nies (Diadyk, 2020, p. 268). After the successful
implementation of all these aspects, a mechanism
for legislative regulation of cryptocurrencies
will be formed. It is necessary to form a general
state approach to the cryptocurrency market,
which will provide a great opportunity for crypto
exchanges to operate and conduct relevant trans-
actions unrestrictedly and officially.

At present, the National Bank of Ukraine
has imposed restrictions and is awaiting
the entry into force of a law to regulate the cryp-
tocurrency industry. But the state continues to
interact with the crypto industry and European
crypto exchanges (Ivakhno and Romanchuk,
2023). This makes it possible not to lose its own
experience and successfully conduct cryptocur-
rency transactions after the legal framework is
improved.

5. Conclusions

The use of virtual assets is becoming more
and more widespread in the world, which can-
not have a positive impact on the modern
economy. In our country, virtual assets have
also begun to spread rapidly. This fact has set
new challenges for the Ukrainian legislator
and the scientific community. The entry into
force of the Law of Ukraine No. 2074-IX “On
Virtual Assets” will allow us to effectively
develop and regulate the virtual asset market in
Ukraine. However, this regulatory act will only
come into force from the date of entry into force
of the Law of Ukraine “On Amendments to
the Tax Code of Ukraine on Peculiarities of Tax-
ation of Transactions with Virtual Assets”. It
can be assumed that the text of the Law “On
Virtual Assets” is no longer entirely relevant to
the market, as it was developed more than two
years ago and during this time our country has
undergone changes on the path to European
integration. Also, the modern virtual asset mar-
ket is developing dynamically and actively, but,
unfortunately, the full legalization of the virtual
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currency market has not taken place, which
is a negative factor. As a result, the processes
of taxation of income from transactions with
virtual assets remain virtually unregulated. In
our opinion, the legislative regulation of the vir-
tual assets market and the processes of taxation
of income from transactions with such assets
should be reviewed again to enable the Law
of Ukraine “On Virtual Assets” to enter into
force. It should be understood that the regula-
tion of virtual assets is a complex and lengthy
process that requires careful study and devel-
opment of the relevant legal framework. An
important task is to develop and implement reg-
ulatory mechanisms for the existence of virtual
assets. These assets become an additional source
of income for users and affect the financial sta-
bility and economic development of the state as
a whole. The Ukrainian legislation should pri-
oritize the taxation of virtual assets and actively
continue to adapt the legal norms in this area.

The creation of a common global legal
space regulating relations with cryptocurren-
cies will not only protect society from chal-
lenges and threats in this area, but will also
open up new opportunities for the develop-
ment of the digital economy. Despite numerous
attempts in Ukraine to define the legal regula-
tion of cryptocurrency circulation, this issue has
not been fully resolved. We believe that Ukraine
should be guided by the principles of cryptocur-
rency regulation established by The Financial
Action Task Force (FATF) with adaptation to
national legislation.

Thus, the analysis of the formation
and development of legal regulation of cryp-
tocurrency circulation leads to the conclusion
that although many countries already have their
own legal regulation of cryptocurrency, there is
no single legal space for regulating digital cur-
rency in the world, as only the EU develops
separate rules in the crypto sphere. We consider
the development of a unified international legal
regime and the introduction of general rules
into national legislation to be a promising solu-
tion. Future research should be aimed at devel-
oping relevant provisions, including taking into
account the provisions of foreign legislation.
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PO3BUTOK BITHOCUH Y COEPI OBITY KPUIITOBAJIIOT TA
OOPMYBAHHA BIANIOBIZITHOTO 3AKOHO/IABCTBA B YKPAIHI

Anorauis. Mema. MeTo1o cTaTTi € aHa/1i3 HODMATUBHUX 1 TPAKTUYHKX MOJI0KEHb, MiPKYBaHb i BUCHO-
BKiB HAYKOBIIIB Y YaCTUHI 06iTY KPUIITOBAMIOTH B YKPaiHi i HaflaHHst TIPOIO3UIIIN 10 HAIPSAMIB Y0CKOHa-
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JIEHHST HOPMAaTHBHOTO 3abe3nevyeH s ux mpoiiecis. Memoou docaidvcenns. JlociiKeH st BiTHOCHH i3
KPUTITOBATIOTOIO OYJIO MPOBEAEHO 3a JOMOMOTOIO 3aCTOCYBAHHS BIIOMIUX METOIIB TOCTI/UKEHHST: aHaTi3Y
Ta CHHTE3Y, METO/y TPYIyBaHHS, CUCTEMHO-(DYHKIIIOHAIBHOTO METO/LY, TOPiBHSILHO-TIPABOBOTO METOLY,
HayKoBOI abCTpaKIlii Ta iHIINX, 32 OMOMOTOIO SIKUX OYJI0 MTPOBEAEHO PO3TJISII IPABOBIAHOCKH i3 KPHUIITO-
BAJTIOTOI0, 3pOOJIEHO BICHOBKH 1 TpOTIo3uIlii. Pe3yasmamu. Y cTaTTi OKa3aHO, MO B PABOBOMY MOJI TIie
He CTBOPEHO HOPMATHBHO-IIPABOBOI 0a3u /IS PErYJIIOBAHHS BIJIHOCKH i3 KPUIITOBAIIOTOW, a Tomy B HBY
Ta iHIMMX (hiHAHCOBUX YCTAHOBAX TIEPEBAKAE CyTEPEUINBe Ta CYMHIBHE CTaBJIEHHS /10 HOBAIIiii TPOIIOBO-
1o 00iry. 3aKoHH, 1O TPUAMATUMYThCSI B YKpaiHi, Oy/yTh HallpaBJIeH] Ha JIerajisallilo Ta peryJioBaHHs
BIIHOCHH i3 KPUIITOBAJIIOTOIO Ta MATUMYTh IO3UTUBHUI BILIUB Ha MOKasHUKY JepskOoKery. Kpurrosa-
JIOTA B CYYaCHUX YMOBAX €KOHOMIYHOTO PO3BHUTKY HaOyJia 3HAYEHHsI BArOMOTO aKTUBY (Di3MUHUX, I0PH-
JIMYHUX 0cib Ta JIepsKaBHUX OpraHiB. BUKopucTaHHs KpunToBamoT y (piHaHCOBOMY 00iry MOKasye crasy
TEH/IEHIIII0 JI0 3DOCTAHHS Ta JI0Bipy KopucTyBadiB. BUCHOBKU. 3BepHyTO yBary, 1o B iHGopmaliitHoMy
CYCITJIBCTBI CTPIMKO 3POCTA€ POJIb IPABOBOTO PEryJIIOBAHHS MPOIECIB i3 3acTOCYBaHHS I(PPOBUX TeEX-
HoJtoriit. Take perymoBatHs Mae OyTu epeKTUBHUM 3 PisHUX OOKIB Ta BIAIIOBIAATH CyYaCHUM BUKJIMKAM
i3arposam. HaBeieHo iucKy CiitHi X011 /1Jist PO3YMIHHSI CYTHOCTI KPUIITOBAJIIOTH Ta IPOOJIEM IIPABOBO-
o peryJioBanHs ii 06iry. Po3riisiHyTo eTarny cTaHOBJIEHHS IPABOBOTO PEryJIIOBAHHs 00Iry KPUIITOBATIOTH
B Ykpaini. [IpoaHasizoBaHO 3aKOHOAABCTBO, siKe 0YJI0 PO3POOJIEHO Ta IPUITHATO B YKpaiHi. 3arponoHo-
BAHO Pi3Hi [PABOBI MIAXO/U 10 PO3YMIHHS CYTHOCTI KpUnToBaoTH. KOHKpeTu30BaHO HasiBHI pobiieMu
MPABOBOTO PEryJIIOBaHHs 06iry KPUTITOBATIOTH B 3aKOHOAABCTBI YKpaiHK Ta MOPIBHIHO 1X i3 MPaKTHKOIO
iHIMX KpaiH. 3BEPHEHO yBary, 10 TOIIYK HaiieheKTUBHINIOr0 IPABOBOTO PETyJIIOBAHHS BiJIHOCHH i3
KPHIITOBATIOTOIO TTOB I3aHUIT K 31 CTBOPEHHSM ONTUMAJIBHOTO HPABOBOTO M0OJIs, TAK i 3 PO3BUTKOM KPHUII-
TOBAMIOTHOIO Gi3Hecy i AeleHTpaizalieio 00iry KpUnToBaaioT. Y CTaTTi 0OXapakTepu3oBaHo popMyBaH-
HS1 MIXKHAPO/THO-TIPABOBOTO PEKUMY KPHIITOBATIOTH, HA/IAHO OIIIHKY PU3UKaM, PEKOMEH/IOBAHO CTBOPEH-
HS €IMHOTO Mi’KHAPO/IHO-IIPABOBOTO M0JI4, 1O PETYJIOE BiiHOCUHK Y KpuiTocdepi. OKpeMo BU3HAUEHO
HalpsamMu po30yA0BU PUHKY BIPTYaJbHUX aKTUBIB B YKpaiHi Ta BUCBIT/IEHO 3aKOHOABYI IHILIATHBY Jes-
KUX 3apyOiKHUX JIepsKaB I10/I0 CTBOPEHHST HAI[IOHAJIbHIX IIM(POBUX BATIOT. YTOUHEHO 3arPO3U Ta PUSUKH
BUKOPUCTAHHS BIPTyaJbHUX aKTUBIB, 30KpeMa KPUIITOBAJIOT, OKPECJIEHO 3aralbHOCBITOBI TEHJEHIIT iX
PO3BUTKY, 3alPOIIOHOBAHO HATIPAME BIOCKOHAJTIEHHS 3aKOHOABYOTO 3abe3nedeHHst 00iry BipTyaabHUX
AKTHUBIB B YKpaiHM.

Kio4oBi coBa: KpuntoBasiora, BipTyajibHi akTHBHY, GITKOIH, €JeKTPOHHI TPOIII, IPaBOBe PeryJo-
BaHHs, TOCTIONAPChKA MisimbHicTh, [lBipHMIT Komeke Yrpainu, [ocnomapepkmii kogexe Yrpainu, [Togat-
KOBHUI KOIEKC YKpaiHu, «MaiHiHT» KPUTITOBATIOTH, KpUtiTocdepa.
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RESEARCH STATUS OF REGULATORY ISSUES
OF ATYPICAL FORMS OF EMPLOYMENT IN UKRAINE

Abstract. Purpose. The purpose of the article is to study the regulatory issues of atypical forms
of employment in Ukraine. Results. The article analyses the scientific perspectives of scholars who have
studied the issue of atypical forms of employment in their works. It is stated that the study of the problem
of regulatory framework for atypical forms of employment in Ukraine is rather fragmentary, which cannot
be regarded sufficient for its consideration as a complex socio-economic phenomenon. Social processes that
influence the spread of atypical forms of employment cover most developed countries, and in Ukraine they are
evolving somewhat slower than in the EU due to certain differences in socio-economic advancement. Moreover,
the regulatory framework for atypical forms of employment in Ukraine does not keep pace with the modern
needs of society in this field. In addition, the emergence and development of atypical forms of employment
reveal a significant number of problems and shortcomings, the causes, consequences and ways to overcome
thereof have become the subject of research by domestic scientists. Conclusions. It is concluded that, given
the significant growth in the popularity of atypical forms of employment, scholars paid considerable attention
to the theoretical aspects of the development of this institution, in particular, its impact on the advancement
of the labour market has been actively studied, moreover, many researchers, when considering the regulatory
framework for atypical forms of employment, focus only on certain types of employment, such as: remote
work, home-based work, etc. It has been determined that in most studies, the authors underline the positive
and negative consequences of the spread of atypical forms of employment in Ukraine. Moreover, the significant
interest of employers in using atypical employment is emphasised. Special attention is also paid to the issue
of economic benefits from the use of labour of such employees. When determining ways to harmonise the interests
of employees and employers, scholars focus on strengthening the role of labour law in regulating atypical forms
of employment both by the current Labour Code and the future Labour Code.

Key words: research, regulatory framework, atypical employment, legislation.

1. Introduction

Social processes that influence the spread
of atypical forms of employment cover most
developed countries, and in Ukraine they are
developing somewhat slower than in the EU,
due to certain differences in socio-economic
development. Moreover, the regulatory frame-
work for atypical forms of employment in
Ukraine does not keep pace with the mod-
ern needs of society in this field. In addition,
the emergence and development of atypical
forms of employment reveal a significant num-
ber of problems and shortcomings, the causes,
consequences and ways to overcome thereof
have become the subject of research by domes-
tic scientists.

Some problematic issues related to the reg-
ulatory framework for atypical forms of employ-
ment are considered in the scientific works by:
S.V. Vyshnovetska, O.F. Melnychuk, M.O. Mel-

© 0. Husarov, 2023

nychuk, O.E. Kostiuchenko, .M. Pavlichenko,
O.S. Prylypko, O.H. Sereda, S.O. Silchenko,
V.O. Shvets and many others. However, despite
a large number of scientific achievements,
there are still many problems that need to be
addressed in the field of regulatory framework
for atypical forms of employment in Ukraine.

As a result, the purpose of the article is to
assess the research status of the regulatory issues
of atypical forms of employment in Ukraine.

2.  Specifics of atypical forms
of employment

The scientific work by O.S. Prylypko is one
of the first to study atypical forms of employ-
ment in the context of the nature and content
of non-standard employment contracts. In
her dissertation on the legal nature and con-
tent of non-standard employment contracts,
the author analyses the issue of determining
the flexibility of the regulatory framework for
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labour relations, which plays an important role
in the development of modern labour law. The
researcher determines that increased flexibility
contributes to the emergence of new atypical
labour relations, new atypical forms of employ-
ment and new non-standard types of employ-
ment contracts. Flexibility is considered as
an effective element of labour market regulation
in the context of strengthening the protection
of employees’ rights. The author defines the con-
cept of “non-standard employment”, according
to which the latter is revealed as an employee’s
activity which differs in its regulatory mech-
anism, working hours of the person, his/her
workplace and deviations from the standard
rules contained in labour law. O.S. Prylypko
emphasises that the main distinguishing fea-
ture of employees working under a borrowed
labour contract from ordinary employees is that
under an employment contract for borrowed
labour, an employee enters into an employ-
ment contract with an employment agency
and undertakes to perform his/her labour func-
tion in favour of another person or organisation
(user organisation), which shall be specified in
the employment contract (Prylypko, 2014).
The researcher underlines the reason for atyp-
ical forms of employment, namely the flexibil-
ity of the labour market due to various factors,
and analyses certain types of atypical forms
of employment, in particular borrowed labour.
The issues of specificity of labour contracts
in non-standard forms of employment are
addressed in the dissertation of B.A. Rymar.
The author argues that further regulatory
framework for fixed-term employment con-
tracts should establish additional cases of their
possible application and specifying the rights
and obligations of the parties to such contracts.
The dissertation analyses the foreign experi-
ence of application of teleworker (e-worker)
employment contracts and the prospects for
using this type of home-based work in national
legal practice. When considering a borrowed
labour agreement, the author emphasises that it
is the basis for a complex tripartite legal rela-
tionship between a leasing agency, an employee
and a user enterprise, which is regulated by
labour, civil, administrative and social secu-
rity law. The researcher examines the legal
nature of the leasing (borrowed) labour agree-
ment and notes that the agreement between
the leasing agency and the user enterprise has
a civil law nature, although it imposes certain
labour obligations on the user enterprise. The
author emphasises the need to abolish the state
monopoly on employment services and legalise
private paid employment agencies, abandon
excessive restriction of certain labour law insti-
tutions, legitimise more new types of employ-
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ment contracts, including atypical, and give
the parties greater freedom to conclude, amend
and terminate collective and individual con-
tracts and agreements (Rymar, 2009). The
author focuses on the inclusion of atypical forms
of employment contracts which correspond to
the forms of employment into the spectrum reg-
ulated by the labour law.

A considerable number of works study cer-
tain forms of atypical employment and issues
of their regulatory framework. For example,
0. Kostiuchenko pays attention to out-staffing
as a form that should be used for highly skilled
jobs and creative, intellectual labour, which
has such socio-economic properties that affect
the reduction of transaction costs of employ-
ment: a) reduced risks in labour organisation,
working time costs and reduced labour produc-
tivity by transferring them to the contractor;
b) reduced financial burden on the employ-
er’s payroll; ¢) avoidance of time and money
costs of obtaining licences (permits) to carry
out the relevant work; d) avoiding the costs
of employing foreign specialists in Ukraine,
which facilitates the mobility of business enti-
ties, including foreign experts and other highly
qualified specialists; e) exemption of the business
entity (entrepreneur-customer) from the need
to provide a workplace for a specialist in accord-
ance with regulatory requirements, and thus,
reduction of labour protection costs (Kosti-
uchenko, 2012). A similar problem is addressed
in the work by LV. Lahutina, who examines
the risks of standard forms of employment such
as outsourcing and out-staffing. The author
notes that out-staffing differs from outsourc-
ing in the attitude of the service customer to
the staff performing the work. In out-stafling,
the staffis directly subordinated to the recipient,
and the contractor’s task is to select employees
who meet the specified characteristics and enter
into an employment relationship with them
(Lahutina, 2014).

3. Problems of the regulatory framework
for atypical forms of employment

The literature review underlines the prob-
lems of regulatory framework for the remote
form of employment. O.H. Sereda, emphasising
the need to improve the regulatory framework
for remote employment, describes a remote
worker as a person who performs work with-
out entering into a long-term contract with
an employer, hired only to perform a certain
list of works (freelance worker). A modern
remote worker is virtually any specialist who
works outside the company’s permanent staff
and without a long-term employment contract
(Sereda, 2014). S.O. Silchenko and D.A. Sier-
bina emphasise the need for a clear distinc-
tion between remote and home-based work.



5/2023
LABOR LAW

Unlike the work of home-based workers related
to the production of goods or the provision
of household services, remote work is possible
almost wherever intellectual labour or commu-
nication between people is used. Furthermore,
of course, such work is impossible without
the use of information and communication tech-
nologies and appropriate equipment (Silchenko,
Sierbina, 2021).

In their works, these researchers examine
the essence of the forms of atypical employ-
ment chosen by them for the study (primarily
in the context of socio-economic significance),
the problems arising in connection with their
implementation, and note the need to improve
the regulatory framework for problematic
issues. Plenty of scientific publications consider
the consequences of the spread of atypical forms
of employment.

For example, .M. Novak studies both
positive and negative features of atypical
forms of employment as social innovations
in the labour market, such as: engaged (bor-
rowed) labour, flexible employment and trans-
formation of labour relations, in the sense
of replacing labour relations with civil ones.
The author considers the following as positive
results of the introduction of innovative forms
of employment for employees: an increase in
the level of virtual labour mobility, which
removes restrictions related to the place
of physical location and allows for greater
access to labour markets and the scope of labour
efforts; the ability to combine work with
study and other useful activities (volunteer
work, childcare, solving family problems, etc.)
through flexible forms of employment. Never-
theless, the researcher emphasises that workers
employed on the terms of non-standard employ-
ment face problems such as the lack of a perma-
nent job and an increased risk of unemploy-
ment; deterioration in employment conditions,
remuneration and safety in the workplace,
non-compliance with and/or loss of labour
rights and guarantees; loss of pension and other
social benefits, guarantees and compensation
of an industry-specific nature; lack of the right
to receive insurance compensation in the system
of compulsory state social insurance (unemploy-
ment benefits, temporary disability payments
and payments in connection with an industrial
accident) (Novak, 2016).

According to S.H. Rudakova, N.S. Danile-
vych and L.V. Shchetinina, along with the pos-
itive aspects of flexible forms of employment
and working hours, there are a significant num-
ber of negative aspects, such as: difficulties in
organising labour when developing shift sched-
ules; part-time workers are usually less adapted
in production teams than those working on

a traditional schedule; the use of compressed
working hours often leads to increased fatigue;
the need for enterprises to use appropriate
means of recording the time worked (Rudakova,
Danylevych, Shchetinina, 2013).

O.Yu. Hulevych, defining remote work as
work at a distance performed with the help
of information and communication technologies,
argues thatit has both positive and negative con-
sequences. According to O.Yu. Hulevych, posi-
tive attributes include: free choice of working
hours; a calm working environment; the ability
to solve family problems, including childcare;
reducing the likelihood of conflicts with col-
leagues and /or management; lack of direct con-
trol over the employee’s activities; and reduced
costs and time spent commuting. Negative con-
sequences are: “self-exploitation” (lack of com-
pensation for night work); delayed work in case
of illness or forced work despite being ill, as well
as problematic replacement in case of illness;
limited ability to use the right to parental leave
in case of illness of children; loss of connections
with work colleagues; inability to participate in
the daily life of the company; lack of guarantees
of proper working conditions; limited possi-
bility of inspection of the workplace by safety
specialists, as well as the possibility of damage
to equipment or software, unauthorised access
to information; interference with personal life
(Hulevych, 2010). It seems that a significant
number of the listed disadvantages are evalua-
tive and depend on the specific living conditions
of the employee.

With regard to freelancing as an atypical
form of employment, L.F Lieskova identifies
the following advantages for employers: the abil-
ity to pay only for the work performed, not for
the hours spent at the workplace; the ability to
attract higher-class specialists from different
regions; the ability to save on expensive office
space; no need to provide social guarantees, pay
for holidays and sick leave; the ability to mini-
mise paperwork and reporting; the ability to
refuse to continue cooperation with a freelancer
at any time, which is easier than dismissing a full-
time employee and requires certain grounds
and more complex legal procedures. The author
identifies the following as problems (disadvan-
tages) in freelance work: not always guaranteed
payment for the work performed; instability
of income; lack of a social package; the need to
keep accounting and pay taxes on one’s own;
not always suitable offers; additional workplace
costs; possible problems with satisfying con-
sumer credit orders; illusory opportunities for
quality career growth. Meanwhile, the researcher
calls the inability to control the process of work
performance the only problem (disadvantage) in
the employer’s activities (Lieskova, 2017).
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T.V. Shlapko and E.A. Polianska, consid-
ering the problems of the regulatory frame-
work for atypical forms of employment in view
of the rapid spread of atypical forms of employ-
ment, rightly emphasise the need to adapt
legislation to modern conditions, allowing
for international experience and specificities
of work and labour relations, to provide a clear
definition of remote employment, to define
the form of the contract for such employment,
its content, working hours and rest periods,
and the mechanism for regulating and con-
trolling such labour relations (Shlapko, Polian-
ska, 2018).

4. Conclusions

Therefore, this research enables to conclude:
first, given the significant growth in the popu-
larity of atypical forms of employment, scholars
have scientists focused considerable attention
on the theoretical aspects of the development
of this institution, in particular, its impact on
the development of the labour market has been
actively studied; second, a significant number
of researchers, when considering the regulatory
framework for atypical forms of employment,
focus only on certain types of employment, such
as: remote work, home-based work, etc.; third,
in most studies, the authors underline the pos-
itive and negative consequences of the spread
of atypical forms of employment in Ukraine.
Moreover, the significant interest of employ-
ers in using atypical employment is empha-
sised. Special attention is also paid to the issue
of economic benefits from the use of labour
of such employees; fourth, when determining
ways to harmonise the interests of employees
and employers, scholars focus on strengthen-
ing the role of labour law in regulating atyp-
ical forms of employment both by the current
Labour Code and the future Labour Code.

Thus, it should be noted that the study
of the problem of regulatory framework for
atypical forms of employment in Ukraine is
rather fragmentary, which cannot be consid-
ered sufficient for its consideration as a complex
socio-economic phenomenon.
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CTAH JOCIIGKEHHA ITPOBJIEMHA ITPABOBOTI'O PETYJIIOBAHHSA
HETUIIOBUX ®OPM 3AMTHATOCTI HACEJIEHHS B YKPAIHI

Anoraiis. Mema. Meta cTaTTi OJISITa€ B OCIIIPKEHHI TIPOGJIEMHU PABOBOTO PErYJIIOBAHHS HETHITO-
BUX (hOpM 3aITHATOCTI HacesleHHS B YKpaini. Pe3yasmamu. Y ctaTTi 3/1ifiCHEHO aHATi3 HAYKOBUX TOTJIS-
JIiB yUeHUX, SIKi y CBOIX IPAISX TOCHIKYBaIU mpobieMy HeTuroBux Gopum 3aiiusrocti. KoncratoBaso,
10 ZIOCJIi/PKEHHST TPOOJIEMH IPABOBOTO PETYJIIOBAHHS HETUIOBUX (OPM 3ailHSTOCTI HACENEHHS B YKpa-
iHi € s10BOJII (hparMeHTapHKUM, TITO He MOKE BBAKATUCS TOCTATHIM JIJIST FIOTO POSIJISIY SIK KOMIIJIEKCHOTO
CoIliasIbHO-eKOHOMIYHOTO siBuia. CycHisibHi Ipoliecy, 110 BIIMBAIOTH HA TOMMPEHHS HETUIOBUX (DOPM
3aiTHATOCTI, OXOIUTIOIOT OITBIMTICTh PO3BUHYTHX JE€P/KAB CBITY, MPUUYOMY B YKpaiHi BOHI HabyBaiOTh PO3-
BUTKY /IEIIO MOBiJIbHiIIE B TOPiBHsIHHI 3 KpaiHamn €C, 1110 3yMOBJIEHO TI€BHOIO BiIMIHHICTIO COIiaIbHO-
€KOHOMIYHOTO PO3BUTKY. Pa3oM i3 1iuM 11paBoBe peryJiioBaHHS HETHNOBUX (hOPM 3aifHATOCTI B YKpaiHi
CYTTEBO BIJICTAE Bijl CydyacHUX HOTped CycHiabeTBa B Wil cdepi. OKpiM TOro, BAHMKHEHHS Ta PO3BUTOK
HETUNOBUX (HOPM 3alHATOCTI BUSBUIIO 3HAYHY KIIBKICTD IPOOJIEM i HEIOIKIB, IPUUMHI HACJTIIKY Ta IS~
XU MOJOJIAHHSE SIKUX CTAIN 00’ €KTOM J0CIKEHHS] HAYKOBUX PO3POOOK BiTUM3HAHWX yueHuX. Bucnoexu.
3po6JIeHo BUCHOBOK, IO 3 OTJISALY Ha 3HAYHUIT PICT TOMYIAPHOCTI HETUTTOBUX (DOPM 3aiiHATOCTI HAYKOBIII
JIOCUTH GArato yBaru HPUALIMIN TEOPETHUHUM ACIIEKTaM PO3BUTKY JAHOTO IHCTUTYTY, 30KPEMa aKTHB-
HO BUBYAJIM HOTO BILIMB HA PO3BUTOK PUHKY IIpaili, a TAKOXK 3HAYHA KiJIbKICTb MOCJIHUKIB Y PO3TJISIL
IIPABOBOTO PETYJIOBAHHS HETUIOBUX (hOPM 3aiHATOCTI aKIEHTYIOTb yBary JIMile Ha OKPeMHUX ii Bujax,
30KpeMa JMCTaHIINHII poboTi, HamoMHil npari Tomo. Busnadeno, mo B nepeBaxHill GiabpImocTi 10CTi-
JKEHb aBTOPH 3BEPTAIOTh yBary Ha MO3UTUBHI Ta HEraTUBHI HACJIIKYM NOMIUPEHHS B YKPaiHU HETUTIOBUX
(dhopM 3ailHATOCTI. AKIIEHTOBAHO caMe Ha 3HauHiii 3allikaBaeHoCTi poGOTOAABIIIB Y BUKOPUCTAHHI HETUIIO-
BOI 3alHATOCTI. BUCBIT/IEHO TaKOK MTUTaHHS €KOHOMIYHIX TI€PEBar BiJl BAKOPUCTAHHS TIPAlli TAaKUX Mpa-
IIBHUKIB, KPIM TOTO, BU3HAYAIOYH IIIXK TapMOHisanii iHTepeciB mpamiBHuKiB i po60TOAABIIIB, HAYKOBII
3BEPTAIOTDH YBAry Ha MOCHUJIECHHS POJIi HOPM TPY/I0BOTO IIPaBa y PeryJioBaHHI INTaHb HETUIIOBUX (HOPM
3aiiHsTocTi ik unHHIM KoIeKcoM 3aKOHIB Ipo mpaiiio Ykpaidu, Tak i MaitbyTHiM TpynoBuM KogeKcoM.

KumouoBi croBa: 10c1i/IsKeHHS, TIPABOBE PEryJIIOBaHHS, HETUIIOBA 3alIHATICTD, IIPABOBE PEryJIIOBAHHS,
3aKOHO/IABCTBO.
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THE PRACTICE OF THE EUROPEAN COURT

OF HUMAN RIGHTS REGARDING THE CRITERIA
FOR THE LAWFULNESS OF INTERFERENCE
WITH LAND OWNERSHIP

Abstract. Purpose. The study aims to analyze and systematize the criteria used by the European
Court of Human Rights to assess the lawfulness of interference with a human right to peaceful enjoyment
of their land. Research methods. The study was conducted using general scientific and specialized methods
of scientific inquiry. Results. The main doctrinal and judicial approaches to the criteria for the lawfulness
of interference with land ownership rights have been analyzed. The components of all three criteria, namely,
lawfulness, pursuit of a legitimate aim, and proportionality, were examined. Requirements for the quality
of the law, predictability, and accessibility were explored. The legal positions of the European Court
of Human Rights on the aforementioned issues were arranged, involving the definition of the category
of publicinterests, which national authorities tailor to the specific needs of a particular society. Considering
the broad discretion of national authorities in determining the content of public interests, the main
components assessed by the Court when evaluating the satisfaction of the “proportionality” criterion were
also indicated, including the provision of adequate compensation and the maintenance of a fair balance
between potentially broad public interests and the interests of an individual, who cannot bear an excessive
burden. The procedural factors which the European Court of Human Rights regards when deciding
on violation of the proportionality criterion were analyzed. Conclusions. The criteria for lawfulness
constitute an effective mechanism for protecting land ownership rights in Ukraine. The criteria developed
by the European Court of Human Rights guarantee a wide range of rights and mechanisms for their
protection, which need to be further studied and implemented in practice. Ukrainian courts and public
administration should undertake systematic efforts to implement and adhere to the aforementioned
criteria and standards when resolving land disputes or regulating land legal relations in order to minimize
potential complaints against Ukraine to the European Court of Human Rights and raise the standards
of land rights protection in Ukraine.

Key words: practice of European Court of Human Rights, criteria of lawfulness, deprivation of land,
public interests, proportionality, source of land law.

1. Introduction

An individual’s right to own property is
fundamental, and its proper regulation and pro-
tection are critical for the development of both
the individual and society and the state as
awhole. Ukrainian legislation provides for a set
of criteria for the legitimacy of interference with
the right to own land.

However, given that under Art. 17
of the Law of Ukraine “On Execution of Judg-
ments and Application of Practice of the Euro-
pean Court of Human Rights”, the practice
of the European Court of Human Rights (here-
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inafter referred to as the “ECtHR”, the “Court”)
and the European Commission of Human Rights
is a source of law in Ukraine, a detailed study
of the legal positions of the Court on the crite-
ria for the lawfulness of interference with land
ownership is crucial (The Law of Ukraine
“On Execution of Judgments and Application
of Practice of the European Court of Human
Rights”). Courts and public administration are
obliged to follow these legal positions when
resolving land disputes or regulating land legal
relations. The topic’s relevance is also acute due
to the lack of proper systematization of knowl-
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edge and analysis of specific legal decisions
of the ECtHR.

A scientific study of the ECtHR practice as
a source of land law of Ukraine as a whole or cri-
teria for the lawfulness of interference with land
ownership was carried out by such scientists as
Antoniuk O.I., Blazhivska N., Kovalenko T.O.,
Miroshnichenko A.M., Sannikov D.V. Falk-
ovskyi A.O., and Yurchyshyn V.D.

The purpose of the article is to study
the main criteria used by the Court, examine
specific judgments, and formulate practical
advice on the application of the relevant legal
positions in resolving court disputes.

2. The ECtHR criteria for the lawfulness
of interference with property rights

Inorderto properly determine the criteria for
the lawfulness of interference with the individu-
al’s right of land ownership used by the ECtHR,
it is necessary, first of all, to refer to the primary
source followed by the Court in resolving dis-
putes, namely, the Convention for the Pro-
tection of Human Rights and Fundamental
Freedoms (hereinafter referred to as the “Con-
vention”, “ECHR”). According to Art. 1 of Pro-
tocol No. 1 to the Convention, a person may be
deprived of his possessions except:

— in the public interest;

— subject to the conditions provided for by
law and by the general principles of interna-
tional law.

The same Article of Protocol No. 1 to
the Convention also stipulates that a State
may enforce such laws as it deems necessary
to control the use of property in accordance
with the general interest or to secure the pay-
ment of taxes or other contributions or penal-
ties (Convention for the Protection of Human
Rights and Fundamental Freedoms). From
the above, it can be concluded that the Conven-
tion distinguishes two criteria for the lawfulness
of interference with the right to peaceful pos-
session of one’s property: legality and the imple-
mentation of such interference in the public
interests.

At the same time, the European Court
of Human Rights, in the process of interpret-
ing the Convention when resolving disputes,
sometimes goes beyond the original provisions
of the Convention and creates additional rules
that the contracting states are actually obliged
to comply with. Sabodash R. B. drew such
a conclusion noting: “the content of the Court’s
judgments indicates that although its interpre-
tation of the Convention does not establish new
norms of the Convention, new conduct rules
for the States Parties are often created” (Sab-
odash, 2013, p. 141). The alike was mentioned
by the scientist Ivanytskyi A. “the Court’s
practice defines and explains the provisions

of the Convention and its protocols in practice”
(Ivanytskyi, 2020, p. 26).

A similar situation arose during the inter-
pretation of the criteria for the legitimacy
of interference with the right to peaceful pos-
session of property since the Court, in its judg-
ments, specified these criteria and expanded
their content. Thus, there are usually three cri-
teria for the legitimacy of an interference:

— complies with the principle of lawfulness;

— pursues a legitimate aim;

— meets the criterion of proportionality.

Scientists Kaletnik H. M. and Opolska N. M.
also came to a similar “three-stage test” in their
work (Kaletnik, Opolska, 2021). At the same
time, it should be noted that in many cases before
the ECtHR, it was sufficient for the Court to
identify a violation of the criterion of lawfulness
or to establish that the interference did not pur-
sue a legitimate goal in order to recognize such
interference as a violation of the right guaran-
teed by the Convention (Guide on Article 1
of Protocol No. 1 — Protection of property, p.
20). Therefore, the Court does not necessarily
analyze the criterion of proportionality, as, for
example, happened in the case of Simonyan v.
Armenia (Case of Simonyan v. Armenia, 2016).

3. Interference under the law (the principle
of lawfulness)

Although the rule of law is one of the funda-
mental principles of the legal system and a dem-
ocratic state, the ECtHR has repeatedly empha-
sized in its practice that interference with
the peaceful possession of a person’s land should
be legal.

However, when resolving disputes, the Court
was not limited to just mention of the principle.
Thus, for example, following the judgment as
of June 2, 2014, in the case of East/West Alli-
ance Limited v. Ukraine, the Court interpreted
the principle of lawfulness within the meaning
of the Convention. According to the Court’s
position, only interference that is carried out
in “compliance with the relevant provisions
of domestic law and compatibility with the rule
of law, which includes freedom from arbitrari-
ness”, can be lawful (Case of East/West Alliance
Limited v. Ukraine, 2014).

The Court reached a similar conclusion in
the judgment as of October 25,2012, in the case
of Vistins and Perepjolkins v. Latvia., which
concerned the expropriation of land: the Court
noted that the existence in national law of a legal
basis for interference with property rights is not
yet a guarantee that such interference does not
violate the provisions of the Convention. It
stressed that the law should be of high quality,
namely “it should be compatible with the rule
of law and should provide guarantees against
arbitrariness.” Moreover, in the same case,
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the ECtHR established that such a law should
not always apply exclusively to any subject
of legal relations. Some laws related to interfer-
ence with the right of peaceful possession may
provide for special conditions for one or more
persons (Case of Vistin$ and Perepjolkins v.
Latvia, 2012).

In other cases, the Court also held that
the legal rules interference is based on must be
“reasonably accessible, precise, and foreseeable
in their application”. In particular, the Court
reached that conclusion in the case of Gui-
so-Gallisay v. Italy (Case of Guiso-Gallisay v.
Italy, 2009).

On top of that, the “foreseeability” of leg-
islation can be attained even if a person needs
legal aid to comply with certain rules and proce-
dures or predict the consequences of his actions.
In the judgment as of February 14, 2017,
in the case of Lekic v. Slovenia, the ECtHR
stated that the law can be recognized as fore-
seeable even if legal assistance is required for
the analysis. Legal aid can be crucial for persons
involved in some professional or commercial
activity since “they carefully assess the risks
that such activity entails” (Case of Lekic v. Slo-
venia, 2017). In fact, this provision complicates
the situation for farmers or other persons who
use their land plots for commercial rather than
personal purposes, as the threshold for compli-
ance with the foreseeability of legislation when
interfering with a person’s right to land is lower.

The case of Nesic v. Montenegro is an exam-
ple an example of legislation that the ECtHR
may consider unforeseeable. In a judgment
as of 9 September 2020, the Court found that
the State had deprived the applicant of own-
ership of several of his land plots in the coastal
zone. The lawful owner lost the right to such
plots due to the entry into force of laws under
which the concerned land had become state
property. However, no formal expropriation
was carried out, and no compensation was
established for the owner. The legislation did
not enshrine the obligation of formal expro-
priation of the land plot and hence jeopardized
the applicant’s opportunity to obtain compen-
sation. Accordingly, the Court concluded that
such a state of legislation violates the princi-
ple of foreseeability of law and thus a violation
of Art. 1 of Protocol No. to the Convention
(Case of Nesic v. Montenegro, 2020).

It is worth paying meticulous attention to
the Court’s position that judicial practice must
also comply with the law in order to establish
that the principle of lawfulness is observed
when interfering with the right to peaceful
enjoyment of one’s property. Divergences in
the case-law may create legal uncertainty which
is incompatible with the requirements the rule
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of law (Guide on Article 1 of Protocol No. 1 —
Protection of property, p. 25).

A component of the lawfulness principle in
the ECtHR practice is the availability of legal
remedies for legal protection against arbitrary
interference by public authorities or other
entities with the right to peaceful enjoyment
of land. Thus, in the judgment as of February 14,
2017, in the case of Lekic v. Slovenia, the Court
pointed out that although the absence of judi-
cial control during interference with a per-
son’s right does not automatically constitute
aviolation of such a right, any interference with
the right to use property must entail procedural
guarantees that allow the person to express his
position before the authorities for the efficient
protection of his right. To this end, the Court
shall examine existing judicial and administra-
tive procedures in national law to ensure that
the principle of lawfulness is not infringed (Case
of Lekic v. Slovenia, 2017).

Such legal principles as lawfulness are basic
and fundamental; they are probably impossi-
ble to specify without using abstract categories.
Although the components of the lawfulness cri-
terion are often quite abstract, they are action-
able and consideration since they provide extra
space for the protection of individual land rights.

4. Interference in pursuit of a legitimate aim

As noted above, the second criterion
of the Convention, as well as the Court, in
assessing the lawfulness of interference with
an individual’s right to peaceful enjoyment
of his land is a legitimate goal.

Protocol No. 1 to the Convention outlines
that a person may be deprived of his possession
only in the public interest, which is a rather
abstract category, that was further specified in
the ECtHR practice. The Law of Ukraine “On
Alienation of Private Land Plots and Other
Real Estate Objects Located on Them for Pub-
lic Needs or on the Grounds of Public Neces-
sity” involves a mechanism for deprivation
of possessions for public needs/public necessity
in some cases. The ECtHR, in its practice, actu-
ally recognized a set of situations as a legitimate
goal for interfering with the property rights
of a person, as follows:

— elimination of social injustice in the hous-
ing sector;

— nationalization of specific industries;

— adoption of land and city development
plans;

— securing land in connection with
the implementation of the local development
plan;

— prevention of tax evasion;

— protection of morals;

— confiscation of monies acquired unlaw-
fully;
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— transition from a socialist to a free-market
economy;

— protection of the environment; etc.
(Guide on Article 1 of Protocol No. 1 — Protec-
tion of property, pp. 28—30).

At the same time, it is worth highlighting
that the list is not exhaustive. In its practice,
the Court holds the opinion that international
judges are not able to properly analyze pub-
lic needs in each country that is a member
of the Council of Europe, and therefore leaves
a significant space for the discretion of national
state bodies since they understand the specifics
of their state and public needs that allow inter-
ference with the property right of a person. On
top of that, even such a wide discretion should
be justified and somehow limited.

In the judgment as of 13 December 2016, in
the case of Bélané Nagy v. Hungary, the Court
indicated that the category of “public interest”
is broad. The ECtHR stressed: “it considers it
natural that the margin of appreciation avail-
able to the legislature for the implementation
of social and economic policy should be broad
and it will respect the legislature’s decision as to
what is in the “public interest”, unless that deci-
sion is manifestly unreasonable” (Case of Bel-
ane nagy v. Hungary, 2016).

Moreover, in some cases, even the trans-
fer of land from the property of one person
to the property of another private person can
be regarded as committed in accordance with
the public interest. Thus, in the decision as
of February 21, 1986, in the case of James
and Others v. the United Kingdom, the ECtHR
noted that the expression “in the public inter-
est” does not always mean that the property
should be transferred to the use of the general
public or that the community as a whole or
even a significant part of it should directly ben-
efit from interference with the property rights
of another person. Interference with the right
to peaceful enjoyment of property in order to
implement social justice policy in society can
be correctly described as “public interest”
(Case of James and Others v. the United King-
dom, 1986).

Summing up, it must be admitted that
the Court rarely recognizes the public interest
that justifies interference with the property
right as unreasonable. Although this may carry
some risks because states can abuse their discre-
tion in determining the public interest, in this
case, there are some safeguards against the arbi-
trariness of the public administration, namely,
the presence of other criteria for the lawfulness
of interference with property rights and the reac-
tion of a democratic society interested in legis-
lation’s correspondence to its values and desires.
Moreover, the ECtHR always reserves the right

to recognize certain public interests as unjusti-
fied if the above occurs.

5. Interference given the criterion of propor-
tionality

One of the limitations of the category
of “public necessity” and the last important ele-
ment of the right to peaceful enjoyment of one’s
land or other property is also the requirement
of proportionality of interference with the rel-
evant right. If interference with the property
right occurs via means that are unduly burden-
some and inconsistent with the purpose, it may
be considered unlawful.

In the case of East/West Alliance Limited
v. Ukraine, the ECtHR stressed that inter-
ference should strike a fair balance between
the interests of society and the individual
applicant and a balance could not be achieved
if “..a disproportionate and excessive burden
was imposed on the person concerned. In other
words, there must be a reasonable proportion
between the means employed and the end
sought” (Case of East/West Alliance Limited v.
Ukraine, 2014).

When hearing the case, the Court not only
establishes the existence of public interests but
also examines the extent to which these pub-
lic interests correlate with individual’s private
interests. An essential element of proportion-
ality under interference is proper compensa-
tion to the owner for it. In the case of Svitlana
Ilchenko v. Ukraine, the ECtHR stated that
“the conditions for granting compensation
under the relevant legislation are crucial for
assessing whether the contested measure main-
tains the necessary fair balance, and, in particu-
lar, whether it imposes a disproportionate bur-
den on the applicant”. In this case, the Court
examined the lawfulness of the demolition
of the applicant’s garage on the land she had
used for 20 years in order to build the territory.
The ECtHR also drew attention to the fact that
the interference with the applicant’s rights was
carried to develop housing, that is, for private
commercial gain. Although the issue of pub-
lic interest in the process of housing build-
ing was also considered, namely, the renewal
and increase in the housing stock for the pop-
ulation, the interference proportionality was
still violated due to the lack of adequate com-
pensation that would correspond to the mar-
ket value of the alienated property. As a result
of the case’s consideration, the Court, taking
into account the above factors, concluded that
the applicant’s rights guaranteed by Protocol
No. 1 to the Convention were violated (Case
of Svitlana Ilchenko v. Ukraine, 2019).

At the same time, the Court recognizes that
in some exceptional situations, interference with
property rights may be regarded proportionate
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even in the absence of compensation. In the judg-
ment as of December 9, 1994, in the case “The
Holy Monasteries v. Greece”, it holds that full
compensation is not guaranteed since the pub-
lic interest may require less compensation than
the market value of the property (Case of The
Holy Monasteries v. Greece, 1994).

The availability of compensation is not
the only factor the Court regards when examin-
ing the issue of fair balance. There are an unlim-
ited number of other factors that are taken into
account when making a final decision. It refers
to the so-called procedural factors, namely,
the availability to the applicant of procedures
that would allow challenging the interference. In
cases where the applicants do not have the pos-
sibility of effectively challenging the measure,
the Court has found that an excessive burden
was borne by them (Hentrich v France, 1994).

It is also important that the ECtHR has
examined the components of this procedure,
noting that the procedures should include
an assessment of the consequences of the expro-
priation, determination of the rights to be com-
pensated and how, cost, etc. It is also regarded
whether legislation has provided for other ways
to solve the problem, except for interference
with the individual’s property rights (Guide
on Article 1 of Protocol No. 1 — Protection
of property, pp. 32-33).

6. Conclusions

Summing up all the above, it is worth
emphasizing that the ECtHR practice is
a source of land law in Ukraine, and therefore
the legal positions of the Court should be fur-
ther analyzed, and the acquired knowledge
should be systematized for practical application.
The ECtHR practice regarding the protection
of land ownership is multifaceted and specified.

The main criteria for the legitimacy of inter-
ference with the right to peaceful possession
of one’s property are lawfulness, the implemen-
tation of such interference for the public interest,
as well as compliance with the criterion of pro-
portionality. The components of the lawfulness
criterion are described in detail in the ECtHR
practice and should be taken into account by
the legislator and judges when deciding on inter-
ference with an individual’s rights to property.
Legislative norms should be sufficiently acces-
sible, precise, and foreseeable in their applica-
tion. Although the category of “public interest”
is interpreted by the Court broadly and given
the significant discretion of the national authori-
ties, the ECtHR uses the principle of proportion-
ality as a safeguard, which considers the presence
in the national legislation of other, less stringent,
measures of interference, compensation for inter-
ference with the individual’s property right to
land, as well as other factors that may indicate
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a violation of the rights provided for by the Con-
vention.

The ECtHR practice and the Convention
are effective tools for protecting rights. Thus,
further systematic work on translating more
judgments into Ukrainian, systemizing legal
positions, and applying the Court’s criteria dur-
ing legislative work is crucial.
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ITPAKTUKA GBPQHEﬁCBKOFO Cyay 3 IIPAB JIIOAVMHU
MO0 KPUTEPIIB IIPABOMIPHOCTI BTPYYAHHA
B ITIPABO BJIACHOCTI HA 3EMJIIO

Anoranis. Mema. MeTolo cTaTTi € TOCJIIPKEHHST, aHAJI3 Ta CUCTEMATU3Allisl KPUTEPIiB, siki €Bporeii-
CBKHH CY/I 3 [IPAB JIOAMHU BUKOPUCTOBYE 3a/IJIsI OIi HIOBAHHST IIPABOMIPHOCT] BTPYYaHHST B IPaBO 00O Ha
MUPHE BOJIOJIIHHS CBOEIO 3eMet0. Memoou docaidvcenns. PoOOTY BUKOHAHO 3 BUKOPHCTAHHSM 3arajib-
HOHAYKOBUX Ta CllelliaJIbHUX MeTO/[iB HayKOBOTO Ili3HaHHsA. Pe3ynvmamu. IlpoananizoBano OCHOBHI
nokTpuHaabHi Ta CyIoBi TiIX0AM OO0 KPUTEPiiB TPaBOMiPHOCTI BTPYYaHHS B PABO BJIACHOCTI HA 3eM-
JII0, IOCJI/KEHO CKJIATHUKY BCIX TPhOX KPUTEPIiB, a caMe 3aKOHHOCTI, TIePeCIi[yBaHHS JIeTITHMHOI METH
Ta ponopiiiHocti. Jlocizkeno BUMOTH OO SIKOCTI 3aK0HY, epeabdauysaHocTi Ta goctynnocti. Cucre-
MaTH30BaHO IIPABOBI TO3MILiT €BPONENCHLKOTO Cy/Ly 3 ITPaB JIOANHY 3 BUIIE3a3HAYCHOTO TUTAHHS, & TAKOXK
ITI0/I0 BU3HAYEHHST KaTeropil CyCIiIbHUX iHTepPeciB, SIKY HAI[lOHAJIBHI IepsKaBHI OPTaHN HATIOBHIOIOTH CBO-
iM 3MIiCTOM 3aJI€KHO Bij TOTPE6 KOHKPETHOTO CYCIIJIbCTBA. 3BAKAIOYN HA MIUPOKY AUCKPEII0 HAI[lOHAb-
HUX OPrafiB 110/[0 BU3HAUYEHHS 3MICTY CYCIIIJIBHUX iHTEPECiB, TAKOK YCTAHOBJICHO OCHOBHI CKJIAHUKH,
SKi TIepeBipgoThes €BPONEHCHKUM CY/IOM 3 MPaB JIIOMHHY i/ Yac OIiHIOBAHHS 3a/[0BOJIEHHS KPUTEPIIO
HPONOPIIHHOCTI, a caMe HagBHICTbh HaJIesKHOI KOMIIEHcallil, JOTPUMAHHS CIIPaBeIIMBOrO OajlaHCcy Mixk
HOTEHIIHHO BKPail IMPOKOIO KATErOPi€io CyCIilbHIX IHTEPECIB Ta iIHTepecaMu IIPUBATHOI 0CO0H, Ha SKY
He MOJKHA [TOKJIACTU HaAMIpHUH Tstrap. Takok gocipKeHo npoieayphi hakropu, ski GepyThest 10 yBaru
€BpOIIeNCHKUM CY/IOM 3 TIPAB JIOANHM T1i/l YA€ MPUHHATTS PillleHHS M0/10 TTIOPYIIEHHS KPUTEPIIO TIPOTIo-
puifinocti. Bucnoexu. Kputepii mpaBoMipHOCTI € IIJTKOM [[iEBUM MeXaHi3MOM 3aXUCTY MTpaBa BIACHOCTI
Ha 3eMJII0 B YKpaiHi. Po3pobiieHi €BpOIeiicbKIil CyI0M 3 [IPAB JIOAUHU KPUTEPil rapaHTyIOTh IIHPOKUii
06csr NpaB Ta MeXaHi3MU iX 3aXUCTy, ki i Hagasi moTpiGHO BUBYATH, CHCTEMATH3YBaTH Ta BIPOBAKY-
BaTH Ha MPAKTUILL. YKpalHChKI cyau Ta 1mybiuHa agMiHicTpallis moBMHHI 3ailicHIOBaTH cUCTEMHY po6OTY
i3 BIIPOBA/UKEHHS Ta I0TPUMAHHS BUIe3a3HAUYEHNX KPUTEPIiiB Ta CTAaHAAPTIB Mijl Yac BUPINIEHHS 3eMeJIb-
HUX CIOPiB ab0 peryJoBaHHs 3eMeJIbHUX MPaBOBIAHOCKH 3 METOIO MiHiMi3allii TOTEHIIHHUX CKapT Mpo-
TH YKpainu 0 €BpomneiicbKoro Cyy 3 MpaB JIOANHM, a TAKOXK MiJBUIIEHHST CTAaH/APTIiB 3aXNCTY MPaB Ha
3eMJTI0 B YKpaiHi.

Kmouosi ciosa: IIpakruka €sporneiicbkoro cyay 3 mpas JIOAMHM, KPUTEPIi TTPaBOMIPHOCTI, mo36as-
JIEHHSI 3eMJTI, 1y OJIiuHI iHTepecH, IPOIOPIIHHICTD, IKePeJIo 3eMeJIbHOTO IIpaBa.

The article was submitted 17.10.2023
The article was revised 08.11.2023
The article was accepted 28.11.2023

35



5/2023
ADMINISTRATIVE LAW AND PROCESS

UDC 351.713 (477) (043.3)
DOT https://doi.org/10.32849,/2663-5313,/2023.5.06

Oleksandr Demenko,

PhD in Law, Senior Researcher, Scientific Institute of Public Law, 2a, H. Kirpa street, Kyiv, Ukraine,
postal code 03055, oleksandr.demenko@ukr.net

ORCID: orcid.org/0009-0005-4992-9907

Demenko, Oleksandr (2023). Problems of formulating basic concepts in tax administration
by the State Tax Service of Ukraine. Entreprencurship, Economy and Law, 5, 36—41,
doi https://doi.org/10.32849 /2663-5313/2023.5.06

PROBLEMS OF FORMULATING BASIC CONCEPTS
IN TAX ADMINISTRATION BY THE STATE TAX
SERVICE OF UKRAINE

Abstract. Purpose. The purpose of the article is to solve the problem of formulating the basic
concepts in tax administration by the State Tax Service of Ukraine. Results. The relevance of the article
is due to the fact that one of the central ways to build Ukraine as a democratic, legal and social state with
a developed civil society is to improve the administrative system of the State, the level of development
of which determines the state of protection of rights, freedoms and legitimate interests of individuals
and legal entities. Ukraine’s public administration system remains ineffective in general, due to
the combination of new institutions formed during the period of independence and those inherited from
the Soviet era. Ukraine’s governance system is characterised by internal contradictions, incompleteness
and disconnection from people, which has resulted in the existing public administration becoming
a hindrance to socio-economic and political reforms and requires constructive qualitative changes.
Reforms in the field of public administration require perfect legal support, an important part of which
belongs to administrative law, which is a fundamental branch of Ukrainian public law, organically linked
to the executive branch and represents the legal basis and instrument for its exercise. Conclusions. Tax
procedures are a legally regulated and established conduct that combines, first of all, regulatory framework
and, in cases not regulated by legal provisions, organisational framework. Moreover, the taxation process,
which is manifested in the implementation of tax procedures, the performance of legally significant actions
based on the requirements of tax procedural rules, is a regulated sequence of actions to implement tax
procedures. It is concluded that the process of tax administration is implemented through the functioning
of a special mechanism, which in practice involves the implementation of certain procedures regulated by
law. Tax administration procedures are based on the implementation of tax legislation. Furthermore, it
should be emphasised that the activities of tax administration entities require continuous improvement
by defining clear procedures and building a clear mechanism of the tax process, which should not be
influenced by the planned tax collection targets, as this will help to ensure the legitimacy and create
a simple and effective tax system.

Key words: process, procedure, order, legal phenomenon, content, activity.

1. Introduction which has resulted in the existing public admin-

One of the central ways to build Ukraine as
a democratic, legal and social state with a devel-
oped civil society is to improve the administra-
tive system of the State, the level of develop-
ment of which determines the state of protection
of rights, freedoms and legitimate interests
of individuals and legal entities.

Ukraine’s public administration system
remains ineffective as a whole due to the com-
bination of new institutions established during
the independence period and those inherited
from the Soviet era. Ukraine’s governance sys-
tem is characterised by internal contradictions,
incompleteness and disconnection from people,
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istration becoming a hindrance to socio-eco-
nomic and political reforms and requires con-
structive qualitative changes (Demenko, 2014).

2. Definition of the concept of “proce-
dure” in tax administration

The need to develop a new administrative
ideology aimed at renewing the administra-
tive culture, increasing personal responsibility
with a focus on serving citizens and develop-
ing the readiness of management personnel to
make decisions in the context of growing free-
dom of action is emphasised in “The Concept
of administrative reform in Ukraine” (The con-
cept of administrative reform in Ukraine, 1998),

© 0. Demenko, 2023
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which defines the main guidelines for the com-
prehensive restructuring of Ukraine’s existing
system of public administration in all sectors
of public life, including the collection of taxes
and fees. It is important that “The Concept
of administrative reform in Ukraine” focuses
on both changes in the material basis of man-
agement and improvement of the procedural
aspects of management activities.

Reforms in the field of public administration
require perfect legal support, an important part
of which belongs to administrative law, which
is a fundamental branch of Ukrainian public
law, organically linked to the executive branch
and represents the legal basis and instrument
for its exercise (Teremetskyi, 2012).

The regulatory framework for tax administra-
tion proceduresisgoverned by the provisionsof Sec-
tion II of the Tax Code of Ukraine, which detail
the actions of taxpayers and controlling authorities
in the collection of taxes and fees. This includes tax
reporting, determination of the amount of tax and/
or monetary liabilities of a taxpayer, tax control,
repayment of tax debt of taxpayers, liability for
violation of tax legislation, and appealing against
decisions of controlling authorities (Azarov, 2010).
Therefore, the viewpoint of M. P. Kucheriavenko
that the provisions of Section II of the Tax Code
of Ukraine do not regulate the administration
of taxes and fees, but actually regulate tax proce-
dures, is consistent with the approach to under-
standing the tax administration system from
the perspective of the controlling entity (Kotenko,
2013).

For the purpose of further studying the issue
of tax administration procedures, let us first
clarify the essence of administrative procedure
as a legal category.

According to N.V. Halitsyna, in the general
sense, a procedure is a certain set of actions or
operations that implement a process or phase,
stage that expresses the content of the relevant
technology (Halitsyna, 2010). A procedure
acquires legal (juridical) status only when it
enters the coverage of regulatory framework.
Being regulated by law, it becomes a order
(sequence) of legally significant actions in a par-
ticular sector of public life (Teremetskyi, 2012).

Following P.S. Tikhii, legal procedure is
a regulatory framework for legal activities
related to the exercise of rights and duties
by participants in social relations, as well as
the resolution of legal cases (Tikhii, 2006, p. 23).
According to V.V. Medvedchuk and O.D. Svia-
totskyi, legal procedure as a sequence and coher-
ence of actions of authorised actors established
by law and aimed at obtaining certain personal
or social values by a person, as well as the con-
tent, scope, forms, ways, methods and terms
of such actions (Sviatotskyi, Medvedchuk,

1997, p. 77). L.V. Panova states that a legal
procedure is a manner provided by law for per-
forming legal actions aimed at achieving a legal
result (Panova, 1998, p. 28).

R.S. Alimov argues that legal procedure is
a system of legal relations formed in a certain
sequence and aimed at achieving a legal result,
which may be expressed in the formation of legal
provisions or termination of certain legal rela-
tions (the main ones for the procedure), pre-
vention of offences (Alimov, 2002, p. 19). The
scholar proceeds from the fact that the pro-
cedure is certain legal relations, but it is, first
of all, a form that mediates the process of imple-
mentation of certain legal relations. Therefore,
the definition of the concept of “legal proce-
dure” given by the scholar does not correspond
to its essence. A legal procedure is not legal
relations, but a system of norms, requirements
and rules according to which certain legal rela-
tions should be carried out and due to which
they acquire an orderly and purposeful appear-
ance (Teremetskyi, 2012).

The procedure is a tool that should assist
the parties to the relevant legal relations in
fulfilling their tasks and goals by establishing
an effective procedure for the exercise of their
rights, duties and powers in a particular sector
of public life (Teremetskyi, 2012).

The procedural peculiarities of the imple-
mentation of certain legal relations are deter-
mined by the provisions of the branch of law that
regulates them. The relations arising in the field
of tax and fee administration have a clearly
expressed public law administrative character,
and administrative and legal procedure plays
a special role, since it is administrative law that
regulates legal relations in public administra-
tion (Kolpakov, Kuzmenko, 2003, p. 34).

Unfortunately, the legislator does not pro-
vide a legal definition of the categories of “pro-
cedure”, “administrative procedure”, or “tax
administration procedure”. This issue should
be clarified by the Administrative Procedure
Code of Ukraine, the need for which has been
long overdue, but no further steps have been
taken, except for the development of one draft,
which was withdrawn from the Verkhovna
Rada of Ukraine on 12 December 2012. The
provisions of the draft Code of Administrative
Procedure of Ukraine enshrined the concept
of administrative procedure as a procedure
for administrative proceedings defined by law.
Administrative proceedings have been under-
stood as a set of procedural actions and proce-
dural decisions taken by an administrative body
to consider and resolve an administrative case,
which ends with the adoption of an administra-
tive act and its performance (Draft Administra-
tive Procedure Code of Ukraine, 2008).
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According to V.P. Tymoshchuk, administra-
tive procedure is the procedure established by
law for consideration and resolution of indi-
vidual administrative cases by administrative
bodies (Tymoshchuk, 2003, p. 24). P.S. Tikhii
proposes to consider administrative procedures
as a regulatory framework for the activities
of executive authorities, which ensures the pro-
cedure for making administrative decisions by
officials, including consideration and resolu-
tion of specific administrative cases (Tikhii,
2005, p. 74).

Thus, administrative procedures can act
as legal guarantees of achieving legitimacy
of the activities of the STS of Ukraine, which
ensure making public policy on taxation.

It is important to note that the legal lit-
erature reveals no consensus on the correla-
tion between legal categories of “procedure”
and “process”, and often the former is considered
only in the context of the latter. For example,
B.M. Lazariev argues that the concept of pro-
cess is broader than the concept of procedure,
which is a procedural form that determines
the stages of legal process, their goals, sequence,
specific actions at each stage, the grounds
for committing and interconnection of these
actions, as well as the methods of their registra-
tion and recording (Bachilo, Vasiliev, Vorobiev,
Davitnidze, 1988, p. 5).

In D.M. Bakhrakh’s opinion, legal pro-
cess is a type of procedure, and the procedure
of state power activities becomes its most
perfect form — legal process, when it is regu-
lated by general rules and legal provisions. The
existence of individual procedural provisions
and even a number of them does not transform
an official procedure into a legal process. This
requires the regulatory framework for power
activities by a system of procedural rules
(Bakhrakh, 2002, p. 219).

I.P. Holosnichenko studies the procedure
within the administrative process, which, as
the scholar notes, is the procedure regulated by
administrative procedural rules for the exercise
of executive power by participants in adminis-
trative legal relation and resolution of individ-
ual administrative cases by the relevant bodies
and their officials, as well as disputes arising
between executive authorities and other par-
ticipants in administrative and legal relations.
This process, according to the scientist, has two
areas of state activities: administrative-proce-
dural and administrative-jurisdictional (Holos-
nichenko, 2005, pp. 48—49).

Yu. I. Melnikova argues that the con-
cepts of “process” and “procedure” determine
the arrangement of applying substantive law,
and “process” is equivalent to “procedure”,
which is practically a similar legal phenomenon.
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Therefore, it is not an isolated understanding
of the process and procedure that is important,
but the content that is put into these concepts.
It is the arrangement of applying substantive
law that is the circumstance that links the con-
cepts of “legal process” and “legal procedure”.
As a result, any procedure for performing
actions relevant to law should be recognised as
a legal process primarily on the grounds that it
is a legal form of mediation of social relations for
the implementation of material rights and rela-
tions (Melnikov, 1979, p. 14).

Therefore, each of the above scientific per-
spectives deserves attention and has its advan-
tages and disadvantages. However, it is worth
supporting the scholars who consider the cate-
gories of “legal process” and “legal procedure” as
independent legal phenomena that are closely
related. According to V.A. Tarasov, the difference
between the concepts of “process” and “proce-
dure” is both terminology and the form in which
a particular case should be resolved. According
to the scientist, a procedure is a form to regu-
late the activities of relevant bodies, which, for
certain reasons, may take the form of a process
(Tarasova, 1973, p. 112). However, S. S. Alek-
sieiev argues that not every procedure, regu-
lated by law, for performing legal actions can
be called a legal process that has historically
developed in legislation, practice and science.
Moreover, the scholar notes that the unification
of legal procedures for the activities of all state
bodies under the rubric of “process” exsanguin-
ates and dilutes this rich and meaningful con-
cept (Alekseev, 1971, p. 122).

3. Particularities of distinguishing
between the concepts of “tax procedure”
and “tax process”

According to M.P. Kucheriavenko, tax pro-
cedure and tax process are autonomous mecha-
nisms, since tax procedures fix the arrangement
of implementing the provisions of substantive
tax law in the behaviour of participants in tax
relations and are directly related, mediated by
substantive tax and legal norms, and the tax pro-
cess is real activities of implementing the order
of behaviour enshrined in the provisions of tax
procedures (Kucheriavenko, 2011, p. 29). Tax
procedures are a legally regulated and estab-
lished conduct that combines, first of all, reg-
ulatory framework and, in cases not regulated
by legal provisions, organisational framework.
Moreover, the taxation process, which is mani-
fested in the implementation of tax procedures,
the performance of legally significant actions
based on the requirements of tax procedural
rules, is a regulated sequence of actions to
implement tax procedures (Kucheriavenko,
2011, p. 29).
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The main features of tax procedural
law, according to V.V. Chernetchenko, are:
1) derivative nature from substantive tax
and legal provisions; 2) regulatory procedural
mechanisms of active behaviour of actors in
the course of implementation of tax liability, as
opposed to procedural mechanisms arising in
disputed legal relations; 3) relative autonomy
in the system of tax law provisions; 4) imple-
mentation of substantive tax law provisions;
5) regulation of substantive procedure in tax
legal relations by tax procedural law (Chern-
etchenko, 2012, p. 138).

As for the correlation of procedures
and process inherent in tax law with admin-
istrative procedures and process, there is no
consensus in science either. Some scholars
(e.g., EH. Bankhaeva) consider the tax process
as a part of the financial process (Bankhaeva,
2001, p. 16), other researchers (e.g., H.V. Pet-
rov) — as public administration in all its diver-
sity and a set of actions carried out by tax
authorities (their officials) to implement their
tasks and functions (Petrova, 1999, p. 11).

We advocate the perspective of V.I. Teremet-
skyi that tax and administrative legal proce-
dures are independent legal phenomena that
should be neither identified nor distinguished
from each other. Moreover, the scientist notes
that the tax process and procedures are fully
implemented within the administrative pro-
cess and procedures, respectively (Teremetskyi,
2012). It is also worth noting the perspective
of M.P. Kucheriavenko, who believes that there
are procedures that do not express exclusively
tax nature and those that are inherent only in
tax law. The former include law-making, regu-
latory and security procedures, and the latter
include accounting tax procedures, procedures
for payment of taxes and fees, tax reporting pro-
cedures, tax control procedures and tax admin-
istrative approval procedures (Kucheriavenko,
2011, p. 29).

Therefore, given the fact that tax proce-
dures are imperative and are implemented by
the executive authorities, it can be concluded
that these procedures are managerial and, there-
fore, are administrative and legal. However,
the economic nature of the relations mediated
exclusively by tax procedures does not allow
them to be fully considered as administrative.

Procedural issues of tax administration are
regulated by the Tax Code of Ukraine. The anal-
ysis of the provisions of this codified act enables
to group all procedures that mediate the reali-
sation (practical implementation) of its provi-
sions into non-jurisdictional and jurisdictional
(security) procedures (Teremetskyi, 2012).

Non-jurisdictional procedures are related to
ensuring lawful behaviour by the participants

in tax legal relations and are essentially man-
agerial and administrative in nature, as they
mediate the management of social relations that
exist within the requirements of administrative,
tax, financial and other branches of law. For
example, such procedures include those that
determine the procedure for submitting infor-
mation about taxpayers to the tax authorities,
the procedure and deadlines for submitting
tax reports, and the arrangement of tax audits,
objects of taxation and objects related to tax-
ation to ensure their accounting, calculation
and collection of taxes and fees, accounting for
the results of joint activities in Ukraine without
establishing a legal entity, the procedure for tax
audits, etc.

Jurisdictional (security) procedures are
implemented in the event of a violation or
threat of violation of tax legislation. For exam-
ple, according to the Tax Code of Ukraine,
Article 86, clause 86.7, if the taxpayer or its
legal representatives disagree with the conclu-
sions of the audit or the facts and data set out in
the audit report (certificate), they have the right
to submit their objections within five business
days from the date of receipt of the report (cer-
tificate). Such objections shall be considered
by the state tax authority within five business
days following the day of their receipt (the day
of completion of the audit conducted due to
the need to clarify the circumstances that were
not investigated during the audit and specified
in the comments), and a response shall be sent
to the taxpayer for sending (delivery) of tax
notices-decisions. The taxpayer (its authorised
person and/or representative) has the right to
participate in the consideration of objections, as
such taxpayer shall indicate in the objections.

Establishment of clear procedures for
the implementation of tax legislation will ensure
the effective functioning of tax authorities, cre-
ate comfortable conditions for their interaction
with taxpayers, and ensure transparency in
the process of preparation and adoption of man-
agerial decisions, etc. (Teremetskyi, 2012).

4. Conclusions

Thus, the process of tax administra-
tion is implemented through the function-
ing of a special mechanism, which in practice
involves the implementation of certain proce-
dures regulated by law. Tax administration pro-
cedures are based on the implementation of tax
legislation. Furthermore, it should be empha-
sised that the activities of tax administration
entities require continuous improvement by
defining clear procedures and building a clear
mechanism of the tax process, which should not
be influenced by the planned tax collection tar-
gets, as this will help to ensure the legitimacy
and create a simple and effective tax system.
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ITPOBJIEMU ®OPMY/IIOBAHHA OCHOBHUX ITIOHATDH
Y COEPI AIMIHICTPYBAHHS ITIOXATKIB IEP7KABHOIO
IIOAATROBOIO CJIY/KBOIO YKPAIHU

Abstract. Purpose. Metoo crarti € BupiteHHs n1podiemu hopMyTIIoBaHHs OCHOBHUX IOHSITH y ce-
pi apminicTpysamns mogaTkis JlepkaBHOIO MOAATKOBOIO C1y:K60I0 YKpai. Results. AxryanbHicTb crar-
Ti [OJISITAE B TOMY, 110 OJHUM i3 IEHTPaJbHUX LIIAXIB y HAIPsAMI po30yA0BU YKPAiHU K JeMOKpPaTHy-
HOI, TPaBOBOI Ta COIANIbHOI JIEP:KABU 3 PO3BUHEHUM TPOMA/ISHCHKUM CYCIIJIBCTBOM € BIIOCKOHAJIEHHS
YIPaBJHCHKOI CUCTEMU JIEPHKABH, PIBEHb PO3BUTKY SIKOI 3yMOBJIOE CTaH 3a0e3I1e4eHOCT] paB, cBOGO/
i 3aKOHHUX iHTEpeciB (BizuuHnx Ta opugrndHnX oci6. CucreMa AePKABHOTO yIpaB/iHHS YKpaiHu 3ara-
JIOM 3aJMIIAETHCS HeeeKTUBHOIO, IIPUYMHOI0 YOTO € TOEHAHHA HOBUX iHCTUTYTIB, 110 chopMyBaIncs
B 1€piof ii He3aJIeKHOCTI, 3 IHCTUTYTaMU, 110 HICTAINCA Y CHaA0K Bij pasHChKol 100K, XapaKTepHu-
MU PHUCaMHU yTIPABJIHCHKOI CHCTeMN YKPaiHU € BHYTPIIIHS CyTepedsnBicTh, He3aBepIIeHiCcTh i BiipBa-
HICTD BiJl JITOfICH, B pe3yJIbTaTi YOr0O HAsIBHE HATETIEP epP:KaBHE YIIPABJIIHHS CTAJIO TaJbMOM Y TIPOBEICHHI
COTATbHO-eKOHOMIYHUX, TOJITHIHNX peopM i ToTpe6y€e KOHCTPYKTHBHUX SKICHUX MEPETBOPEHD. J[Ist
npoBeziertst pehopM y cdepi JepKaBHOTO YIPaBAiHHs HeoOXi/IHe TOCKOHAIE MPABOBE 3a0e3MedeHHsl,
BaKJIMBE MiClle B AKOMY HAJEKUTb aJMiHICTPATUBHOMY IIPaBy, KOTpe € (yHIaMEHTAIbHOIO Tasly33i0
YKPATHCHKOTO ITyG/IiYHOrO TIpaBa, 110 OPraHivHo MOB’s3aHa 3 BUKOHABYOIO BJAJ0I0 i sIBJIiste cO6OI0 IPaBOBi
3acajiu ta incrpymeHr ii sailicHennst. Conclusions. IlogaTKoBi polie/lypu — HOPMATUBHO BPETyJIbOBaHUI
Ta YCTAHOBJICHWIT OPSIOK MOBE/IiHKH, 110 TIOE/IHYE HAcaMIIepe/l HOPMaTHBHE PETyJIIOBAHHS, a Y BUIIAJIKaX
He BperyJbOBaHNX ITPABOBUMI HOPMaMM — oprasisaitiiine. Bognovac mogatkoBmii mporiec, SIKWii MposiB-
JIIETBCS B peaizallil Io/JaTKOBHX TIPOIIELYP, BUKOHAHHI IOPUIMYHO 3HAYYIIUX JIiH, IO IPYHTYIOTHCS HA
BUMOTaX M0JIATKOBO-ITPOIIE/LyPHUX HOPM, — IIe BPeryJiboBaHa MOCJIIOBHICTD /Iili 31 3/[IIICHEHHS T101aTKO-
BHIX MTPOTIEAYP. 3POOJIEHO BICHOBOK, TII0 MPOTIEC TTOAATKOBOTO aMiHiCTPYBAHHSI Peasli3y€eThCsl BHACIIIOK
(YHKIIOHYBaHHST 0COOJIMBOIO MEXaHi3My, 110 Ha [PAKTHIL Tlepedauac BUKOHAHHS IEBHUX PErJIaMEHTO-
BaHUX HOpPMaMU IipaBa mpoieayp. llpoieaypu aMiHicTpyBaHHS MOJATKIB IPYHTYIOThCS HA BUKOHAHHI
HOPM IIO/IATKOBOTO 3aKOHOABCTBA. TaK0K MOKEMO HATOJOCUTH Ha HEOOXIAHOCTI MOCTIHOTO BAOCKOHA-
JIHHSI JIsIBHOCTI Cy0 €KTIB aIMIHICTPYBAHHS MOJATKIB ILJISIXOM BUSHAYCHHS YiTKUX IPOLEAYP Ta 00y-
JIOBU 3PO3YMIJIOTO MEXaHi3My MOAATKOBOTO MPOIIECY, SKUI He OBMHEH OYTH THAZaHIi BILIMBY IJIAHOBUX
MOKa3HUKIB 300py MOJATKIB, OCKIIBKH 11e CIpUATHME 3a0e3IeYeHHIO 3aKOHHOCTI I CTBOPEHHIO T1POCTOi
Ta e(heKTUBHOI TTOJIATKOBOT CUCTEMH.

KoouoBi cioBa: 1mojaTKoBuil mpoiiec, Mpoleaypa aMiHicTPyBaHHs MOJATKIB, aMiHiCTpaTUBHUI
HOPSIJIOK, IIPABOBE SBUIIE, JIiAJIbHICTD O/[ATKOBUX OPTaHiB.
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DIGITALIZATION OF LAW ENFORCEMENT
AGENCIES IN THE DIGITAL TRANSFORMATION
OF THE JUDICIARY

Abstract. Purpose. The research aims to study the features of digitalization of law enforcement agencies
as a component of the digital transformation of the judiciary and to develop an innovative information model
(IM) for creating reliable information support (IS) for law enforcement agencies. The main objectives are to
analyze the specifics of the digitalization of law enforcement activities and the application of innovations to
create reliable IS, as well as to formulate recommendations for ensuring an appropriate level of digitalization
of law enforcement agencies in the context of the digital transformation of the judiciary. Research methods.
The study used a comprehensive interdisciplinary approach that integrated various scientific methods.
Comparative analysis was used to review literature sources and existing developments on the digital
transformation of law enforcement. Systems analysis allowed for a thorough study of the specifics of creating
information systems for law enforcement agencies. Methods of data classification and structuring were
used to analyze various types of information that support the activities of law enforcement officers during
operational-investigative measures, investigative actions, crime analysis, and investigations. Modeling was
used to develop an innovative IM for law enforcement agencies based on the synthesis of author’s models
proposed in previous studies. The synthesis method contributed to combining and integrating these solutions
based on ML and big data technologies into a single innovative IM as part of the information system (IS)
of law enforcement agencies. Results. To ensure an appropriate level of digitalization of law enforcement
agencies in the context of the digital transformation of the judiciary, the following aspects need considering:
I. ensure the digitalization of law enforcement activities and continuous improvement of IS; I1. establish
the development of new methods and non-stationary approaches to analyzing crime problems based on
analytical methods and innovative technologies; I11. develop reliable IS for law enforcement agencies for
the proper administration of justice that will ensure effective interaction between courts and law enforcement
agencies at various stages of the judicial process; IV. create applied IMs based on data analytics and advanced
technologies such as ML, big data, and Al to formulate effective strategies for law enforcement agencies;
V. improve existing cybersecurity IS to guarantee confidentiality and integrity of information, and protect
against data leaks; VI. use big data technologies and predictive analytics to identify patterns and predict
crime based on vast arrays of diverse information; VIL use innovative investigation tools and methods based
on data analytics to overcome resource constraints of law enforcement agencies; VIII. develop innovative
ISs for organizing, analyzing, storing, and presenting data; IX. improve the legal framework for the use
of IT to support the information activities of law enforcement agencies by EU standards. Conclusions.
The digital transformation of law enforcement agencies aims to ensure a rapid response to crime, quality
of investigations, and transparency on the path to the e-judiciary. The main challenges for the formation of IS
are dataintegration problems from various sources and the lack of innovative IMs for advanced data analytics.
The implementation of advanced data processing technologies such as ML, Al, and big data analytics can
help law enforcement agencies overcome resource constraints, uncover hidden connections between data,
and accelerate crime detection. The proposed innovative comprehensive approach to the formation of IS
can serve as a basis for increasing the efficiency of law enforcement agencies within the overall digitalization
of the judiciary.

Key words: digital transformation, judiciary, law enforcement agencies, legal norms, information
technologies, information system, information support, cybersecurity, court.
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1. Introduction

In today’s digital society, the need for dig-
italization of the judicial system is becoming
an increasingly urgent necessity. Information
technologies have turned into an integral part
of daily life for citizens and businesses. People
expect the same level of digitalization from
government agencies, including the judicial
system. The digitalization of judicial processes
allows for significantly accelerating the move-
ment of cases and minimizing bureaucratic
burdens on judges and participants through
the automation of document flow and electronic
data exchange. Electronic services improve
the accessibility and convenience of justice
(Teremetskyi et al, 2023). Digitalization ensures
the efficiency and effectiveness of judicial pro-
ceedings. In modern cases, it is often necessary
to process terabytes of digital evidence — elec-
tronic documents, multimedia, and geolocation
data. The use of big data technologies — ML
and AI — helps to structure and analyze such
arrays. Online broadcasts of court hearings,
publication of court decisions in electronic reg-
isters, and automated case distribution systems
among judges contribute to openness and mini-
mize corruption risks. Digitalization can ensure
transparency and accountability of justice.
Modern crime has also quickly adapted to new
realities and now carries out its criminal inten-
tions in the digital space. The growth of cyber-
crime requires the judicial system to possess
the latest digital forensics tools and the ability
to work with electronic evidence (Djenna et al.,
2023). The digitalization of judicial proceed-
ings is an integral part of building a modern
judicial system capable of meeting the chal-
lenges of the digital age and ensuring effective
protection of citizens’ rights and freedoms. Law
enforcement agencies are one of the important
components of the judicial system and are in
urgent need of digital transformation. Ukraine
is at the initial stage of this process (Teremet-
skyi et al., 2023). Therefore, it is relevant to
conduct comprehensive multifaceted research
on the relevant issue. Such research is multidis-
ciplinary and touches not only the legal sphere
but also information technologies — ML and Al

Researchon thedigital transformation of law
enforcement agencies in the context of the dig-
italization of the judicial system is rare. Aca-
demic circles paid poor attention to developing
new methodologies aimed at forming reliable IS
for the process concerned. Some scholars have
examined the issues of smart policing. The term
means intelligent policing activities based on
the use of innovative technologies. P. Sarzaeim
et al. studied the advantages and limitations
of using ML methods in law enforcement
agencies (Sarzaeim et al., 2023). Research-

ers S. Maliphol and C. Hamilton analyzed
the potential of smart technologies to improve
policing and ensure ethical norms (Maliphol &
Hamilton, 2022). M.-S. Baek et al. developed
a method for predicting crime type and risk
level based on ML technology and tested its
effectiveness (Baek et al., 2021). E. Yang found
that predictive police analytics largely depends
on data collection and integration technologies
in both the physical environment and the dig-
ital world (Yang, 2019). S. Egbert argued that
predictive policing has the potential to improve
the processing of police-related data (Egbert,
2019). Researchers X. Zhang et al. concluded
that crime prediction is of great importance
for formulating policing strategies and crime
prevention and control. Machine learning is
the primary method for prediction (Zhang et
al., 2020). Existing research on the digitali-
zation of law enforcement activities is partial
and concerns only certain aspects. In addition,
the criminal environment is dynamic, IT is rap-
idly evolving, and the legislation of different
countries has significant differences. There-
fore, such research is a complex and multidis-
ciplinary task that requires a multidisciplinary
approach. It involves rethinking traditional
methods and adopting new policing practices.
A key strategy for their digital transformation
is the rapid and effective exchange of informa-
tion (Nicolau, 2023). Thus, it is relevant to
develop new IMs for the formation of produc-
tive information support for law enforcement
agencies.

The study applies a comprehensive approach
that combines various methods. The compar-
ison method was used to review the literature
and analyze existing research on the digitaliza-
tion of law enforcement agencies. The system
analysis method was involved to study the spe-
cifics of creating IS for law enforcement agencies.
Methods of data classification and structuring
were used to analyze the types of information
that support the activities of law enforcement
agencies in carrying out operational-investiga-
tive and investigative actions, crime analysis,
and investigations. The modeling method was
applied to develop an innovative IM for provid-
ing law enforcement agencies based on a syn-
thesis of the author's models proposed in previ-
ous studies. The synthesis method was used to
combine and integrate these solutions based on
ML and big data into a single innovative IM as
part of the IS of law enforcement agencies. The
purpose of the present work is to investigate
the features of the digitalization of law enforce-
ment agencies as a component of the digital
transformation of the judiciary and to develop
an innovative IM for the formation of reliable
IS for law enforcement agencies.

43



5/2023

ADMINISTRATIVE LAW AND PROCESS

2. Law Enforcement Agencies in the Judi-
cial System: The Need for Digital Transfor-
mation

The judicial system is a complex mechanism
that brings together various state institutions
and legal procedures for the administration
of justice. It consists of courts of different lev-
els and specializations that directly consider
cases and render decisions. An important com-
ponent is law enforcement agencies responsible
for investigating offenses, collecting evidence,
and supporting prosecution in court, as well as
ensuring the execution of rendered sentences.
Equally important are the probation system
aimed at resocializing offenders, the advocacy
for protecting the rights of citizens, expert
institutions for providing professional opinions,
the system of free legal aid, and the enforcement
service for the compulsory enforcement of court
decisions.

Only the coordinated interaction of all
these elements within the framework of pro-
cedures regulated by legislation can guarantee
the complete, impartial, and effective admin-
istration of justice, the protection of human
rights, and the rule of law. Proper legal reg-
ulation and quality information support for
the activities of all branches of the judicial sys-
tem are the keys to fair and timely consideration
of cases.

Law enforcement agencies play a crucial role
in the judicial system. They are entrusted with
the functions of pre-trial investigation of crimes:
collecting evidence, establishing circumstances,
and identifying suspects for further court pro-
ceedings. Effective interaction between courts
and law enforcement at different stages is a nec-
essary condition for the proper administration
of justice, the protection of the legal rights
of citizens, and the establishment of the rule
of law in the country.

In the field of correctional services and crim-
inology, a new approach has emerged — the crim-
inology of conviction. It examines the problems
of crime and correctional institutions differently
from the traditional views of researchers, politi-
cians, and officials. This direction arose due to
scholars’ concern with the existing understand-
ing of crime and its control. The criminology
of conviction analyzes issues regarding the defi-
nition of the crime problem; proposed solutions;
the destructive consequences of these solutions
for those labeled as criminals, imprisoned, alien-
ated from loved ones, and not integrated into
society; high incarceration rates, overcrowded
prisons without meaningful rehabilitation pro-
grams; structural obstacles to successful reinte-
gration, leading to recidivism (Yu et al., 2020).

The search for effective strategies for law
enforcement agencies that will reduce the num-
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ber of prisoners and the cost of keeping them,
while ensuring the safety of citizens and society,
is becoming increasingly important (Berezka
et al., 2022). This requires the development
of reliable information and analytical support.
In a developed smart society, any systemic
changes are impossible without prior risk
assessment and forecasting of future system
states. The most effective means for this are
mathematical, statistical methods, and informa-
tion technologies.

The digitalization of legal proceedings is
becoming an urgent necessity in the modern
conditions of increasing volumes of informa-
tion that need to be processed for making judi-
cial decisions. With the development of society
and the increasing complexity of legal relations,
the number of court cases and the burden on
courts is growing. Paper document flow is
becoming increasingly cumbersome and ineffi-
cient. In the era of digital technologies, the num-
ber of electronic evidence has significantly
increased. These are huge arrays of evidentiary
information — audio/video recordings, elec-
tronic documents, geolocation data, etc. Ana-
lyzing them manually is becoming extremely
labor-intensive. To make balanced decisions,
judges need to study a vast number of regula-
tions and court practices in various instances.
Electronic databases significantly simplify this
process (Teremetskyi et al., 2023). There is also
a need for prompt access to precedents and leg-
islation. Today, there is an increased need for
analytical tools. Modern technologies of ML
and natural language processing can help iden-
tify relevant precedents, structure the evidence
base, and identify risks to accelerate case pro-
cessing. Electronic services, online broadcasts
of court hearings, and publication of court
decisions increase the openness of the judicial
system to citizens. The digitalization of legal
proceedings allows coping with growing infor-
mation flows, ensures the efliciency, objec-
tivity, and quality of police investigations
and the reasonableness of judicial decisions, as
well as increases public trust in justice.

In the context of the overall digital transfor-
mation of the judiciary, the digitalization of law
enforcement activities is critically necessary
(Gkougkoudis et al., 2022). With the increas-
ing volume of digital evidence (electronic
documents, multimedia files, metadata, etc.),
ensuring the proper quality of pre-trial inves-
tigation is impossible without the application
of advanced technologies for data collection,
storage, and analysis. The digitalization of law
enforcement agencies can accelerate the forma-
tion of indictments and the transfer of materials
to the court. Electronic document flow and inte-
grated information systems of law enforcement
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agencies and courts can significantly reduce
the time for the exchange of procedural doc-
uments. The growth of cybercrime requires
law enforcement to have new digital forensics
tools, the ability to record electronic traces,
and search for and identify cybercriminals. The
use of big data technologies and ML allows for
identifying trends, and predicting crime based
on vast arrays of diverse information (Ho et al.,
2020). The digitalization of processes ensures
the prompt exchange of evidence with courts
and accelerates the transfer of relevant digital
evidence to court instances in a secure mode.
Electronic registers provide the ability to track
the progress of cases online, and the publication
of reports increases openness and public trust.
The use of big data technologies and predictive
analytics enables the identification of patterns
and prediction of crime based on vast arrays
of diverse information (Kovalchuk et al., 2022).
Law enforcement agencies are increasingly using
operational investigation databases, covert sur-
veillance tools, and evidence collection tools to
counter-terrorism, cybercrime, and more. Video
surveillance systems and facial and fingerprint
recognition simplify the identification of offend-
ers and enhance public safety. Cryptography
and digital signature tools are used to ensure
cybersecurity for the confidentiality and integ-
rity of information and protection against data
leaks. The digital transformation of law enforce-
ment agencies is an integral part of the digitali-
zation of the judiciary, aimed at ensuring a rapid
response to crime, the quality of investigations,
and transparency on the path to e-judiciary.

3. The Information Component of Organi-
zational and Legal Support for the Digitaliza-
tion of Law Enforcement Agencies

An integral part of the organizational
and legal support for the digitalization of legal
proceedings is the information support of law
enforcement agencies, which plays a key role
in improving the efficiency and transpar-
ency of justice. The development of technol-
ogies is transforming society, creating more
opportunities for offenders and complicating
the work of the police. Crime is increasingly
using the information space. Even if a crime is
not committed online, its participants (both
criminals and victims) leave various electronic
traces in the digital space: recordings of tele-
phone conversations, online correspondence,
browsing history, media information, geolo-
cation data, etc. The task of law enforcement
agencies is to identify criminal schemes based
on the electronic traces of the offender and pro-
vide operational intelligence information. Effec-
tive processing of crime data requires the use
of high-quality IS by law enforcement agen-
cies. The concept of “information support” has

many different definitions. In law enforcement,
this concept refers to the processes of collecting
and processing tactical and operational infor-
mation to support the management process in
law enforcement agencies and shaping the con-
sciousness of citizens and society as a whole.
It is used to conduct operational and tactical
activities and analyze crimes and investigations
(Hollywood & Winkelman, 2018).

Table 1 presents the types of information
used by law enforcement for IS in the perfor-
mance of tactical tasks.

Table 2 presents the types of information
used by law enforcement for information sup-
port in the performance of operational tasks.

Table 3 shows the types of information used
by law enforcement for information support in
the analysis of crimes and investigations.

Information about crime comes from two
main sources: responses from victims to sur-
veys about crimes committed against them,
and administrative data from law enforcement
agencies regarding reported crimes. Responses
from victim surveys contain information about
crimes that were reported to the police, as well as
crimes that were not reported. Crime data from
law enforcement agencies reflects information
about crimes that were reported and recorded
by the police.

Individual persons, groups of persons,
and organizations involved in criminal
and illegal activities are becoming increasingly
sophisticated. Offenders are using the power
of new technologies as quickly as they are
invented. However, technological progress
can also improve the investigative methods
of law enforcement agencies. In particular, it has
become possible today to conduct blood group
analysis at the crime scene, the results of which
can be used for rapid identification of both
the victim and the perpetrator, facilitating their
search.

These advantages create new challenges.
The digital world stores extremely large vol-
umes of information. For example, in just one
year during a single FBI investigation, six
Petabytes of data were collected (Santos et al.
2019). Law enforcement agencies must process
data from various new and unfamiliar sources
and improve the use of already accumulated
data. Without effective information analysis,
law enforcement agencies will struggle to coun-
ter the offenders they accuse of committing
crimes.

Establishing information support is not
an easy task for law enforcement agencies, as
their resources are mostly intended for per-
forming the core functions of law enforcement
agencies in ensuring public safety. Most law
enforcement officers do not have training in

45



5/2023

ADMINISTRATIVE LAW AND PROCESS

Table 1
Types of information required for the performance of tactical tasks
by law enforcement agencies
The function
Activity Type of information provided by

the information

Collection of evidence

Records of testimony.
Electronic evidence.
Photo,/video.
Biometric data.

Formation of inquiries
about previous offenses

Information about police calls.
Accompanying information: data on persons, locations,
and items used.

Response to a crime
report

The initial response to the challenge.
Reporting a crime.

Report according to the standard template.
Information for distribution (reports, alerts).

Information support

Call information.

ie”ssondmg to phone Accompanying information: data on persons and places
of crime.
Current crimes and suspicious activity.
Locations where other police patrols work.

Study of the situation Places with the highest risk of committing crimes.

Information from alerts and police reports.
Places that require increased attention
Information for the public.

Consolidation of infor-
mation and formation
of reports

Field interviews/reconnaissance reports.
Information for distribution (reports, alerts).
Reports/documents.

Patrol

Definition of key points

Crime scene investigation materials.
Responses to crime reports.

Object ID identification

ID information from the state register
Biometric data.

Evaluation of the object

Threat identification information.

Information to determine actions (arrest/warrant).

Investigation

Table 2

Types of information required for the performance of operational tasks

by law enforcement agencies

Activity

Type of information

The function
provided by
the information

Communications with
the public

Alerts and criminal records.

Crime maps / basic crime information.

Information on crime prevention and police contacts.
Citizens’ requests for help.

Recommendations for citizens.

Information support

Management
of the police unit

Information about current crimes.
Information about the current activity of the unit.
Information about cases conducted by the unit

Operational manage-
ment

Detailing the specifics
of the case

General information on the case.
Investigation data.

HR

Information about activities and staff development.
Information about management decisions made.

Education and training

Data on online training.
Link to the repository of educational resources.

Development

Coordination
of regional responses

Offense databases.
Information about regional crimes.

of opportunities

Communication with
society

Notification of offenses, and instructions for citizens.
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Table 3
Types of information required for the analysis of crimes and investigations
by law enforcement agencies
The function
Activity Type of information provided by

the information

Assessment of places
with a high risk of com-
mitting crimes

Information about addresses with the highest number
of offenses.

Predictive information based on current crime data.
Predictive information based on historical crime data.
Predictive information based on geospatial crime data.

Assessment of persons
with a high risk of com-
mitting crimes

Information about persons at high risk of general violence.
Information about persons with a high risk of committing
crimes.

Information about persons at high risk of gang violence.
Information about persons at high risk of domestic violence.
Information from social media related to threats of violence.

Assessment of per-
sons and places with
a high risk of com-
mitting crimes

Collection and eval-
uation of evidence in
the case

Video/photo from the crime scene.

Photos of known suspects.

Data on biological materials from the crime scene.
Information about the weapon used to commit the crime.
Information from the stolen property database.

Information about suspects, victims, and other participants in
the crime.

Information on stolen items).

GPS data for tracking offenders.

Provision of prose-
cution evidence

Analysis for the identi- Vehicle database.

fication of criminals

the crime.

Photo information for recognizing people

Information about connections with similar previous crimes.
Information about suspects and other participants in

Crime information obtained from social media.

data processing and digital technologies, which
are typically required for performing advanced
analytics (Bennett, 2018). The judiciary needs
access to data-driven information, but resource
constraints may limit their ability to effectively
search for relevant information for investiga-
tions, even with huge amounts of data available.

Innovative investigative tools and methods
can help law enforcement agencies overcome
resource constraints and analyze large volumes
of digital data as part of criminal proceedings.
Al open-source data management tools, predic-
tive analytics solutions, and social media capa-
bilities can help uncover previously unobvious
connections between information and identify
key dependencies. New data sources can pro-
vide access to large information repositories,
and new technologies can create new oppor-
tunities for data utilization. These capabilities
can reduce manual work for analysts and lower
costs by 70 percent (Mitchell, 2018). Using
these tools and approaches can help investiga-
tors reduce time spent searching and analyzing
data and increase time spent tracking criminals
and ensure community safety.

In establishing law enforcement informa-
tion support, the main problem is not the data

itself, but rather the approach to data collec-
tion, storage, and analytics. There are often
critical data sources (missing, too difficult to
access, or too complex to analyze), resulting in
blind spots in investigations. The first step in
addressing the data overload problem is often to
create an even larger data pool (data that carries
the same information). Law enforcement agen-
cies have enormous amounts of data but cannot
use it effectively due to computation and inte-
gration issues. Outdated and insufficient com-
puting power and platforms hinder advanced
analysis. Siloed data prevents quality access to
integrated data that could aid investigations
(Trendall, 2019).

Analysts can sort and manage an integrated
data set, combining data sources to simplify
understanding of available information. Impor-
tant data sources include internal data stored
by law enforcement agencies, commercial data
sources, and open sources such as social media
activity, property records, criminal histo-
ries, professional licenses, medical databases,
and countless other sources.

A goal or problem-oriented approach to
establishing information support can provide
a selection of useful information from a large
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data pool to create a comprehensive view of per-
sons, places, and objects relevant to a specific
criminal case. Such a comprehensive view can
reveal significant gaps in the analysis, for exam-
ple, about known associate relationships or
email correspondence. Awareness of these gaps
can aid in further collection and monitoring
of needed information in the criminal case.

4. Implementation of Information Tech-
nologies in Law Enforcement Activities

Technology is not just new, interesting tools
that improve existing processes. It can open up
entirely new ways of conducting investigations.
Today, many analysts spend a lot of time search-
ing for the necessary data, potentially leaving
only a short period for analyzing and aggregat-
ing it. In the future, investigators will be able
to rely on new data processing tools to quickly
find the necessary information. This will allow
them to spend more of their time on data anal-
ysis. 80 percent of law enforcement officers’
time is spent on tasks directly related to crimes,
the rest on administrative tasks (Santos, 2019).

By using the latest data processing tools, law
enforcement agencies can assess available data
sources by performing an audit that includes
storage, management, access, and use of infor-
mation. Data analysts conduct exploratory
analysis to understand the quality and com-
pleteness of the data. If there is no continuous
access to critically important data, including
communications, instructions, and business
data with geolocation, a compilation of publicly
available sources and social media data from
nearby locations is conducted. Unit managers
then coordinate a plan for obtaining, process-
ing, and storing data in the cloud, providing
instant access to the latest computing systems
and eliminating data redundancy. By using
effective data processing tools and methods,
investigators can focus on the criminal network
and achieve investigation goals faster.

Setting up systems for analytical data pro-
cessing begins with understanding the spec-
trum of available data sources — from internal
data sources to social media activity data. Next,
data sharing between different sources needs to
be organized. This requires developing a system
that accessibly organizes, formats, and stores
data. For example, having the ability to format
records so that names, dates, and locations are
easy to search for. This enables law enforcement
officers to span dozens of data sources for auto-
matic compilation of criminal histories, profiles,
and criminal activities.

Data from different sources can be struc-
tured into a single result query. Input data
includes unstructured information such as
scanned documents; semi-structured data such
as websites and social media; and structured
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data including property records, professional
skills, and convictions. The result is a single,
multidimensional profile of the person sus-
pected of committing a crime (Santos, 2019).

However, investigators typically don’t need
just one person’s profile. They need to under-
stand various forms of connections — personal
relationships or even social media communi-
cation. By using automated data analysis to
search for links between multiple structured
result profiles, law enforcement can create crim-
inal networks and understand group actions
and behaviors. In particular, natural language
processing can perform so-called named entity
recognition — Al can use contextual clues to
distinguish, for example, a suspect from an inno-
cent citizen by name (Jehangir et al., 2023).

All these tools increase the accuracy of inves-
tigation results and help the police find the right
solutions faster. Instead of spending weeks or
months developing a detailed diagram of relation-
ships, they can use both stored data and real-time
data streams and develop consolidated data for
analysis, allowing them to get results faster. That’s
how investigative units use natural language pro-
cessing to study incident reports and identify pat-
terns of criminal activity. With this information,
they can identify areas with high rates of specific
types of crimes, allowing them to take proactive
actions in those areas in advance (Jehangir et al.,
2023). The ultimate result of applying the latest
tools in law enforcement information and analyti-
cal activities should be a reduction in crime rates.
Criminals are becoming increasingly sophisti-
cated, so to successfully solve criminal cases, law
enforcement officers have to use all available data,
innovative solutions, tools, and methods. Today,
innovative solutions based on modern IT tools
and data analytics are needed to ensure the quality
and speed of processing large information arrays
related to the prevention, detection, and preven-
tion of crimes.

In this work, the author proposes an innova-
tive comprehensive approach to the formation
of law enforcement information support based
on the use of analytics, ML, and AI methods. An
IM is built to provide operational and tactical
information to law enforcement agencies based
on the synthesis of models proposed in previ-
ous works (Kovalchuk, 2022; Kovalchuk et al.,
2022; Berezka et al., 2022; Kovalchuk, 2023;
Kovalchuk et al., 2023).

Figure 1 shows a scheme of an IM for
the formation of an effective IP for law enforce-
ment agencies. The presented model is based
on the use of various data obtained from official
sources.

In particular, this is data from the Depart-
ment of Sentence Enforcement on the previous
criminal activities of suspects/accused; data on
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Fig. 1. Information model based on ML and big data for providing operational
and tactical information to law enforcement agencies

the socio-demographic characteristics of sus-
pects/accused; data from the probation service
on the implementation of conditions for parole;
data from the main police department on com-
mitted criminal offenses. Such information is
used to solve the following tactical and oper-
ational tasks of law enforcement agencies: risk
assessment for crime recidivism; determining
the optimal period for confessing to an offense;
developing strategies for crime prevention;
and devising actions for crime investigation.

The proposed IM is designed to provide rel-
evant information to ensure the effective oper-
ation of law enforcement agencies. It is based
on applied solutions developed by the author in
previous works: methods for predicting crimi-
nal recidivism based on ML and big data; meth-
ods for crime profiling based on ML; methods
for analyzing criminal environment interrela-
tionships; methods for identifying “hot spots”
based on ML (Kovalchuk, 2022; Kovalchuk et
al.,, 2022; Berezka et al., 2022; Kovalchuk, 2023;
Kovalchuk et al., 2023). The methods used
have demonstrated high accuracy and quality
of results on real crime data. The created IM is
based on the use of ML and big data methods,
which are also applicable to new datasets on
crime. Such an IM can be easily implemented
in the unified judicial information system
of Ukraine and adapted to the operating stand-
ards of similar judicial IS of the EU.

The digitalization of justice is not just
a modernization of processes, but also ensur-

ing fairness and security in society. The pro-
posed innovative comprehensive approach
to the formation of an IP for law enforcement
agencies using analytics, machine learning,
and artificial intelligence methods can become
the basis for the formation of an effective 1P
for the activities of law enforcement agencies.
The developed IM based on ML and big data
for providing operational and tactical informa-
tion to law enforcement agencies can be easily
implemented in the unified judicial information
system of Ukraine and adapted to the operat-
ing standards of similar judicial IS of the EU.
The implementation of such a model will help
to increase the effectiveness of police investiga-
tions and improve the functioning of the justice
system as a whole.

5. Conclusions.

The article considers the need for digitali-
zation of the judiciary and the activities of law
enforcement agencies as an integral part of it.
Proper IP is a key factor in the digital trans-
formation of the activities of law enforcement
agencies in the field of justice. It allows effective
processing of huge volumes of digital evidence,
identifying patterns of crime by analyzing big
data, as well as applying the latest tools of dig-
ital forensics.

The analysis of the features of digitaliza-
tion of law enforcement agencies in the context
of the digital transformation of the judiciary gives
grounds to draw the following conclusions: I. The
variability and technological nature of the criminal

49



5/2023

ADMINISTRATIVE LAW AND PROCESS

environment necessitate the digitalization of law
enforcement agencies and continuous improve-
ment of IP; I1. There is an urgent need to develop
new methods and non-stationary approaches to
analyze crime problems based on analytical meth-
ods and innovative technologies; III. To ensure
proper justice, a reliable IP for law enforcement
agencies must be developed to ensure effective
interaction between courts and law enforcement
agencies at various stages of legal proceedings;
IV. To form effective strategies for law enforce-
ment actions, applied IMs based on data analyt-
ics and new technologies such as ML, big data
and Al should be developed; V. It is advisable to
improve the existing IP of cyber defense to guar-
antee confidentiality and integrity of information,
protection against data leaks; VI. The use of big
data technologies and predictive analytics ensures
the detection of patterns and prediction of crime
based on huge arrays of diverse information; VII.
To overcome resource constraints, law enforce-
ment agencies should use innovative investiga-
tion tools and methods based on data analytics;
VIII. Modern law enforcement agencies require
the development of innovative IS for organizing,
analyzing, storing, and presenting data; IX. The
informatization of the justice system requires
the improvement of legal norms for the use of IT
to ensure the information activities of law enforce-
ment agencies by EU standards.

The digitalization of the judiciary,
and proper IP for the activities of law enforce-
ment officers with the use of the latest technol-
ogies is a prerequisite for building a modern
justice system capable of effectively protecting
the rights and freedoms of citizens in the era
of digital transformation of society. The transi-
tion from paper to digital processes will allow
law enforcement officers not to lag behind leg-
islative changes and increase the productivity
and speed of investigations of offenses. With
the proper implementation of high technologies,
law enforcement officers will be able to more
effectively combat crime, better allocating time
and resources. A further direction of research
will be the adaptation of the proposed IM for
providing operational and tactical informa-
tion to law enforcement agencies to the stand-
ards, requirements and context of Ukraine
and the EU to integrate it into a unified judicial
information system.
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AUTKATAJISALLA ITIPABOOXOPOHHUX OPTAHIB
Y IUOPOBIN TPAHCOOPMAIIIL CYTOYNHCTBA

AHotauis. Mema. JlociizKeH s CIPSIMOBAHO HA BUBYEHHST 0coOIMBOCTEl 1udpoBisallii 1paBooxo-
POHHKX OpraHiB K CKJAagHuKa mudpoBoi TpaHchopMalii cyZ0unHCTBa Ta po3poleH s IHHOBaIIiiHOT
inopmartiitnoi mogeni (IM) ass popmyBanHs HaziliHoro iHbopMartiitHoro sabesneuernst (13) npaso-
OXOPOHHUX opraHiB. OCHOBHUMY 3aBJAHHSMU € aHaJi3 0cobIMBOCTEl IUPOBI3allii AisILHOCTI TPaBO-
OXOPOHHWX OPTaHiB Ta 3aCTOCYBAHHS iHHOBAIIII UIsT CTBOPeHHS HafiiiHoro 13, a Takox (opmymoBaHHs
PEKOMEHIALLI 1110710 3a0e3IeueHHsI HAJIe)KHOTO PiBHS [U(BPOBI3allii IPABOOXOPOHHKX OPTraHiB y KOHTEK-
cri udposoi Tpanchopmarii cygountcTBa. Memoou docaioxcenns. Y nocaiazKeni 6y10 BUKOPUCTAHO
KOMILTTEKCHWI MiKIUCITUTUIIHAPHUHN Ti/IXif, 10 iHTeTrpyBaB pi3HOMaHITHI HaykoBi Metomu. Kommapa-
TUBHUI1 aHAJII3 3aCTOCOBYBABCS /IS OTJISLY JITEPATYPHUX JIKEPeJl Ta HAsIBHUX HAIPAIOBaHb i3 MUTAHb
1 pooi Tpanchopmaliii mpaBooxoponnoi chepu. CrcteMHMii aHAII3 TO3BOJIUB PETETHHO BUBYUTH CIIe-
1udiky cTBOpeHH: iHhOPMAIiiTHUX CHCTEM [T OpPraHiB mpaBonopsaky. MeTtoaun kiacndikaliii Ta cTpyk-
TypyBaHHSI JAHUX OyJIM 3ajydeHi /uisi aHamnisy pisHux Buis indopmarii, mo 3abesmedye isbHICTD
ITPABOOXOPOHIIIB MiJl Yac MPOBEIECHHS ONEePATUBHO-PO3IIYKOBUX 3aX0/IiB, CJIUNX JIiii, aHAJI3Y 3JI0YMHIB
i poscrizyBanb. MojieTioBaHHsT BUKOPUCTOBYBATIOCS /st pO3pOOJIeHH iHHOBaIiiiHoi IM u1st mpaBooxo-
POHHUX OPTaHiB Ha OCHOBI CHTE3y aBTOPCHKUX MOJIETIEH, 3aTIPOTIOHOBAHKX Y TIOTIEPEIHIX OCIIIPKEHHX.
Mertoz cuHTE3y 103BOJIMB [IOETHATU Ta IHTETPYBATH 111 pillleHHs, 3acHoBaHi Ha ML Ta TexHoJiorisax BeJu-
KWX JTaHuX, B €uny innosatiitny IM y ckmazi indopmariiinoi cucremu (1C) mpaBooXopoHHIX OpTraHiB.
Pesyavmamu. [1i1st 3a0e31iedeHHst HAJIEKHOTO PiBHST U(POBI3allii IPaBOOXOPOHHUX OPraHiB y KOHTEKCTI
1hpoBoi TpaHcdopmaliii cygourHCTBa HEOOXIAHO BpaxyBaTh Taki acrektu: I. 3abesnednTu AiaKuTai-
3allifo MisSTHHOCTI MPaBOOXOPOHHKX OpraHiB Ta mocTiiine Brockonanenns 13; I1. Hamarogut pozpobien-
HsT HOBHX METO/[iB Ta HECTAI[IOHAPHUX ITIAXO/IIB 10 aHAI3Y IPOOJIEM 3II0YHHHOCTI HA OCHOBI AHATI THYHIX
METOIiB Ta inHoBaniitnux Texuosoriit; 111, [laa sailicHeHHs HaNEKHOTO PABOCY/Ist PO3POOUTH HajiliHe
13 paBOOXOPOHHIX OPTraHiB, 110 3a6e3MeUnTh ePeKTUBHY B3AEMOJIIIO CY/IiB 1 MPABOOXOPOHHIX OPTaHiB Ha
pisHuX craigx cynounHctsa; [V. s hopmyBanHs eeKTHBHUX cTpaTeriii il IPaBOOXOPOHHUX OPTaHiB
HAJIeXKUTb CTBOPUTU NpUKIaaHi [M Ha OCHOBI aHAMITUKY aHUX Ta HOBITHIX TEXHOJOTIH, Takux g9k ML,
big data and AL, V. Biockonaiutu Hasisre [3 kiGepsaxucty /s rapaHTyBaHHsA KOH(iAeHIiiHOCTI i 1itic-
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HocTi indopmartii, 3axucTy Bit BuTOKiB anux; VI. BukopructoByBaTi TEXHOJIOTIT BEINKUX JTAHUX T TIPE/T-
WKTUBHOI aHATITHKY JIJ/IST BUSIBJIEHHST 3aKOHOMiPHOCTEN i TPOTHO3YBAHHS 3JI0YNHHOCTI HAa OCHOBI BeJH-
4e3HUX MacUBiB pisHoMaHiTHOI iHGopmaii; VIIL. BukopucroByBary iHHOBaIiiiHi IHCTPYMEHTH Ta METON
DO3CJIlyBaHHS Ha OCHOBI aHAJITHKHU JAHKX [UIsI IIOI0JIaHHST 0OMEKEHDb PECYPCIB IPABOOXOPOHHKX Opra-
Hi; VIIL. Pospo6uru inHosaiiiini IC aist oprauisanii, ananisy, sbepiratts ta npeacrasieHHs ganux; 1X.
Viockonamutu mpaBosi Hopmu Bukopuctantst 1T s 3abesneuenns iHGOpMALiiiHOL AiSIBHOCTI TPaBO-
OXOPOHHUX OPTaHiB BiMoBiHO 110 cTanaaptiB €C. Bucnosxu. [ludbposa Tpancdopmartis mpaBooXopoH-
HUX OPraHiB IIOKJINKaHa 3a0e3I1eYNTH OIePATUBHICTh pearyBaHHsl Ha 3JI0YMHHICTh, SIKICTh PO3CJIIyBaHb
i 1IPO30PICTh HA TUISAXY /IO €JIEKTPOHHOTO cyaoYnHCTBA. OCHOBHUMM BUKJIMKaMu st popmyBanus 13
€ mpobJieMH 3 iHTErparieio Janux i3 pisHuX JKepes Ta BiAcyTHICTh iHHOBaIiiHuX [M 17151 posmmpenol
aHAMTUKY JaHuX. BpoBapkeHnHa HOBITHIX TEXHOIOTIN 00pobaeHns nannx, sk-or ML, Al Ta amamiTukn
BEJIMKKX JAHUX, MOJKE OMOMOITH [IPABOOXOPOHHUM OPraHaM MO0JAaTH OOMEKEHHS PECYPCIB, BUSIBJISITH
MIPUXOBAHI 3B’SI3KM MiXK JAHUMU Ta ITPUCKOPUTU POZKPUTTS 3JI0YUHIB. 3arPOTIOHOBAHIIT 1HHOBATIIHHWIT
KOMIIJIEKCHIH TTi/IXi7 10 hopmyBaHH: [3 Moske cTaTt OCHOBOIO /715 TiABUIIEHHS e(heKTHBHOCTI [iSITTBHOC-
Ti IPABOOXOPOHHKX OPraHiB y MesKax 3arajibHoi 1indposisaltii Cyl0uMHCTBA.

Kmouogi ciosa: nndposa tpancdopmaliisi, Cy[04MHCTBO, IPABOOXOPOHHI OpraHu, MPaBoOBi HOPMH,
inopmaniitni TexHoJorii, inopmariiiHa cucrema, iHpopmatiiiiHe 3abesnederns, Kibepoesiexa, Cy/.
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NATIONAL LEGISLATION AND PRACTICE
OF INTERNATIONAL CIVIL-MILITARY
ADMINISTRATIONS IN CROATIA

Abstract. Purpose. Results. The relevance of the article is due to the fact that each stage of state-
building in Ukraine was not easy, mistakes were made that allow drawing appropriate conclusions,
improving something, and eradicating something from the life of the country. It is obvious that in the course
of formation of our state, specific processes took place in the administrative structure, which were primarily
aimed at changing the qualitative state of the functioning of the executive branch, regardless of the level,
functions and powers. Civil-military administrations operated on the territory of Ukraine at various
times. The study of such experience is necessary in the current Ukrainian realities, as it will identify
the strengths and weaknesses of models of governing territories through civil-military administrations.
It is underlined that Croatia has a unique experience of introducing an international administration to
reintegrate the region and reduce the overall level of tension. It should be noted briefly what constitutes
an international interim administration. In general, international interim administrations are a legitimate
governance structure in territories where, for whatever reason, the sovereign authority of the respective
national government and administration does not extend. Conclusions. By prior compromise agreement
of the parties to the conflict, international interim administrations are formed of civilian and military
components, that is, this administration is civil-military. The range of powers envisaged depends on
the tasks assigned to such an administration, such as issues related to the security sector (control over
the disengagement of armed groups, demining), moreover, police missions can be implemented, political
issues can be resolved, that is, local self-government bodies can be created that would be legitimate
and recognised by the parties to the conflict and the international community, and important for
the Ukrainian reality is the ability of such an administration to prepare for elections in the respective
territory. Croatia chose to engage international forces to establish an international interim administration
that combined military and civilian powers. This largely predetermined the success of its activities, which
eventually led to the reintegration of a large part of Croatia into the EU.

Key words: interim administration, observers, military administration, disarmament.

1. Introduction

Each stage of state-building in Ukraine
was not easy, mistakes were made that enabled
to draw appropriate conclusions and improve
something and eradicate something from the life
of the country. It is obvious that in the course
of formation of our state, specific processes took
place in the administrative structure, which
were primarily aimed at changing the quali-
tative state of the functioning of the execu-
tive branch, regardless of the level, functions
and powers. Civil-military administrations
operated on the territory of Ukraine at various
times. The study of such experience is neces-
sary in the current Ukrainian realities, as it will
identify the strengths and weaknesses of mod-

© D. Kuzmenko, 2023

els of governing territories through civil-mil-
itary administrations. In addition, systematic
and analysed information can be an essential
basis for building a strategy for mechanisms
and models of civil-military governance of ter-
ritories in our time.

2. Particularities of the initiation of inter-
national administration

Croatia has a unique experience of intro-
ducing an international administration to rein-
tegrate the region and reduce the overall level
of tension. It is necessary to note briefly what
an international interim administration is (it
should be noted that Ukrainian peacekeeping
personnel participated in the international police
component of the UN Transitional Administra-
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tion in East Timor. In general, international
interim administrations are a legitimate govern-
ance structure in territories where, for whatever
reason, the sovereign authority of the respec-
tive national government and administration
does not extend. In most cases, interim admin-
istrations are formed through a compromise by
the warring parties, and the UN Security Coun-
cil is to establish the administration as a neu-
tral party. The administration is established on
the basis of a UN Security Council resolution
in accordance with Chapter VII of the United
Nations Charter. The international community
has resorted to the use of the respective admin-
istrations when dealing with decolonisation
(e.g., Namibia), the division of one state into
several (Yugoslavia), internal conflicts (Cambo-
dia), foreign occupation (the already mentioned
East Timor) (Filipchuk, Oktysiuk, Yaroshenko,
2017, p. 8).

As mentioned above, by prior compromise
agreement of the parties to the conflict, inter-
national interim administrations are formed
of civilian and military components, that is,
this administration is civil-military. The range
of powers envisaged depends on the tasks
assigned to such an administration, such as
issues related to the security sector (control
over the disengagement of armed groups, dem-
ining), moreover, police missions can be imple-
mented, political issues can be resolved, that
is, local self-government bodies can be created
that would be legitimate and recognised by
the parties to the conflict and the international
community, and important for the Ukrainian
reality is the ability of such an administration to
prepare for elections in the respective territory.
Moreover, the interim administration can deal
with social issues, since in most conflict zones,
unfortunately, the population needs humani-
tarian assistance and economic assistance (for
example, the reconstruction of vital infrastruc-
ture, etc.) (Filipchuk, Oktysiuk, Yaroshenko,
2017, p. 8).

A team of authors from the International
Centre for Policy Studies, who have studied
models of Donbas reintegration through the use
of temporary international administrations, call
the mission in Croatia one of the most success-
ful in the history of such UN operations (Filip-
chuk, Oktysiuk, Yaroshenko, 2017, p. 9). The
research team of the Institute of World Pol-
icy within the framework of the “Think Tank
Development Initiative for Ukraine” imple-
mented by the International Renaissance Foun-
dation (IRF) in partnership with the Think
Tank Fund (TTF), in the study “Experience
of Conflict Resolution in the World. Lessons for
Ukraine” have concluded what the reasons for
the success of certain international UN missions
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(including in Croatia). The study notes that:
“The experience of conflict resolution in Croa-
tia, Liberia, Bosnia and Herzegovina, Kosovo,
and Angola confirms that in order to effectively
monitor the implementation of the settlement
plan, the mission must have executive powers
and a military component, that is, the ability
to threaten with force members of illegal armed
groups (IAGs), who do not want to lay down
their arms (e.g. UNTAES in Croatia, ECO-
MOG in Liberia, UNFICYP in the Republic
of Cyprus, IFOR/SFOR in Bosnia), as well as
access to the entire territory and infrastructure
of the country, including military facilities. In
all these cases, the civilian monitoring mission
worked in parallel and in close cooperation with
the military peacekeeping mission” (Zarembo,
2016, p. 8). In addition, the authors made disap-
pointing assumptions that a UN or, for example,
NATO mission in Ukraine is unlikely due to for-
eign policy circumstances.

It should be noted that negotiations on
a peaceful resolution of the issue in Eastern
Slavonia began almost immediately after Cro-
atia’s lightning-fast and victorious Operation
“Storm” (within 84 hours, the Croats elim-
inated the unrecognised so-called “Repub-
lika Srpska” with their own armed forces, but
only Eastern Slavonia remained uncontrolled
by the Croatian authorities). The first draft
of the peace agreement on Slavonia was sub-
mitted by the Croats on 25 September 1995. A
series of diplomatic negotiations took place until
12 November, preceding the signing of the main
peace reintegration document, the Basic Agree-
ment on the Gradual Peaceful Reintegration
of Eastern Slavonia, Baranja and Western Sri-
jem into the Constitutional Space of Croatia.
On 1 November, Presidents of Croatia and Ser-
bia Franjo Tudjman and Slobodan Milosevic
agreed to peace. The agreement was signed
on 12 November 1995. The signatories were
the Croatian and Serbian sides, mediated by
the United States and the United Nations. The
document, which consisted of only 14 articles,
defined the establishment of a UN interim
transitional administration, demilitarisation,
restoration of property rights, return of dis-
placed persons, the right of Croatian citizens to
return to their pre-conflict places of residence,
and mutual respect and recognition of human
rights and freedoms (Pavelic, 2019, p. 3).

3. Particularities of the international
administration in Croatia

The agreement provided for a two-
year period during which the reintegration
of the region was to take place. During this
period, the UN was to establish an interim civ-
il-military administration, which, in addition
to the above tasks, was to organise local elec-
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tions (no later than 30 days before the mission
was terminated). According to M. Nahirnyi,
the agreement “...envisaged that the territory
of Eastern Slavonia would be demilitarised
within 30 days after the deployment of the UN
military contingent in the region. <..> The
peaceful reintegration plan covered demili-
tarisation of the region, administrative rein-
tegration, social reintegration, introduction
of transitional police forces, elections, economic
revival...” (Nahirnyi, 2018, p. 147). Peaceful
reintegration began on 15 January 1996, when
the UN Security Council adopted Resolution
1037, which established the UNTAES (United
Nations Transitional Administration in Eastern
Slavonia) (Pavelic, 2019, p. 3).

The tasks assigned to the UNTAES were to
be implemented in several phases: the prepara-
tion phase, the deployment phase (until April
1996), the demilitarisation phase (until June
1996), the stabilisation phase and the clo-
sure phase. One of the most important tasks
of the interim administration and the mission
was disarmament. Demilitarisation was sup-
posed to take place within 30 days of the deploy-
ment of international forces. The UN mis-
sion successfully managed the disarmament,
and all paramilitary groups left the region.
Reintegration was an important point in terms
of administration. Through the civilian transi-
tional administration of the mission, the grad-
ual reintegration of Eastern Slavonia, Baranja
and Western Srijem into the Croatian admin-
istrative system was to take place. During
the transitional period, the interim civil admin-
istration, in cooperation with the Croatian
authorities, was responsible for the communica-
tion and transport infrastructure of the region,
it solved the issue of employment of local resi-
dents in Croatian state institutions and private
enterprises, and took measures to prepare for
local elections (Klein, 2010, pp. 22—23).

In this regard, thanks to good cooperation
with the Croatian authorities, UNTAES devel-
oped communication and transport infrastruc-
ture, regulated the employment of local resi-
dents in Croatian state institutions and large
commercial companies, and carried out all
necessary activities for the preparation of local
elections, especially the issuance of Croatian
documents (homework, identity cards, pass-
ports) (Klein, 2010, pp. 22—23). The mission’s
powers included police functions. After demil-
itarisation, 1,600 police officers (1,200 Serbs
and 400 Croats) began to operate in the area. In
April 1997, with the help of the administration,
elections to the Croatian parliament were held
in the region.

The civilian component of the interim
administration consisted of approximately

650 persons, working in several depart-
ments and dealing with various aspects
of managing the reintegration process. The
head of the transitional administration P. Klein,
American, described the processes and structure
of the civilian component of the administration
as follows: the civil affairs department had six
field offices, a liaison office with the Serbian mis-
sion, an economic and coordination department,
and a secretariat that oversaw the reintegration
process. The Office of the Interim Administra-
tion was responsible for public affairs, polit-
ical and legal affairs. The auxiliary body was
the Office of the Chief Administrative Officer
that dealt with logistics, transport, finance,
and medical services (Kasuni¢, 2008, p. 39).

The head of the interim administration, in
general, was given a fairly wide range of pow-
ers in various sectors of governance. Under
UNTAES, he was in charge of local adminis-
trative authorities and monitored the success
of implementing the Erdut Agreement (the
name of the document signed on 12 November
1995). In general, the entire administrative sys-
tem was based on three main components. The
first “pillar” was the head of the transitional
administration, who simultaneously managed
all the other “pillars.” The second was the Coun-
cil of Administration. It was responsible for
the general policy of UNTAES. It was composed
of representatives of local Croatian and Serbian
power elites, the Croatian government, officers
of the UNTAES civilian component, and local
minorities. In addition, the council included
representatives of foreign countries (from
the EU, rf and the United States). Researcher
S. Kasunich argues that it is the presence
of representatives of the international commu-
nity that has contributed to the broad support
of the mission and this body by the parties. The
third “pillar” was the so-called Joint Implemen-
tation Committees (JIC). They were closely
interconnected and embodied the UNTAES
executive mechanism (Kasuni¢, 2008, p. 41).

It is worth noting that, especially
at the beginning of the reintegration process,
representatives of local authorities were mostly
Serbs. That is why P. Klein encouraged coop-
eration between Croatian and Serbian leaders
through 13 joint implementation committees.
Each committee had subcommittees within
its own structure that dealt with various rein-
tegration issues in administrative terms. The
committees were further grouped accord-
ing to the three components: political (elec-
tions, displaced persons and refugees, human
rights), administrative (education and culture,
healthcare and other administrative services
of the civilian administration). There was also
a technical component (related to the manage-
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ment of railways and roads, utilities, agriculture,
and municipal services (Kasuni¢, 2008, p. 41).

It should be noted that various actors were
involved in the reintegration process, not just
the UN interim administration. P. Nahirnyi
distinguishes the following: the actual military
and civilian components of the UN peacekeep-
ing mission, that is, the UN civilian transitional
administration, UN peacekeepers; police mis-
sion; the Croatian Bureau of Interim Adminis-
tration; the Provisional Authority for the estab-
lishment of Croatian authority in Eastern
Slavonia, Baranja and Western Srijem; the State
Commission for the Establishment of the Con-
stitutional Order of the Republic of Croatia in
the Vukovarsko-Srijemska and Osijek-Baran-
ska Counties; the Croatian National Com-
mittee for the implementation of confidence
building, accelerated return and normalisation
programmes in the war-affected areas of Cro-
atia; Serbian political forces; the UN Civilian
Police Support Group; and the OSCE Interna-
tional Civilian Monitoring Mission (Nahirnyi,
2018, p. 148).

4. Conclusions

In general, the presence of the interim
administration in Eastern Slavonia has led
to a range of significant positive effects. The
presence of UN troops helped to establish
peace and tranquillity in the region. The sup-
port of 5,000 military personnel and observers
contributed to the effective implementation
of the military administration's tasks to pre-
vent another armed confrontation. Thanks to
the international interim administration, disar-
mament took place relatively quickly. UNTAES
also performed customs control functions on
uncontrolled sections of the border. It should
be emphasised that one of the most impor-
tant tasks performed by the UN mission was
the peaceful and rapid reintegration of Slavo-

Amumpo Kysvmenxo,

nia into the system of administrative division
of Croatia (Zarembo, 2016, pp. 9—11).

In general, Croatia chose to engage inter-
national forces to establish an international
interim administration that combined military
and civilian powers. This largely predetermined
the success of its activities, which eventually
led to the reintegration of a large part of Croatia
into the EU.
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HAIIIOHAJIBHE BAKOHOZIABCTBO TA IIPARTUKA BUROPUCTAHHSA
MIKHAPOJITHUX BIICbKOBO-IIUBIJIbHUX AJIMIHICTPAIII HA

TEPUTOPII XOPBATII

Anoraiisi. Mema. AKTyasbHICTb CTATTi OJISTAE B TOMY, 110 KOKEH €Tall Iep;KaBOTBOPEHHS B YKpaiHi
GyB HerpocTM, GyJI0 J0IYIIEHO IIOMUIKH, SIKi a1 MOJKJIMBICTh 3pOOUTH BiAIOBIIHI BUCHOBKH 1 1I0Ch
YIOCKOHAIMTH, a IOCh B3araji BUKOPEHUTH i3 KUTTs Kpainu. Memoodu. OueBnano, 1o B Mporeci cra-
HOBJIEHHST HAIIOT JIepsKaBy BiOYBaJMcst KOHKPETHI MPOIIECH B YIIPABIIHCHKIH CTPYKTYPI, SIKi HacamIiepe/
GyJiu CpsSIMOBaHI Ha 3MiHY SIKICHOTO cTaHy y (DYHKIIOHYBaHHI arapaTy BUKOHABUOI B, HE3AIEKHO
Bizt piBH#, pyHKIIiH Ta MOBHOBaskeHb. Ha Teputopii Ykpaiuu B pi3Hi uacu isiu ajmiHicTpaitii BilficbKoBO-
UBiITbHOTO XapakTepy. JlocaiukeHns mogibHOro M0CBixy HeoOXiAHe B CYy4aCHUX YKPAiHCBKUX peasisx,
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OCKIJIBKH T[e JI03BOJIMTH BUSBUTH CUJIbHI Ta cJabKi CTOPOHM Mojesell YIpaBIiHHA TePUTOPIAMU Yepe3
BilichKOBO-TIMBITBHI anMinHicTparii. Harosomeno, mo yHiKanbHWIT 0CBi/ 3aTpOBA/PKEHHST MiXKHAPO/I-
HOI a/iMiHICTpaIlil 33171 peinTerpaltii perioHy Ta 3MEHIIeHHs 3araJbHOTO PiBHA HAPYru Mae XOopBaris.
Pesyavmamu. MixxuapoHi THMYACOBI aMiHiCTpallii IBAAIOTH cOO0IO JIETITHMHY BJIAIHY YIPaBIiHCHKY
CTPYKTYPY Ha TEPUTOPIsIX, HA SIKi 3 IEBHUX IIPUYMH HE PO3TOBCIOJIKYETHCS CyBEePEHHA BIa/Ia Bi/IITOBIIHOTO
HAIliOHAILHOTO YPSI/ly Ta afiMiHicTpaltii. 3a rmonepeaHbo0 KOMIIPOMiCHOIO 3TO/I0I0 CTOPiH KOH(DJIKTY, MiK-
HapoHi THMYacoBi aaMiHicTparii GopMyIOThCsI, BKIIOYAI0YN KOMIIOHEHTH [IUBIIbHI Ta BiiichbKOBi, TOGTO
119 aIMIHICTpaIlis MOCTAE K BifichKOBO-IMBLMbHA. CHeKTp ii mepe6aveHnnx TOBHOBAKEHD 3a1€KNTh, Bijl-
HOBIZIHO, Bifl ITOCTaBJIEHUX JI0 TAKOI aMiHicTpallii 3aBaHb — 1e MOKYTh OyTH IPOOIEMH, TTOB’A3aHi i3 CyTO
6e3rexoBuM 6JI0KOM (KOHTPOJIb 32 PO3BEIEHHSIM 30pOiTHIX (DOPMYBaHb, PO3MiHYBAHHST ), MOJKYTh TAKOXK
VIIPOBA/LKYBATUCD TIOJI1EHCHKI MiCii, BUPINTYBATHCD MOMITUYHI TUTAHHS, CTBOPIOBATUCS MiCIIE€BI Opranu
CaMOBPsIIyBaHHs1, sIKi 6 MaJiu JIETiTUMHUIT XapaKTep i BUBHABAIMCH CTOPOHAME KOH(MJIIKTY Ta CBITOBOIO
CTIbHOTOI0. Bucnosku. BaxxiauBum it YKpaiHChKUX peasiii € MOKIMBICTD TaKoi ajMiHicTpaiii 3/iii-
CHIOBATH IiZArOTOBKY /0 IIPOBe/IeHHs] BUOOPIB Ha BIANOBIAHIN TepuTopil. XopBaris milnia MIsxoM 3a1y-
YeHHS Mi’KHAPOIHUX CUJI [T 3aCHYBAHHS MIXKHAPOIHOI TUMYACOBOI a/IMiHICTpAIlil, SIKi CKOHIIEHTPYyBaJIa
BilicbKOBI Ta MBLIbHI TOBHOBaKeHHA. [e Garato B yomy i Ilepeg6aumiIo yCImmHicTh il Ais/IbHOCTI, TicIs
4oro BiaOyJach peiHTerpaiis sHaqHoi Tepuropii Xopsarii 10 1i ckaajy.
Kmou4oBi ¢;1oBa: TMMyacoBa aJMiHicTpallis, criocTepiradi, BifichkoBa afMiHiCTpalis, po330poeHHsI.
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THE ISSUE OF HARMONISATION

AND DIFFERENTIATION OF LABOUR

AND ADMINISTRATIVE LAW IN THE REGULATORY
FRAMEWORK FOR LIABILITY FOR VIOLATION

OF LABOUR LEGISLATION

Abstract. Purpose. The purpose of the article is to reveal the issue of harmonisation and differentiation
of labour and administrative law provisions in the regulatory framework for liability for violation of labour
legislation. Results. The article, relying on the analysis of scientific views of scholars and current legislation,
reveals the essence and content of disciplinary, material and administrative liability for violation of labour
legislation. The author focuses on how labour and administrative law provisions are harmonised in terms
of regulating liability for violation of labour legislation. The provisions of labour and administrative law
are differentiated in the context of the topic presented. It is determined that pecuniary liability is primarily
aimed at restoring the violated material right of an employee and /or employer in the event of actions and/
or omissions that resulted in the loss of material benefits by one of the parties to the labour relationship as
a result of unlawful actions of one of the entities. The specifics of this type of liability are as follows: first, it
is contractual in nature, as an agreement on liability is concluded between the employee and the employer;
second, both the employee and the employer may be subject to this type of liability; third, the limits of material
liability are clearly defined at the legislative level; fourth, its purpose is dual: on the one hand, it provides
for compensation for damage, and on the other hand, it protects employees from unjustified deductions
from their wages. Conclusions. It is concluded that the provisions of labour and administrative law in terms
of regulatory framework for liability for violation of labour legislation are consistent in terms of determining
the range of entities that may be subject to liability for committing offences in the field of public relations
under study. With regards to the differentiation between the provisions of these branches in the context
of the presented issues, it is due to the purpose of each type of liability: first, labour law mainly regulates
the liability of employees for violations of applicable labour laws and local regulations in the course of their
employment; meanwhile, administrative law regulates the liability of managers of enterprises, institutions
and organisations, as well as officials of public authorities who are parties to legal labour relations ; second,
sanctions that may be imposed on violators of labour laws are clearly differentiated, as well as a list of grounds
and conditions for the application of the latter; third, labour and administrative law provides for different
entities authorised to bring violators to a particular type of legal liability.

Key words: legal liability, labour law, administrative law, offence, legislation, labour.

1. Introduction

The effective functioning of labour relations
requires the proper functioning of legal liabil-
ity. However, in this context, it should be noted
that one of the important issues of modern sci-
ence is the problem of harmonisation and dif-
ferentiation between labour and administrative
law provisions regarding offenders’ legal liabil-
ity. Moreover, the degree and type of liability
for violations of labour legislation depends: first,
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on the entity that committed the offence; sec-
ond, on the legal status of the controlling actor;
third, on the nature and severity of the offence.

Some problematic issues of liability for vio-
lation of labour legislation have been consid-
ered in the scientific works by: O.M. Bandurka,
Yu.D. Batan, O.V. Dykyi, K.V. Kovalenko,
L.H. Koziatnyk, K.Yu. Melnyk, A.Yu. Podor-
ozhnii, I.LA. Rymar, N.M. Khutorian and many
others. However, despite a considerable number

© 0. Kucher, 2023



5/2023

ADMINISTRATIVE LAW AND PROCESS

of scientific achievements, the legal literature
still does not resolve the issue of harmonisation
and differentiation between labour and admin-
istrative law in the regulatory framework for
liability for violations of labour legislation.

As a result, the purpose of the article is to
reveal the issue of harmonisation and differen-
tiation of labour and administrative law provi-
sions in the regulatory framework for liability
for violation of labour legislation.

2. Content of disciplinary and material
liability

Legal liability, in its most general sense, is
ameasure of state coercion regulated by legisla-
tive provisions that may be applied to a person
in the event of actions contrary to the applicable
law and which is manifested in the application
of measures to the offender that involve restric-
tions on of a personal and/or property nature.
In addition, it should be noted that the specifics
of legal liability directly depend on the provi-
sions of which branch of law it is regulated.

With regard to the issues presented in
this study, the specifics of the labour sphere
and its parties cause the problem of harmoni-
sation and differentiation of labour and admin-
istrative law provisions in the regulatory
framework for liability for violation of labour
legislation. The existence of the above prob-
lem is due to: first, a wide range of entities that
may be subject to liability in case of violation
of the applicable labour legislation (in par-
ticular, an employee and an employer, as well
as entities legal status thereof is derived from
the labour one (trade unions, the State Labour
Service (and its officials)), etc.); second, sev-
eral types of liability may be applied to certain
categories of actors, which may be regulated by
several branches of law, both labour and admin-
istrative; third, the severity of the offence. In
this context, it should also be noted that labour
law regulates the types of liability such as disci-
plinary and material liability. In turn, the provi-
sions of the administrative law define adminis-
trative liability.

First, the content of disciplinary and material
liability regulated by the labour law provisions
should be considered. K.Yu. Melnyk argues that
disciplinary liability is one of the types of legal
liability, implying that an employee who has
violated labour discipline shall suffer the pun-
ishment provided for by labour law. The scholar
also notes that the main ground for disciplinary
liability is a disciplinary offence (Melnyk, 2014).
A.Yu. Podorozhnyi marks that disciplinary lia-
bility means the obligation of an employee to be
responsible to the employer, who has disciplinary
power, for a breach of labour discipline commit-
ted by him/her in the form of non-performance or
improper performance of labour duties through

the fault of the employee and to suffer negative
consequences as a result of this, as provided for
by labour law (Podorozhnii, 2018).

Therefore, disciplinary liability is the most
lenient type of legal liability applied to violators
of labour laws for minor offences. It is the obli-
gation of an employee to be punished for viola-
tions of applicable laws and regulations, as well
as other provisions stipulated in a collective
agreement and individual employment contract.
In accordance with the provisions of the Labour
Code of Ukraine, disciplinary sanctions are
imposed by the body that has the right to hire
(elect, approve and appoint) the employee in
question. Disciplinary penalties may also be
imposed on employees who are disciplined in
accordance with charters, regulations and other
acts of legislation on discipline by bodies higher
in the order of subordination to the bodies
referred to in part one of this Article. Disci-
plinary action shall be taken by the employer
immediately upon discovery of the misde-
meanour, but not later than one month from
the date of its discovery, not counting the time
the employee is released from work due to tem-
porary disability or is on leave. Prior to impos-
ing a disciplinary sanction, the employer must
request written explanations from the breacher
of labour discipline. Only one disciplinary sanc-
tion may be imposed for each breach of labour
discipline. When choosing the type of pen-
alty, the employer should consider the sever-
ity of the breach and the damage caused by it,
the circumstances under which the offence was
committed, and the employee’s previous work
(Code of Labour Laws of Ukraine, 1971).

Therefore, disciplinary liability means
imposing disciplinary sanctions on the relevant
persons. This feature is crucial for disciplinary
liability and reflects the essence of this type
of liability so deeply that the concepts of “disci-
plinary liability” and “disciplinary sanction” are
often used in the literature and practice as equiv-
alent (Kovalenko, 2008). Disciplinary coercion
is extrajudicial, characterised by the widespread
use of moral and legal sanctions, and is carried
out by entities of disciplinary power. While civil
coercive measures can be applied to both indi-
vidual and collective participants in legal rela-
tions, disciplinary measures are applied only to
physical persons, they are not only personalised
but also individualised. Within its scope, there
are many sanctions and procedures designed for
a specific group of people (Kovalenko, 2008).

The disciplinary liability is closely related to
material liability. According to N.M. Khutorian,
material liability in the labour law of Ukraine is
the need for one of the parties to labour relations
to compensate for material damage (and in some
cases moral damage) caused to the other party
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as a result of improper performance of its labour
duties as provided for by labour law (Code
of Labour Laws of Ukraine, 1971). With regard
to employee liability, it is necessary to mention
Article 130 of the Labour Code, according to
which employees are liable for damages caused
to an enterprise, institution or organisation as
a result of breach of their employment duties
(Code of Labour Laws of Ukraine, 1971). When
imposing material liability, the rights and legit-
imate interests of employees are guaranteed by
establishing liability only for direct actual dam-
age, only in the scope and manner provided by
law, and provided that such damage is caused
to the enterprise, institution, organisation by
the employee’s guilty unlawful acts (omissions).
This liability is usually limited to a certain por-
tion of the employee’s earnings and shall not
exceed the full amount of the damage caused,
except in cases provided for by law. If the above
grounds and conditions are met, material liabil-
ity may be imposed regardless of the employ-
ee’s disciplinary, administrative or criminal
liability. Employees may not be held liable for
damage that falls within the category of normal
industrial and economic risk, as well as for dam-
age caused by an employee who was in a state
of emergency. Only employees who are officials
may be held liable for profits not received by
an enterprise, institution or organisation. The
employee who caused the damage may volun-
tarily cover it in full or in part. With the con-
sent of the employer, the employee may trans-
fer equivalent property to cover the damage or
repair the damaged property (Code of Labour
Laws of Ukraine, 1971).

It should be noted that not only
the employee, but also the employer may be held
liable. The current labour legislation of Ukraine
provides for the employer’s material liability
for damage caused to the employee. According
to Articles 117, 235, 236 of the Labour Code,
the employer shall compensate the employee
for damage caused by a delay in severance pay,
unlawful dismissal, transfer of the employee to
another job, incorrect wording of the reason for
dismissal in the labour book, delay in issuing
the labour book due to the fault of the owner
or his/her authorised body, and delay in exe-
cuting the decision to reinstate the employee.
According to Article 237-1 of the Labour Code,
the owner or his/her authorised body shall
compensate the employee for non-pecuniary
damage. Article 237 provides for material liabil-
ity of an official guilty of unlawful dismissal or
transfer of an employee (Code of Labour Laws
of Ukraine, 1971; Rymar, 2017).

Therefore, material liability is primarily
aimed at restoring the violated material right
of an employee and/or employer in the event
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of actions and/or omissions that resulted in
the loss of material benefits by one of the parties
to the labour relationship as a result of unlawful
actions of one of the entities. The specificities
of this type of liability are: first, it is contractual
in nature, as an agreement on liability is con-
cluded between the employee and the employer;
second, both the employee and the employer
may be subject to this type of liability; third,
the limits of material liability are clearly defined
at the legislative level; fourth, its purpose is
dual: on the one hand, it provides for compen-
sation for damage, and on the other hand, it
protects employees from unjustified deductions
from their wages.

3. Content of administrative liability

Next, administrative liability as a type of lia-
bility should be considered, it is closely inter-
twined with labour law, but the procedure for
its implementation is regulated exclusively by
the provisions of the administrative law. Accord-
ing to S.M. Kremenchutskyi, administrative
liability is a type of legal liability expressed in
the imposition of an administrative penalty by
an authorised body or official to a person who
has committed an administrative offence. This
type of liability is characterised by the same
features as legal liability in general (Kremen-
chutskyi, 2009). I.P. Holosnichenko interprets
administrative liability as a type of legal liabil-
ity, which is a set of administrative legal rela-
tions arising in connection with the applica-
tion by authorised bodies (officials) to persons
who have committed an administrative offence
of special sanctions — administrative penalties —
provided for by the provisions of administrative
law (Holosnichenko, 2004).

The factual ground for administrative liabil-
ity, enabling to subject a person to it, is the com-
mission of an administrative offence (misdemean-
our). According to the Code of Administrative
Offences of Ukraine, Article 9, Part 1, an admin-
istrative offence (misdemeanour) is an unlawful,
culpable (intentional or negligent) act or omis-
sion that infringes upon public order, property,
rights and freedoms of citizens, the established
order of governance and entails administrative
liability provided for by law. It should be noted
that this definition simultaneously uses and iden-
tifies two terms and, thus, two concepts: “admin-
istrative offence” and “administrative misde-
meanour” (Code of Ukraine on Administrative
Offences, 1984).

With regard to the topic under study,
the Code of Administrative Offences provides
for administrative liability for committing
administrative offences related to compli-
ance with labour legislation, such as: violation
of the established terms of payment of wages,
payment of wages not in full, and the term
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for providing employees with wages by offi-
cials of enterprises, institutions, organisations
regardless of ownership and individual entre-
preneurs, including former employees, upon
their request, documents related to their
employment at a given enterprise, institu-
tion, organisation or individual entrepreneur
required for the purpose of granting a pension
(length of service, salary, etc.), specified by
the Law of Ukraine “On Citizens’ Appeals”,
or submission of these documents with inac-
curate data, violation of the deadline for cer-
tification of workplaces in terms of working
conditions and the procedure for its conduct,
as well as other violations of labour legislation;
repeated violation of the above within a year
for which the person has already been subjected
to an administrative penalty, or the same acts
committed against a juvenile, pregnant woman,
single father, mother or a person replacing them
and raising a child under the age of 14 or a dis-
abled child; actual admission of an employee
to work without an employment agreement
(contract), admission to work of a foreigner or
stateless person and persons in respect of whom
a decision has been made to draw up documents
for resolving the issue of granting refugee sta-
tus, on the terms of an employment agreement
(contract) without a work permit for a for-
eigner or stateless person; repeated commission
of the aforementioned violation within a year
for which the person has already been sub-
jected to an administrative penalty; violation
of the guarantees and benefits established by
law for employees engaged in the performance
of duties under the laws of Ukraine “On mili-
tary duty and military service”, “On alternative
(non-military) service”, “On mobilisation train-
ing and mobilisation”; violation of the require-
ments of legislative and other regulations on
labour protection, except for the violations
listed below; violation of the established proce-
dure for reporting (providing information) to
the central executive body implementing public
policy on labour protection about an occupa-
tional accident (Koziatnyk, 2020).

The Code of Administrative Offencesin force
provides for administrative liability for viola-
tions of labour and occupational safety laws. The
liability for these violations is provided for in
the Code of Administrative Offences, Article 41,
part 5 and 6. Fines range shall be from UAH 340
to UAH 850 (twenty to fifty tax-free minimum
incomes). Certain special sanctions are also
provided for in Articles 93 and 94 of the Code
of Administrative Offences. They relate to vio-
lations of the requirements of the legislation on
safe work practices and regulations on the stor-
age, use and accounting of explosive materials in
industries and facilities controlled by the cen-

tral executive body that implements public pol-
icy on labour protection (Manager’s responsi-
bility for violation of labour legislation, 2022).

4. Conclusions

To sum up, it should be noted that the provi-
sions of labour and administrative law in the issue
of regulatory framework for liability for violation
of labour legislation are consistent in determining
the range of entities that may be subject to liabil-
ity for committing offences in the field of public
relations under study. With regards to the differ-
entiation between the provisions of these branches
in the context of the presented issues, it is due to
the purpose of each type of liability:

— First, labour law mainly regulates the lia-
bility of employees for violations of applicable
labour laws and local regulations in the course
of their employment; meanwhile, administrative
law regulates the liability of managers of enter-
prises, institutions and organisations, as well as
officials of public authorities who are parties to
legal labour relations;

— Second, sanctions that may be imposed
on violators of labour laws are clearly differen-
tiated, as well as a list of grounds and conditions
for the application of the latter;

— Third, labour and administrative law pro-
vides for different entities authorised to bring
violators to a particular type of legal liability.

However, despite the seemingly clear dis-
tinction between labour and administrative law
in regulating liability for violations of labour
legislation, there are still some uncertainties in
this field regarding provisions to be applied to
the employer in case of violations in the areas
of remuneration and labour protection, in par-
ticular, the boundaries of such liability are quite
blurred, which often complicates the process
of bringing the latter to financial and /or admin-
istrative liability.
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ITPOBJIEMA Y3TIO/IKEHHA TA POSMERYBAHHA HOPM TPYTIOBOI'O
11 AIMIHICTPATUBHOTO ITIPABA B IIPABOBOMY PETYJIIOBAHHI
IMPUTATHEHHA 10 BIAIIOBIAAJBHOCTI 3A IOPYIIEHHA
3AKOHOJABCTBA ITPO ITPAITIO

Aworauisi. Mema. MeToio cTaTTi € PO3KPUTH MPOOJIEMY Y3TO/KEHHS Ta PO3MEIKYBAHHS HOPM TPY/I0BO-
T0 11 aIMiHICTPaTUBHOTO TIPaBa B TIPABOBOMY PeTyJIFOBAHHI TPUTATHEHHS /10 BIINOBIIAJIBHOCTI 32 TIOPYIIEHHS
3aKOHOJIABCTBA TIPO TIpaitio. Pe3yavmamu. Y cTaTTi Ha OCHOBI aHAJI3y HAYKOBUX TOTJI/IB YIEHNX Ta HOPM
YUHHOTO 3aKOHO/IABCTBA PO3KPHUTO CYTHICTH Ta 3MICT AUCIIUILIIIHAPHOI, MaTePiabHOI Ta JIMIHICTPATUBHOI BifI-
OBI/IAJILHOCTI 32 TTOPYIIEHHS 3aKOHO/IABCTBA ITPO MPaIfio. AKIIEHTOBAHO YBATY Ha TOMY, SIK Y3TO/IKYIOTbCSI HOP-
MU TPYJIOBOTO Ta aJIMiHICTPATUBHOTO TPaBa B MUTAHHI PEryJIOBaHHA BiIOBIIA/IBHOCTI 32 MOPYIIIEHHS 3aKO0-
HOJIaBCTBA 1TPO TPaILio. 3/{HCHEHO PO3MEsKyBaHHS HOPM TPY/I0BOTO Ta aJIMiHICTPATUBHOTO TIpaBa B KOHTEKCTI
npezicTaBieHol ipobiieMaTuky. BusHaueHo, 1o MatepiaibHa BiINOBIIAJIbHICTD [EPELyCiM CIPIMOBAHA Ha Bijl-
HOBJIEHHS! [IOPYLIEHOTO MaTepiaJibHOro Mpapa IpaliBH1Ka Ta/ab0 poOOToaBIA B pasi BUMHEHHs i Ta/a00
Ge3IisIbHOCTI, 110 TPU3BEJIU 0 BTPATH MaTepiabHUX OJ1ar OHIEI0 31 CTOPIH TPYAOBUX TIPABOBIHOCKH YHA-
CJIJIOK HENpaBOMIPHHUX [Iili 0iHOTO i3 BKasaHuX cy0’ektiB. OcOOMMBICTIO TAKOTO BUILY BiAIIOBIAAIBHOCTI €:
HO-TIEpIIIe, BOHA Ma€ JIOTOBIPHII XapaKTep, a/yKe MiK IIPAIiBHIKOM Ta POOOTOAABIIEM YKJIAJAEThCs AOTOBIP
PO MatepiajibHy BiANOBIIAIbHICTS; I0-APYTe, 10 BKA3AHOIO BIAY BIANOBIAAILHOCTI MOKe OYTH NPUTATHYTO
SK TIPAIiBHKKA, TaK 1 poOOTOAABIIA; TIO-TPETE, MEKI MaTePiabHOI BiAOBIAAILHOCTI YiTKO BU3HAYEH] Ha 3aKO0-
HOZL@aBYOMY PiBHI; [10-4eTBepTe, il MeTa Ma€ MOABIITHMIA XapaKTep: TaK, 3 0HOro GOKy BoHa Iepeadadae BiiKo-
JlyBAHH IKOJIH, a 3 IHIIOTO — 3aXMCT NMPALIBHKUKIB Bil HEOOI PYHTOBAHMX BiApaxyBaHb 3 iXHbOI 3apOGITHOI 111a-
. Bucnosxu. 3pobieHo BUCHOBOK, 1[0 HOPMH TPY/IOBOTO Ta a/IMiHICTPATHBHOTO TIPABA B TUTAHH] [IPABOBOTO
PeryJIOBaHHS MPUTATHEHHS /10 BI/IIOBIIAIBHOCTI 33 IOPYIIEHHS 3aKOHOJIABCTBA TIPO TPAILIO Y3rO/UKYIOThCS
3 HAMPSIMOM BU3HAYEHHSI KOJIa Cy0'€KTIB, SIKMX MOKe OyTH MIPUTSTHYTO /10 BiIIOBIAIBHOCT] 32 BUNHEHHST
IPABOIIOPYIIEHD Y 0CIipKyBaHii cdepi cycninbaux Bizinocut. 11lo 5k cTocyeTbes po3aMesKyBaHHS HOPM YKa-
3aHUX rajlyseil y KOHTEKCTI [PEACTaBIeHOl IPOOJeMATHKM, TO B IAHOMY KOHTEKCTI HEOOXIIHO BUXOMMTH i3
[PUBHAYEHHSI KOKHOTO BUJLY BiZIIOBIA/IBHOCTI: [O-IIEPILe, HOPMAMU TPY/IOBOTO [PABA PETYJIIOETHCS 31e01Ib-
II0TO BI/INIOBIIJIBHICTD PAIIIBHUKIB 32 BYUNHEHHS HUMHU TTOPYIIEHb HOPM YHHHOTO TPY/I0BOTO 3aKOHO/IABCTBA,
a TaKOK JIOKA/IbHUX HOPMATMBHUX aKTiB OE3M0CePesHbo B MPOIECH 3AIHCHEHHA HUMK TPYAOBOI [isIbHOCT;
y CBOIO Yepry HOPMaMH aJIMiHICTPATHBHOTO MPaBa PETYIIOETHCS Bi/IMOBIIA/TBHICTD KEPIBHUKIB TITPUEMCTB,
YCTaHOB OpraHizailiii, a TaKokK MOCaI0BUX 0CIO OpraHiB JepKaBHOI BJIA/HM, SKi € Cy('eKTaMK TPYIOBOIO IIPaBa;
TO-/IPyTe, ICHYE YiTKe PO3ME/KYBAHHST CAHKITIH, sIKi MOJKYTD Oy TH 3aCTOCOBaHI 110 BiZIHOIIEHHIO 10 OPYITHIKIB
TPY/I0BOTO 3aKOHO/IABCTBA, & TAKOK TIEPEJIK IT/ICTAB Ta YMOB 3aCTOCYBAaHHS OCTAHHIX; [O-TPETE, HOPMAMU TPY-
JIOBOTO Ta a/IMiHICTPATUBHOTO IIpaBa fepea0adyatoThest pisHi cyd'€KTH, SIKI BOJIOMIOTH IOBHOBAKEHHSMHE 1010
IIPUTSATHEHHS HOPYIIHUKIB JI0 TOTO YH 1HIIOTO BU/LY IOPU/IMYHOI BIIIOBIZA/IBHOCTI.

Kmouogi cioBa: opujinyHa Bi/INOBiIa/IbHICTh, TPYIOBE TIPABO, aJIMiHICTPATUBHE TIPABO, IIPABOIIOPY-
IIEHHS, 3AKOHO/IABCTBO, IPAILs.
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MODERN NATIONAL SYSTEM OF ADMINISTRATIVE
AND LEGAL FRAMEWORK FOR THE DETENTION
OF PRISONERS OF WAR IN UKRAINE

Abstract. Purpose. The purpose of the article is to study the legal and regulatory framework for
relations concerning the detention of prisoners of war in Ukraine. Results. The article states that nowadays
the national system of legal framework for the detention of prisoners of war is quite extensive and covers
a wide range of issues. It is not limited to national and international legal instruments and generally
goes beyond the administrative branch of law. The article argues that, adhering to humanistic principles,
national legislation probably regulates the issue of detention of prisoners of war more thoroughly
than international legal provisions, based on the functional tasks that need to be solved in practice.
Conclusions. 1t is concluded that nowadays the national system of legal framework for the detention
of prisoners of war is quite extensive and covers a wide range of issues. It is not limited to national
and international legal instruments and generally goes beyond the administrative branch of law. Therefore,
there are grounds to assert that adhering to humanistic principles, national legislation probably regulates
the issue of detention of prisoners of war more thoroughly than international legal provisions, based on
the functional tasks that need to be solved in practice. Nevertheless, some researchers still emphasise
the incomplete compliance of national regulatory practice with generally accepted international
provisions. If we consider the modern system of legal framework for the detention of prisoners of war
as consisting of two major parts (international humanitarian law, which lays the ideological foundation,
and national legislation, which mainly regulates practical activities), then both structural components,
in our opinion, have shortcomings. These are: 1) international legal instruments contain provisions that,
in the current situation (given the specificities of the aggressor country), lose their practical meaning.
For example, the possibility of consenting to the release of a prisoner of war on the basis of honour or
obligation. In addition, international humanitarian law does not consider the full variety of possible
typical situations that need to be addressed or is unable to provide an answer to them. For example,
international legal documents provide for a rather limited number of options for release from captivity;
2) the weakness of the set of national legal provisions, in our opinion, is a certain terminological diversity
and inconsistency. For example, the simultaneous use in different legal instruments of the concepts
of "capture, captivity, detention, holding, etc.) Furthermore, the national legal system is characterised
by regulating separate functional tasks related to the treatment of prisoners of war in different legal
regulations issued by different state authorities, which does not simplify the system in general. Another
specific feature of the national system of legal regulatory framework for the detention of prisoners of war
is that it is still evolving. For example, in the future, we can expect to see legislative developments on
the exchange and release of prisoners of war, as well as their liability for war crimes and offences.

Key words: prisoners of war, rights of prisoners of war, detention of prisoners of war, administrative
and legal framework, system, national system.

1. Introduction

The review of professional literature, sci-
entific events, and practical activities of state
bodies and officials regarding the regulatory
framework and practice of organising relevant
activities related to the detention of prison-
ers of war convincingly reveals both negative

© R. Oliinyk, 2023

experiences and successful developments in
Ukraine. The most active work in this area
took place in the years immediately following
the start of full-scale Russian armed aggres-
sion. And it is possible that it will be further
developed and improved depending on current
issues. For example, the additional regulation
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of the exchange of prisoners of war, or the reso-
lution of issues related to prisoners of war who
have committed war crimes. Moreover, now is
the time when it is advisable to analyse the expe-
rience already gained and to substantiate scien-
tifically proven approaches to build a basis for
further practical activities. This is the reason for
the relevance of our chosen research topic.

In the context of the topic under study, it is
advisable to mention scholars who have raised
the issue of the national system of adminis-
trative and legal framework for the detention
of prisoners of war in Ukraine in their scien-
tific works, such as: V. Aloshyn, A. Amelin,
Y. Badiukov, P. Bohutskyi, M. Buromenskyi, Ya.
Hodzhek, A. Hryhoriev, M. Hrushko, O. Dzha-
farova, A. Dmitriev, O. Drozd, S. Yehorov,
O. Zhytnyi, J. Zhukorska, V. Zavhorodnii,
V. Kaluhin, F Kalskhoven, F. Kozhevnikov,
E Kryl, V. Lysyk, V. Lisovskyi, H. Melkov,
V. Moroz, S. Nishchymna, A. Poltorak, V. Repet-
skyi, L. Savynskyi, L. Tymchenko, O. Tiunov,
M. Khavroniuk, P. Khriapinskyi, M. Tsiurupa,
S. Shatrava, and others.

The purpose of the article is to study
the legal and regulatory framework for relations
concerning the detention of prisoners of war in
Ukraine. The task of the research is to formulate
conclusions on the development of the national
system of administrative and legal framework
for the detention of prisoners of war in Ukraine.

2. Powers of the National Council for
the Recovery of Ukraine from the War

Today, after two years of full-scale war,
some administrative and managerial initia-
tives on regulatory issues related to the deten-
tion of prisoners of war seem unclear. For
example, on April 21, 2022, the President
of Ukraine issued Decree No. 266/2022,
which established the National Council
for the Recovery of Ukraine from the War
(National Council) as his advisory body. The
tasks of the National Council were defined as
follows: “to develop an action plan for the post-
war recovery and development of Ukraine...,
to identify and develop proposals for prior-
ity reforms, the adoption and implementation
of which is necessary in the war and post-war
periods; to prepare strategic initiatives, draft
laws and regulations, the adoption and imple-
mentation of which is necessary for the effec-
tive work and recovery of Ukraine in the war
and post-war periods” (Decree of the President
of Ukraine on the issue of the National Coun-
cil for the Recovery of Ukraine from the Con-
sequences of the War, 2022). From the per-
spective of current experience, this initiative
(implemented less than 2 months after the start
of the full-scale Russian military invasion)
looks naive and impractical at the very least.
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However, the National Council, within
the framework of the established 24 working
groups, developed a draft of the relevant “Action
Plan” in July 2022. According to Resolution
of the Cabinet of Ministers of Ukraine (CMU)
No. 518 of 3 May 2022 (Resolution of the Cabi-
net of Ministers of Ukraine On Amending Clause
3 of the Regulations on the Office of Reforms,
2022), the Secretariat of the CMU and the Office
of the President of Ukraine provided organi-
sational and technical support to the National
Council, and the Office of Reforms of the CMU
provided information and analytical support to
the relevant working groups. Comments and sug-
gestions to the draft Sections of the Action Plan
were submitted by the National Council until
1 September 2022. (Government portal (The
single web portal of the executive authorities
of Ukraine), 2023).

The Justice Working Group’s draft
of the Recovery Plan for Ukraine alone is
161 pages long, so there were a lot of propos-
als. In the context of our study, it is worth
focusing on the Section of the Justice Work-
ing Group's draft — “Public safety and social
adaptation of convicts and prisoners. Ensur-
ing the detention of prisoners of war”. In this
Section, the Working Group identified 9 key
challenges and stressed that “in order to solve
systemic structural problems, to form an opti-
mal model for the execution of criminal sen-
tences and given the devastating consequences
of russia’s military aggression against Ukraine
and the need to ensure the detention of pris-
oners of war, the penitentiary system needs to
be restored and further reformed”. The time-
frame for the implementation of the respective
stages was also determined: Stage 1: 06,/2022 —
12/2022; Stage 2: 01/2023 — 12/2025; Stage 3:
01,2026 — 12/2032. In other words, in the face
of uncertainty and a total lack of clear, reliable
information and forecasts, the planning attempt
was made for a decade. However, among the pro-
ject's proposals, in our opinion, there are both
quite logical and rather dubious ones. For exam-
ple, already for the first stage, the task (3) is
defined: to create “conditions for the detention
of prisoners of war. 3.1. Development of design
and estimate documentation for the construc-
tion/reconstruction of a POW camp (if neces-
sary); 3.2. Obtaining funding and conducting
the necessary tender procedures and obtaining
a construction permit (if necessary); 3.3. Con-
ducting construction/repair work in the POW
camp; 3.4. Putting the camp into operation”
(p. 139). In addition, the draft indicates that
it is advisable to develop a Law “On amend-
ments to certain legislative instruments aimed
at <..> specifying the procedure and condi-
tions of detention of prisoners of war ..” (pp.
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157-158). However, the body responsible for
the implementation of this measure is for some
reason not specified, nor is a clear deadline for
its implementation indicated (Draft Plan for
the Recovery of Ukraine Materials of the “Jus-
tice” working group of the National Council
for the Recovery of Ukraine from the Conse-
quences of the War, 2022).

In contrast, the proposals to build 2,000
places for detainees and create 1,000 places in
penal institutions by 2025 and to build 28 pre-
trial detention centres and 29 new penal insti-
tutions by 2032 look much less reasonable. It is
worth reminding that the number of convicts
before the full-scale russian invasion of Ukraine
had been decreasing for along time, and colonies
(penal institutions) were actively conserved
and liquidated. However, the project pro-
vides a considerable indicative need for fund-
ing for these tasks (for construction and other
improvements, such as software and informa-
tion technology, etc.) The amounts mentioned
in the project are obviously for the entire period
of implementation, i.e., until 2032, and amount
to UAH 148,600.00 + 111.65. The amount is not
in thousands, but in millions (at today's prices,
it is about $4 billion). One of the main sources
of funding is loans from international finan-
cial organisations. The feasibility of borrowing
such a sum (and as you know, loans are usually
repayable and usually with interest) seems to us
rather questionable.

We could not find any information that
the draft or a part of it developed by a specific
working group was adopted as a real action plan.
Despite the obvious shortcomings of the project
(cumbersome and unfortunate planning time-
frame, which makes the project unrealistic),
we believe that the main drawback is the inap-
propriateness of combining the tasks related to
convicts and prisoners of war into one scope
of work. After all, these are completely different
categories of people, the experience of working
with them, the need to ensure the dynamics
of developing practical solutions, and their legal
framework differ significantly. Therefore, in our
opinion, plans for such works should be drawn
up for separate categories (even if the same
state actors will be involved in their implemen-
tation).

Another example of managerial activities
of the state related to the treatment of prisoners
of waris the Implementation Plan for the Frame-
work on cooperation between the Govern-
ment of Ukraine and the UN on prevention
and response to conflict-related sexual violence
(approved by the Commission for Coordina-
tion of Interaction of Executive Authorities
to Ensure Equal Rights and Opportunities for
Women and Men on 15.09.2022) (Government

portal (The single web portal of the executive
authorities of Ukraine), 2023).

For example, task 32 of the Plan provides
for action 1: “Include in the thematic plans for
in-service training and retraining of employees
of the security and defence sector, judicial bodies
and the bar a section on the specifics of detecting
and investigating war crimes and crimes against
humanity, including gender-based crimes”. It
is difficult to understand why, after six months
of full-scale war, the Government still used (or
agreed to use) the phrase “conflict-related sex-
ual violence” (CRSV) in its own documents,
but the initiative to “Train security and defence
sector personnel responsible for POW camps/
detention centres on prevention and response
to CRSV (definition of CRSYV, its types, risks,
impact, responsibility and relevant laws, etc”.
(Decision of the Commission on coordination
of the interaction of executive authorities on
ensuring equal rights and opportunities for
women and men On the approval of the Plan
for the implementation of the Framework Pro-
gram of Cooperation between the Government
of Ukraine and the United Nations organization
on the prevention and counteraction of sexual
violence related to the conflict, 2022) seems,
although not the most necessary, to be a useful
and feasible measure.

In the context of our study, however, it
would be worthwhile to focus on legislative
changes that have already been implemented
and have been in force almost from the very
beginning of the full-scale russian invasion.
For example, Law of Ukraine No. 2158-1X
“On Amendments to Certain Legislative Acts
of Ukraine regarding Regulation of Issues
Related to Prisoners of War in a Special Period”
of 24 March 2022 (Law of Ukraine On Amend-
ments to Certain Legislative Acts of Ukraine
Regarding Regulation of Issues Related to Pris-
oners of War in a Special Period, 2022). This
legal regulation amended and supplemented
the content of: the Criminal Executive Code
of Ukraine; the Law of Ukraine “On Pre-trial
Detention”; the Law of Ukraine “On the Armed
Forces of Ukraine”; the Law of Ukraine “On
Defence of Ukraine”; the Law of Ukraine
“On the Military Law Enforcement Service
in the Armed Forces of Ukraine”; the Law
of Ukraine “On the State Criminal Executive
Service of Ukraine”; the Law of Ukraine “On
the Legal Regime of Martial Law”.

The legislative changes implemented by
this instrument include: define the powers
of the central executive body (CEB) responsible
for the formation and implementation of pub-
lic policy on the detention of prisoners of war;
clarify the distribution of powers to determine
the state enterprise that will be responsible
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for the functions of the National Information
Bureau (the relevant entity must be estab-
lished in accordance with the requirements
of Article 122 of the Geneva Convention rela-
tive to the Treatment of Prisoners of War of 12
August 1949); outline the powers of the CEA,
which ensures the formation of public policy on
the temporarily occupied territories of Ukraine
and the adjacent territories; clarify the com-
petence of the CEA, which implements public
policy in the field of foreign relations; adjust
the responsibilities of the CEA in the field
of transport and postal services, etc.

Therefore, this data suggests that the dis-
tribution and regulation of new competences
of CEAs related to their participation in
the detention of prisoners of war was one
of the first necessary steps taken at the legisla-
tive level to develop the relevant “administra-
tive and legal system”.

3. Powers of the Cabinet of Ministers
of Ukraine in the Detention of Prisoners of War
in Ukraine

The next step in the development was taken
at the bylaw level by the Cabinet of Ministers
of Ukraine (CMU). For example, CMU Resolu-
tion No. 394 of April 1, 2022 “On Amendments
to the Regulation on the Ministry of Justice
of Ukraine” stipulates that the Ministry of Jus-
tice is “the main body in the system of central
executive authorities that ensures the forma-
tion and implementation of public legal policy
<..> on detention of prisoners of war ...” (Res-
olution of the Cabinet of Ministers of Ukraine
on the approval of the Regulation on the Min-
istry of Justice of Ukraine, 2014). Moreover,
subparagraphs 95-7 and 95-'® of paragraph 4
of the Resolution entrust the Ministry of Justice
with the following tasks: “to establish camps for
the detention of prisoners of war and detention
centres of prisoners of war; to create conditions
for the detention of prisoners of war in camps
for the detention of prisoners of war and deten-
tion centres of prisoners of war in compliance
with Ukraine's international obligations, in par-
ticular in the field of international humanitar-
ian law, and the requirements of national legis-
lation” (Resolution of the Cabinet of Ministers
of Ukraine On Amendments to the Regulations
on the Ministry of Justice of Ukraine, 2022).

After that, the CMU issued a number
of other legal regulations that established pro-
cedures, algorithms, standards, tasks for cer-
tain state actors, etc. Examples of relevant
acts are Resolution of the Cabinet of Ministers
of Ukraine No. 413 “On Approval of the Proce-
dure for the Detention of Prisoners of War” of 5
April 2022 (Resolution of the Cabinet of Minis-
ters of Ukraine on approval of the Procedure for
Detention of Prisoners of War, 2022) and Res-
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olution of the Cabinet of Ministers of Ukraine
No. 721 “On Approval of the Procedure for
the Implementation of Measures for the Treat-
ment of Prisoners of War in a Special Period”
of 17 June 2022 (Resolution of the Cabinet
of Ministers of Ukraine on approval of the Proce-
dure for the implementation of measures regard-
ing the treatment of prisoners of war in a special
period, 2022). In particular, these Resolutions
set tasks for: The Ministry of Justice of Ukraine;
the Ministry of Foreign Affairs of Ukraine;
the Ministry of Internal Affairs of Ukraine;
the Ministry of Defence of Ukraine; the Minis-
try of Community, Territorial and Infrastructure
Development of Ukraine; the State Peniten-
tiary Service of Ukraine; and Military Admin-
istrations. Moreover, they define some specific
features of communication on prisoner of war
issues with the Security Service of Ukraine;
the National Police of Ukraine; the Prosecutor’s
Office; and the Military Law Enforcement Ser-
vice of the Armed Forces of Ukraine.

These entities obviously do not repre-
sent an exhaustive list of bodies involved in
the detention of prisoners of war. In this con-
text, it should also be noted that specific state
actors have been created that combine repre-
sentatives of a wider range of authorities. For
example, the “Coordination Headquarters for
the Treatment of Prisoners of War”, which
“Is a temporary auxiliary body of the Cabinet
of Ministers of Ukraine and is established to
facilitate the coordination of activities of cen-
tral and local executive authorities, other state
bodies, local self-government bodies, military
formations established in accordance with
the laws, law enforcement agencies and public
associations <..> (on the treatment of) <..>
enemy prisoners of war” (Resolution of the Cab-
inet of Ministers of Ukraine on the establish-
ment of the Coordination Headquarters for
the Treatment of Prisoners of War, 2022)
includes representatives of 21 state entities
(from different branches of government).

Such a large number of representatives
of various state authorities undoubtedly indi-
cates the complexity of ensuring the detention
of prisoners of war. Therefore, it makes sense to
clarify which issues are related to such activi-
ties. For this purpose, we will use the compar-
ison of the previously mentioned Convention
and the Procedures determined by the CMU.

4. Geneva Convention relative to
the Treatment of Prisoners of War of 12
August 1949

Thus, the Geneva Convention relative to
the Treatment of Prisoners of War of August
12, 1949 contains VI parts: General Provisions;
General Provisions for the Protection of Prison-
ers of War; Captivity; Termination of Captivity;
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Information Bureaux and Relief Societies for
Prisoner of War; Execution of the Convention.

As such, Part III of the Convention consists
of the following Sections and Chapters: Section
I Beginning of Captivity; Section II Intern-
ment of Prisoners of War (Chapter I “General
Observations”; Chapter II “Quarters, Food
and Clothing of Prisoners of War”; Chapter I11
“Hygiene and Medical Attention”; Chapter IV
“Medical Personnel and Chaplains Retained to
Assist Prisoners of War”; Chapter V “Religious,
Intellectual and Physical Activities”; Chapter
VI “Discipline”; Chapter VII “Ranks of pris-
oners of war”; Chapter VIII “Transfer of pris-
oners of war after their arrival in the camp”);
Section IIT Labour of Prisoners of War; Section
IV Financial Resources of Prisoners of War;
Section V Relations of Prisoners of War with
the Exterior; Section VI Relations between
Prisoners of War and the Authorities (Chap-
ter I “Complaints of Prisoners of War respect-
ing the Conditions of Captivity”; Chapter II
“Prisoner of War Representatives”; Chapter 111
“Penal and Disciplinary Sanctions”).

The titles of the parts, sections and chap-
ters suggest that the authors of the Convention
attempted to combine the functional approach
(which concerns the logical course of events
from the moment a person is taken prisoner
until the termination of his or her captivity)
and the humanitarian approach (which con-
cerns the listing and enshrining of the rights
of prisoners of war).

To compare the national legal regulations
with the above document, CMU Resolution
No. 413 “On Approval of the Procedure for
the Detention of Prisoners of War” of April 5,
2022, is presented below. It has the following
structure: I. General Provisions; I1. General Prin-
ciples of Detention of Prisoners of War; I11. Gen-
eral Principles of Establishment and Operation
of Camps; IV. Organisation of Prisoners of War
Admission to Camps; IV-1. Ensuring the Par-
ticipation of Prisoners of War in Investigative
(Search) and Other Procedural Actions, Court
Proceedings (Section added on July 07, 2022
according to CMU Resolution No. 762); V. Food
for Prisoners of War; VI. Material and Household
Support of Prisoners of War; VII. Medical Care
of Prisoners of War; VIII. Involvement of Pris-
oners of War in the Performance of Work; IX.
Religious, Intellectual and Physical Activities
of Prisoners of War; X. Disciplinary Sanctions;
XI. Funds of Prisoners of War; XII. Procedure
for Receiving Letters, Postal Cards and Parcels,
Granting the Right to Telephone Conversations;
XIII. Organisation of Burial, Repatriation, Hos-
pitalisation in Neutral Countries and Release
of Prisoners of War; XIV. Specifics of the Func-
tioning of POW Detention Centres.

A comprehensive study of CMU Resolu-
tion No. 413 of April 5, 2022 gives every rea-
son to believe that it was drafted with a com-
bination of approaches used in the drafting
of the above-mentioned Convention. Mean-
while, the structures of these documents over-
lap but do not duplicate each other. In our
opinion, the primacy in building the structure
of the national legal regulation is still given to
the approach of functionality.

However, the content of this Resolution
alone obviously does not cover all the functional
components of ensuring the detention of pris-
oners of war declared at the international level.
For instance, the above-mentioned Convention
in Section I of Part III describes the “begin-
ning of captivity”. Instead, CMU Resolution
No. 413 begins to streamline the work with
prisoners of war immediately with the “organ-
isation of measures for prisoners of war admis-
sion to camps” (Section IV of the Resolution).
However, this discrepancy does not constitute
an omission or disregard of international provi-
sions. After all, this aspect of work with prison-
ers of war is regulated by another national legal
regulation, which was issued by a different gov-
ernment agency (the one responsible for imple-
menting the relevant actions). We are referring
to Order of the Ministry of Defence of Ukraine
(MD) No. 164 “On Approval of the Instruction
on the Procedure for Implementation of Inter-
national Humanitarian Law in the Armed
Forces of Ukraine” of March 23, 2017, regis-
tered with the Ministry of Justice of Ukraine on
June 9, 2017, No. 704,/30572.

It should be noted that MD Order No. 164
was issued earlier than CMU Resolution No.
413 (issued on March 23, 2017 and April 5,
2022, respectively). Moreover, MD Order No.
164 is aimed at regulating a wider range of issues
than just the work with prisoners of war. How-
ever, this document, as well as virtually all
other national legal regulations that address
the issue of detention of prisoners of war, nec-
essarily emphasises the requirement to comply
with the established provisions of international
humanitarian law and humane treatment.

It is also important that the targeted regula-
tion at the national level of the issues of deten-
tion of prisoners of war not only gradually filled
the gaps in regulating all functional stages
of work with prisoners of war (in accordance
with international requirements), but also
somewhat expanded and specified their list.

This statement can be proved by the fact
that Section IV-1 “Ensuring the Participation
of Prisoners of War in Investigative (Search)
and Other Procedural Actions, Court Pro-
ceedings” was added to the content of CMU
Resolution No. 413 (as mentioned above); or,
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for example, by the attempts of lawmakers to
form a regulatory framework for the exchange
of prisoners. Notably, on this issue in 2022,
V. Kuznetsov and M. Syiploki argued that: “the
existing draft laws on this issue” (No. 5672,
5672-1, 7436) had certain flaws and needed to
be revised; 3) (according to these scholars),
two procedures for the exchange of prisoners
of war of the aggressor country should be pro-
vided for at the legislative level: one should
apply to prisoners of war who did not commit
war crimes, the other two prisoners of war who
did commit war crimes; 4) at the bylaw level
(regulations of the President of Ukraine, resolu-
tions of the CMU, etc.), only the details of such
procedures could be specified; 5) the exchange
of prisoners of war who committed war crimes
is possible only after a decision of the judicial
authorities in accordance with the established
procedure (Kuznetsov, Syiploki, 2022) (we con-
sider the above conclusions and recommenda-
tions of scholars to be debatable at this time).
However, in 2023, O. Tubelets, Chief Consult-
ant of the Main Legal Department of the Ver-
khovna Rada of Ukraine, also criticised some
of the legislative initiatives launched in this
respect (Tubelets, 2023).

3. Conclusions

However, we can confidently state that now-
adays the national system of legal framework
for the detention of prisoners of war is quite
extensive and covers a wide range of issues.
It is not limited to national and international
legal instruments and generally goes beyond
the administrative branch of law. Therefore,
there are grounds to assert that adhering to
humanistic principles, national legislation prob-
ably regulates the issue of detention of prison-
ers of war more thoroughly than international
legal provisions, based on the functional tasks
that need to be solved in practice. Nevertheless,
some researchers still emphasise the incomplete
compliance of national regulatory practice with
generally accepted international provisions.

If we consider the modern system of legal
framework for the detention of prisoners of war
as consisting of two major parts (international
humanitarian law, which lays the ideological
foundation, and national legislation, which
mainly regulates practical activities), then
both structural components, in our opinion,
have shortcomings. These are: 1) international
legal instruments contain provisions that, in
the current situation (given the specificities
of the aggressor country), lose their practical
meaning. For example, the possibility of con-
senting to the release of a prisoner of war on
the basis of honour or obligation. In addition,
international humanitarian law does not con-
sider the full variety of possible typical situa-
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tions that need to be addressed or is unable to
provide an answer to them. For example, inter-
national legal documents provide for a rather
limited number of options for release from cap-
tivity; 2) the weakness of the set of national
legal provisions, in our opinion, is a certain
terminological diversity and inconsistency. For
example, the simultaneous use in different legal
instruments of the concepts of “capture, cap-
tivity, detention, holding, etc.” Furthermore,
the national legal system is characterised by
regulating separate functional tasks related to
thetreatment of prisoners of warin different legal
regulations issued by different state authorities,
which does not simplify the system in general.
Another specific feature of the national system
of legal regulatory framework for the deten-
tion of prisoners of war is that it is still evolv-
ing. For example, in the future, we can expect
to see legislative developments on the exchange
and release of prisoners of war, as well as their
liability for war crimes and offences.
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CYYACHA HAIIIOHAJIbHA CUCTEMA AZIMIHICTPATUBHO-IIPABOBOTO
3ABE3NEYEHHSA TPUMAHHA BIIICBKOBOIIOJIOHEHUX B YKPATHI

Anoranisi. Mema. Meta crarTi 1oJisira€ y BUBYEHHI HOPMATHBHO-TTPABOBOTO PETYJIIOBAHHS B3AEMOBI/I-
HOCUH, TIOB’SI3aHUX 13 TPUMAHHSIM BiliCbKOBOTIOJIOHEHNX B YKpaiHi. Pesyavmamu. Y HayKoBiil mparti KOH-
CTAaTOBAHO, 1110 HATEIlep HAIlIOHAJIbHA CUCTEMA MIPABOBOTO 3a0€3MeUeHHsT TPUMAHHSI BiliCbKOBOIIOJIOHEHNX
JI0BOJII 00'€MHA 1 OXOILIIOE MIMPOKE KOJIO TUTaHb. BoHa He 06MEKYETHCS HAIIOHAIBHUMHE Ta MisKHAPO/HMU-
MU HOPMaTHBHO-TIPABOBUMM aKTaMH Ta i B3arajii BUXOANTB 32 MEsKi afIMiHICTpaTUBHOI Tasysi mpasa. CTeep-
JUKYETDCS, 1110, IOTPUMYIOUHCh TYMaHICTUYHUX 3acajl, HalllOHAJIbHE 3aKOHO/IaBCTBO, IMOBIPHO, JleTallbHillle
3a MIZKHApO/HI NPABOBI HOPMH BPETYJILOBYE NMUTAHHS TPUMAHHS BiliCbKOBOIOJOHEHUX, BUXOASYN HPH
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IIOMY i3 (DYHKITIOHATBHIX 3a/1ad, sSIKi HeoOXiZHO PO3B’A3yBaTH B MPAKTHYHIN AisibHOCTI. BomHouac jes-
Ki JIOCJTIZIHMKY BCE JK 3BEPTAIOTh yBary Ha HETOBHY Bi/IITOBI/[HICTh HAI[IOHAJIBHOI TIPAKTUKN HOPMATUBHOTO
PETYJIIOBAHHS 3araJbHOBCTAHOBJICHUM MIKHAPOJHUM HOPMaM. SIKIIO PO3IJISIaTH CydyacHy CHUCTEMY Ipa-
BOBOTO 3a0€31e4eHHsI TPUMAHHSI BIICHKOBOIIOJIOHEHUX SIK TaKY, 110 CKIAJAEThCS i3 IBOX BEJTUKUX YaCTUH
(MiKHAPOJIHOTO TYMAHITAPHOTO MPaBa, SIKe 3aKJIA/IA€ 1/1e0I0TTUHY OCHOBY, i HAIlIOHAJIBHOTO 3aKOHOJIABCTBA,
stKe 371e6LIBIIOr0 BPEryJibOBY€ IIPAKTUYHY JiSUIbHICTD), TO 00M/BA CTPYKTYPHI CKJIAIHUKU He 11030aBJIeH]
HeJIOJiKiB, a came: 1) MizKHAPOIHI MPABOBI AKTH MiCTATh TTOJIOKEHHS, SIKi B YMOBaX ChOTO/IeHHS (BPaXOBY-
10491 0COOMMBOCTI KpaiHM-arpecopPKM ) BTPAyYaiOTh CBill TTPAKTHYHMIT CEHC, HATIPUKJIAJl, MOKIUBICTD HaaH-
Hsl 3TOJ(M HA 3BLIbHEHHS BIlICbKOBOIIOJIOHEHOTO TIiJ[ ¢JI0BO YecTi a00 30008 si3anHs. Kpim Toro, MixkHapojHe
ryMaHiTapHe TpaBo He BPaXOBYE BCE PISHOMAHITTSI MOXKJIMBUX THIIOBUX CUTYAIlH, sIKi TIOTPEOYIOTh ypery-
JIOBaHHS, a00 He 3IaTHe HalaTi Ha HUX BiZIIOBI/b. Hanpukiaz, y MiKHAPOHKX IPABOBKX JOKYMEHTAX PO3-
TJISTHYTO JI0BOJI 0OMEKeHy KiJbKiCTh BapiaHTiB 3BIIbHEHHS 3 TOJIOHY; 2) ¢1abKOI0 CTOPOHOIO CYKYIHOCTI
HaI[lOHAJIbHUX [IPABOBMX HOPM, Ha HAIII TIOIJIS, € JlesKe TePMiHOJIOrYHe PISHOMAHITTS 1 HEY3TO/UKEeHICTD,
HAINPHUKJIAJL, OZIHOYACHE BUKOPUCTAHHS B PI3HUX HOPMATUBHO-TIPABOBUX AKTaX TIOHSTh «3aXOIJIEHHS, B3STTSI
B II0JIOH, TPUMaHH4, YTPUMYBaHH: TOIIO). Bucnoexu. HalionaibHa npaBoBa cHCTEeMa XapaKTepU3YEThCs
BPETYJIIOBAHHSIM OKpPeMUX (hYHKITIOHATIBHUX 3aBJAHb 100 POOOTH 3 BIICHKOBOIIOJIOHEHUMH, BUKJIQJIEHUMH
B PI3HUX HOPMATUBHO-TIPABOBUX aKTaX, BUAAHUX PISHUMU JEP/KaBHO-BJIAAHUMU Cy0 €KTaMH, 1110 He CIIPO-
nrye cucremy 3araiom. e ojHa 0co6MBICTD HAIIOHAJILHOT CCTEME IPABOBOTO BPETYJIIOBAHHS TPUMAHHST
OJIOHEHNUX TI0JIATA€E B TOMY, 1110 BOHA BCE 11ie TPOJIOBKYE po3BuBarucs. Harpukiiaz, najasti BapTo ouikyBaTu
HOPMOTBOPYUX HAIPAIOBaHb i3 IPo0JIeM 0OMIHY Ta 3BiIbHEHHS BiliCbKOBOIIOJIOHEHNX, & TAKOK X BifIO-
BIIaJIbHOCTI 32 BOEHHI ITPABOIIOPYIIEHH: 1 3/I0UMHIL.

KimouoBi ciioBa: BilicbKOBOIOIOHEH], TPpaBa BilicbKOBOIIOJOHEHUX, TPUMAHHS BiliCbKOBOIIOJOHEHNX,
aJIMIHICTPaTHBHO-NIPaBOBE 3a0e31IeUEHHSI, CHCTEMa, HalllOHAJIbHA CUCTEMA.

The article was submitted 17.10.2023

The article was revised 08.11.2023
The article was accepted 28.11.2023

70



5/2023
ADMINISTRATIVE LAW AND PROCESS

UDC 351.74:342.95]:342.7(477)(043.5)
DOT https://doi.org/10.32849,/2663-5313/2023.5.11

Serhii Petrov,

Doctor of Law, Honoured Lawyer of Ukraine, Associate Professor at the Department of Criminology
and Forensic Medicine, National Academy of Internal Affairs, 1, Solomianska square, Kyio, Ukraine,
postal code 03035, petrov_serhii@ukr.net

ORCID: orcid.org/0000-0002-7053-1730

Petrov, Serhii (2023). Principles of administrative legal personality of the Main Service
Centre of the Ministry of Internal Affairs. Entrepreneurship, Economy and Law, 5, 7T1-77,
doi https://doi.org/10.32849 /2663-5313,/2023.5.11

PRINCIPLES OF ADMINISTRATIVE LEGAL
PERSONALITY OF THE MAIN SERVICE CENTRE
OF THE MINISTRY OF INTERNAL AFFAIRS

Abstract. Purpose. The purpose of the article is to determine the principles of administrative
legal personality of the Main Service Centre of the MIA. Results. The general characteristics
of the administrative legal personality of the Main Service Centre of the MIA contribute to the certainty
of its tasks, the definition of its general competence, functions and powers vested in such a body,
the purpose of which is to ensure the proper implementation of the state’s functions in a certain field
of public relations. In the context of European integration processes, scholars are increasingly turning
to European standards of public administration. Of course, there is no single act or document. There are
the requirements of society and the response of states and the EU as a European integration association
to the demands of their citizens. It is established that the Main Service Centre of the MIA, which has
been established on the basis of the Regulations on the Main Service Centre of the MIA and is defined
by these Regulations as a legal entity under public law which is an interregional territorial body for
the provision of services of the Ministry of Internal Affairs of Ukraine, has all the features of such an entity,
and moreover, it has the features of an institution, since it aims at the fullest realisation of public law
interests. Of course, the definition of the Main Service Centre as an institution is conditional, made to
emphasise its role and focus on fulfilling one of the state's functions of streamlining public relations in
a particular sector — the operation of road transport. Conclusions. It is concluded that the Main Service
Centre of the MIA and its official (head), in the course of performing public administrative functions on
the grounds of the powers defined by the Regulations on the Main Service Centre, implement the functions
assigned to it by the MIA: public service (aimed at ensuring the provision of services by territorial service
centres of the MIA by organising their activities, methodological and logistical support to implement
public policy on road safety and operation of motor vehicles) and managerial and administrative functions
necessary to ensure public service activities of the system of service centres of the MIA of Ukraine.

Key words: legal personality, services, coordination, territorial service centres, public service
activities.

1. Introduction

The general characteristics of the admin-
istrative legal personality of the Main Service
Centre of the MIA contribute to the certainty
of its tasks, the definition of its general com-
petence, functions and powers vested in such
a body, the purpose of which is to ensure
the proper implementation of the state’s func-
tions in a certain field of public relations. In
the context of European integration processes,
scholars are increasingly turning to European
standards of public administration. Of course,
there is no single act or document. There are
the requirements of society and the response
of states and the EU as a European integra-
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tion association to the demands of their cit-
izens.

The purpose of the article is to determine
the principles of administrative legal personal-
ity of the Main Service Centre of the MIA.

2. Classification of participants in admin-
istrative legal relations

To respond to the needs for the formation
of “smart governance”, focused on creating
a favourable environment for human exist-
ence, an environment conducive to the exer-
cise of human rights, freedoms and legitimate
interests, it requires the orderliness of social
relations, their adequate regulatory framework,
and the effective resolution of managerial issues
focused on human rights and needs.

1
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To date, V.B. Averianov's definition
of an executive body is doctrinally relevant, who
defines an executive body as an organisationally
independent element of the state apparatus
(mechanism of the state), which is endowed
with a clearly defined list of powers (compe-
tence) in accordance with the tasks and func-
tions assigned to it, and consists of structural
units and positions held by civil servants,
and is referred by the Constitution and laws
of Ukraine to the system of executive bodies
(Averianov, 2007, p. 125). Naturally, it can be
concluded that each of the state executive bod-
ies has a unique competence inherent only to
this body, enabling to identify it and distinguish
it from other bodies as elements of the public
administration apparatus. In addition, accord-
ing to his definition, this uniqueness is gener-
ated by functional separation, determined by
the tasks assigned to this body, which charac-
terise various aspects of the competence of such
body (Bilozorov, Vlasenko, Horova, Zavalnyi,
Zaiats, 2017, p. 126).

T.O. Matselyk, having classified the partic-
ipants in administrative relations vested with
powers into collective and individual ones,
defines a public authority as a collective entity
of administrative law, which is a separate,
organisationally defined group of people united
by the unity of will, as the will of one person,
which is a legal entity of public law legalised
in accordance with the established procedure,
which has an appropriate name and is endowed
with administrative legal personality (Matse-
Iyk, 2013, p. 185).

Undoubtedly, the criterion that distin-
guishes one such entity (state executive body)
from other authorised actors is the purpose
of creation of such a body (a legal entity under
public law with a special status), its scope
of activities and administrative and legal status.
Of course, as a legal entity under public law, it
is relatively independent, unique and specific.
According to T.O. Matselyk, the legal essence
of such an entity includes two elements: general
legal and special legal (Matselyk, 2013, p. 185).
The general legal essence of a collective entity
is that it is recognised as a person in law,
although it is not such a person. Its legal exist-
ence is recognised on the basis of a fiction, as
an admission of its “specialised legal personal-
ity” (Samoilenko, 2020, p. 89). We argue that
the Main Service Centre of the MIA, which has
been established on the basis of the Regulations
on the Main Service Centre of the MIA and is
defined by these Regulations as a legal entity
under public law which is an interregional
territorial body for the provision of services
of the Ministry of Internal Affairs of Ukraine,
has all the features of such an entity, and more-
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over, it has the features of an institution, since
it aims at the fullest realisation of public law
interests. Of course, the definition of the Main
Service Centre as an institution is conditional,
made to emphasise its role and focus on fulfilling
one of the state’s functions of streamlining pub-
lic relations in a particular sector — the opera-
tion of road transport, which, by virtue of being
designated as a source of increased danger,
requires control and risk management through
controlled training and granting special legal
personality to persons managing road trans-
port, transporting dangerous goods, controlling
the compliance of vehicle designs with technical
requirements, maintaining a register of owners
of such vehicles, etc.

We agree with T.O. Matselyk that execu-
tive authorities are the foundation of the sys-
tem of bodies (actors) of public administration.
Indeed, it is the state executive authorities that
are entrusted with the implementation of public
authority functions in public interests. There-
fore, determining the administrative and legal
status of such body is a crucial stage in address-
ing the issues of ensuring effective public admin-
istration in a particular field of public relations,
which aims to ensure their orderliness based on
the principle of legality. This status is based pre-
cisely on the legal status of a legal entity under
public law as a fictitious entity, which exists by
virtue of an agreement by a separate participant
in relations with its inherent legal personality.
Of course, this construction has been devel-
oped by the doctrine of civil law science, but as
a universal construction it is acceptable and is
currently used in all branches, including admin-
istrative law. Therefore, through the perception
of the structure of a legal entity under public
law, it is possible to determine its administra-
tive and legal status, legal nature, peculiarities
of formation, structure of the body, its rights
and obligations, state-defined competence,
tasks and functions, powers and, most impor-
tantly, responsibility. They are understandable
and accessible to the perception of the content
through the form (Matselyk, 2013, p. 189).

V.B. Averianov and N.V. Aleksandrova define
astate executive body as an independent element
of the state apparatus, referred by the Constitu-
tion and laws of Ukraine to the system of execu-
tive bodies, endowed with a well-defined scope
of executive powers in accordance with the tasks
and functions assigned to it and having in its
structure subdivisions and positions held by civil
servants  (Averianov, Aleksandrova, 2006).
According to another definition, such a body
is a structural part of the state apparatus, with
powers of authority granted by law, as well as
the ability to make regulatory (binding) deci-
sions and acts of individual action, ensuring their
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implementation, including by means of state
coercion. Each body is characterised by a specific
procedure of establishment and special powers
(Sibilov, 2001).

Following V.K. Kolpakov, state powers are
the main legal feature of a state body. That is
why a state executive body is a bearer of state
executive power, exercising competence in
the field of public administration determined
by the state on the basis of legal regulations
and has a legally defined legal status of a state
executive authority (Kolpakov, 2005).

Obviously, the Main Service Centre
of the MIA has such features. For example,
the Regulations on the Main Service Centre
of the MIA stipulate that it organises the activ-
ities of RSCs, controls their activities, provides
them with organisational, methodological
and practical assistance, and provides them with
information, analytical, logistical and financial
support. The main tasks (the scope of regulating
public relations) for which the state has identi-
fied the need for public administration by recog-
nising the need for threat control and risk man-
agement are 1) implementation of public policy
on administrative and other services, road safety
and transportation of dangerous goods, ensuring
state control over compliance by business enti-
ties and other entities with the requirements
of the legislation in these sectors, monitoring
compliance by business entities and other enti-
ties with the provisions and rules and standards
in the relevant sector in the manner prescribed
by law; 2) control over the compliance of vehi-
cle design, configuration and equipment, num-
ber plates of vehicles with norms and standards
and approval of relevant regulatory and tech-
nical documentation; 3) ensuring the state
registration of registered vehicles, issuance
(exchange) of driver's licences, ADR driver
training certificates, certificates of training
of persons responsible for the safety of danger-
ous goods transport, certificates of admission
of vehicles to the transport of dangerous goods
and accumulation of information on these
issues in the Unified State Register of the MIA
and the Unified State Register of Vehicles;
4) organisation and control over the training,
retraining and advanced training of vehicle
drivers, registration of business entities of all
forms of ownership engaged in such activities,
as well as the administration of examinations
to test knowledge of the rules for the carriage
of dangerous goods by road and the issuance
of relevant certificates of the established form;
5) keeping records of business entities engaged
in wholesale and retail trade in cars, buses,
motorcycles of all types, brands and models,
trailers, semi-trailers, motorised sidecars, other
vehicles of domestic and foreign manufacture

and their component parts with identification
numbers, as well as providing them, in accord-
ance with the established procedure, with
number plates for one-time trips (hereinafter
referred to as special products), forms of accept-
ance certificates for vehicles and their compo-
nents with identification numbers (hereinafter
referred to as blank products), and recorded
exchange transactions; 6) keeping a register
of entities involved in the mandatory techni-
cal control of wheeled vehicles and state con-
trol over compliance with the requirements
of the legislation in this field by monitoring
the information transmitted by entities con-
ducting mandatory technical control of vehi-
cles to the national database on the results
of mandatory technical control; 7) forma-
tion of a nationwide database on the results
of mandatory technical inspection of vehicles
based on information on the results of inspec-
tion of the technical condition of the vehicle
provided by the entities conducting manda-
tory technical inspection and information on
the conclusion of compulsory insurance con-
tracts for civil liability of owners of land vehi-
cles subject to mandatory technical inspection
provided by insurers (Order of the Ministry
of Internal Affairs of Ukraine on the approval
of the Regulations on the Main Service Center
of the Ministry of Internal Affairs, 2015).

We determine that these “tasks” of the SSC
of the MIA are nothing more than the types
and directions of its activities that determine its
competence. A.O. Tkachenko refers to the lat-
est dictionary of foreign words, which defines
“competence”: 1) the range of powers granted
by law, charter or other act to a particular
body or official; 2) the range of issues in which
this person has knowledge and experience
(Tkachenko, 2009, p. 192). Unfortunately, this
approach virtually equates two different, but
close and interrelated categories, such as “com-
petence” and “powers”.

In general, there are two approaches to this
issue in science: 1) to identify these concepts;
2) to distinguish them.

In a broad sense, the competence of a state
body is defined as a set of subjects of juris-
diction, tasks, powers, rights and obligations
of an official or a state body or a public organisa-
tion (Skakun, 2006, p. 275).

The second approach is advocated by
A.O. Tkachenko, who believes that the con-
tent of competence defined by the Constitution
of Ukraine, laws and other legal regulations
determines the place of a state body in the mech-
anism of the state, and therefore concludes that
competence is broader or narrower depending on
the place of a state body or its official in the hier-
archical system of state authorities (Tkachenko,
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2009, p. 193). According to the scientist, func-
tions, as part of the competence of a body,
determine the scope of the body's activities,
answering the question of what such body deals
with. This leads to the natural conclusion that
the body exercises its competence by perform-
ing certain functions and powers granted to it.
Therefore, the scholar draws another conclu-
sion that functions and powers are elements
of competence in a broad sense, defining compe-
tence in a narrow sense exclusively as the rights
and legal obligations of the body that constitute
its powers (Tkachenko, 2009, p. 193).

We agree that the Main Service Centre as
a participant in administrative legal relations
has its own competence, which is defined in
the Regulations on the Main Service Centre
of the MIA as the tasks of the SSC of the MIA,
as defined above. This conclusion is consistent
with the position of A.O. Tkachenko that “sub-
jects of jurisdiction” are legally defined goals
and objectives set for management entities
and aimed at achieving the activities of such
body. Such tasks are stated to be legally defined
objectives and goals, which are a normative
reference point in determining the scope of its
competence (Tkachenko, 2009, p. 193).

This perspective is in line with the conclu-
sions of O.0. Mozhovyi, who argues that the set
of functions of the system of service centres
of the MIA of Ukraine constitutes the main
focus of public service activities of the latter, has
a specific external manifestation and is aimed
at ensuring the exercise of rights, freedoms
and legitimate interests of individuals and legal
entities in obtaining quality and affordable
public services, and identifies the following
features as inherent in the functions of the sys-
tem of service centres of the MIA of Ukraine:
1) they are a means of simultaneous implemen-
tation of public service and law enforcement
functions of the state; 2) certainty at the level
of bylaws of the MIA of Ukraine; 3) they deter-
mine the structure of the functional and organ-
isational system of service centres of the MIA
of Ukraine; 4) as a rule, they are not of a public
authority nature; 5) the implementation of each
individual function involves its own legal instru-
ments and procedure; 6) each function is inde-
pendent and homogeneous, performing its own
tasks within the general tasks of public policy on
road safety in terms of proper handling of high-
risk objects (Mozhovyi, 2019, p. 94).

The author determines the expediency
of understanding general and special legal person-
ality. General legal personality is determined by
thelegal characteristics of the Main Service Centre
of the Ministry of Internal Affairs as a legal entity
under public law. The special legal personality is
determined by the specifics caused by: 1) the cre-
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ator and the functions and tasks assigned to it;
2) specifying the purpose of the body, the range
of relations in respect of which the entity is vested
with powers (competence); 3) tasks; 4) specifics
of the powers granted in connection with the obli-
gation to perform such tasks.

3. Administrative and legal
of the Main Service Centre of the MIA

In our deep conviction, A.P. Rybinska, who
defines the peculiarities of the administra-
tive and legal status of the Main Service Cen-
tre of the MIA, has actually defined the scope
of competence of this body, which determines
the purpose of legal personality of this body. She
defines “service activities of the MIA of Ukraine”
as the exercise of special powers by the Ministry
of Internal Affairs of Ukraine to provide admin-
istrative and other services through the service
centres of the MIA of Ukraine with the purpose
of acquiring, changing or terminating the rights
and/or obligations of the applicant and/or
provider of information under departmental
and public control (Rybinska, 2019, p. 65).

We agree that the draft law was intended to
define the legal basis for the exercise of rights,
freedoms and legitimate interests of individ-
uals and legal entities in the field of service
provision by the Ministry of Internal Affairs
of Ukraine, but unfortunately, it does not define
either the rights of the applicants for service
provision or the obligations of the service pro-
viders, or the definition and list of such ser-
vices. However, Article 2 of the draft Law stip-
ulates that the requirements of this Law apply
to the provision of services for the issuance
of permits, identifications, certificates, refer-
ences, copies and duplicates of documents, but
does not specify the nature and subject matter
of such services. Only subparagraph 13 of part 1
of Article 3 of the draft law proposes a defini-
tion of “service” provided by the internal affairs
bodies — the result of the exercise by the service
centre of the powers defined by this Law, aimed
at meeting the needs of individuals and legal
entities, despite the fact that such powers are not
defined to the necessary extent. The situation
is the same with the definition of the purpose
of the service centre — to exercise the powers
defined by the legislation of Ukraine, introduce
modern technologies, improve services and pro-
mote the development of the system of the Min-
istry of Internal Affairs of Ukraine. We have
already argued that the purpose of such services
should not be the exercise of powers by the ser-
vice provider, nor the promotion of the develop-
ment of the system of the Ministry of Internal
Affairs of Ukraine, nor even the introduction
of modern information technologies. This pur-
pose should be to ensure safety and control
of dangers and manage risks associated with
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the operation of vehicles, and therefore, through
ensuring the safety of their operation, to ensure
the rights, freedoms and legitimate interests
of a person (private law persons) in the field
of public relations under study.

From this perspective, we cannot agree
with the conclusion of A.P. Rybinska regard-
ing the understanding of service activities
of executive authorities, in particular the MIA
of Ukraine, as the exercise of power of the cen-
tral executive body to provide administrative
services enshrined in the Law of Ukraine “On
Administrative Services”, and other services,
which should be understood as the provision
of information, in particular for legal entities,
trade organisations, driving schools, on specific
administrative services provided by such service
centres, and other information on the procedure
(Rybinska, 2019, p. 167). Providing information
aboutanadministrative service is not the essence
of a service. We come to this conclusion by ana-
lysing the functions of territorial service centres
on the basis of the Regulations on the territo-
rial service centre of the Ministry of Internal
Affairs, approved by the Order of the Ministry
of Internal Affairs of Ukraine No. 1646 of 29
December 2015 (Order of the Minister of Inter-
nal Affairs of Ukraine Regulations on the terri-
torial service center of the Ministry of Internal
Affairs, 2015). After all, it contains an exhaus-
tive list of such services. On the contrary,
according to A.P. Rybinska, the SSC of the MTA
of Ukraine, with due regard to the relevant
tasks, exercises functional and organisational
powers regulated by clauses 4, 5, 12 of the Reg-
ulations on the Main Service Centre of the MIA
of Ukraine and includes, among others: to pro-
vide paid and free services; to implement a set
of measures to organise and ensure the opera-
tion of the system of service centres of the MTA
of Ukraine; to keep a register of actors perform-
ing mandatory technical control and to enter
information on business entities designated as
actors performing mandatory technical con-
trol of vehicles into the Unified State Register
of the Ministry of Internal Affairs of Ukraine; to
provide actors performing mandatory technical
control of vehicles with access to the national
database on the results of mandatory technical
control; to ensure monitoring of the informa-
tion transmitted by the actors of mandatory
technical control of vehicles to the national
database on the results of mandatory technical
control; to form and maintain an electronic reg-
ister of enterprises, institutions, organisations
and other business entities, regardless of own-
ership, engaged in wholesale or retail trade in
vehicles and their components with identifica-
tion numbers, and to draw up relevant docu-
ments, etc. (Rybinska, 2019, p. 77).

In addition, A.P. Rybinska’s conclusion
regarding the definition of a service as the exer-
cise of the powers of a central executive body
to provide administrative services enshrined in
the Law of Ukraine “On Administrative Ser-
vices” and other services should be evaluated.
After all, the Regulations on the Main Ser-
vice Centre of the Ministry of Internal Affairs
define it as an interregional territorial body for
the provision of service services of the Ministry
of Internal Affairs. In other words, the Ministry
of Internal Affairs is the central body of state
executive power in charge of providing service
services, and the application of the provisions
of the Law of Ukraine “On Administrative
Services” to the activities of the Main Service
Centre of the MIA and its structural units is
currently debatable, despite the desire to under-
stand the “service” provided by a specialised
body of the MIA as one of the types of admin-
istrative services. Therefore, we propose to
explicitly define this issue in the Law of Ukraine
“On Administrative Services” and the Regula-
tions on the Main Service Centre of the MIA
to determine their correlation as “general”
and “special” (Rybinska, 2019).

We agree with O. O. Mozhovyi that
the functions of the service centres of the MIA
of Ukraine should be understood as a set of sev-
eral areas of their activities, in particular: regu-
latory, public service, control, preventive, coor-
dination and interaction, monitoring, etc.,
which are characterised by: systematic, related,
complex, relative stability and are aimed at sat-
isfying private and public interests in the field
of road safety and are related to high-risk objects
(Mozhovyi, 2019, p. 94). In general, we agree
with this interpretation of the functions
of the service centres of the MIA of Ukraine
and determine that: 1) the object in respect
of which the activities of such bodies are intro-
duced is not any “objects of increased danger”,
as stated by O.0. Mozhovyi, but rather motor
vehicles and their operation, the control over
the safe operation thereof leads to the need to
ensure road traffic. Therefore, firearms, other
types of transport, animals, etc. are not within
the scope of public-power and public-service
activities of specialised bodies of the MIA in
the provision of service.

A positive assessment of O.H. Tsyganov’s
study is also based on the fact that it provides
a comparative analysis of the legislation on
the provision of services and the specifics of their
implementation in Ukraine and other foreign
countries, in particular, in Poland. 1) the con-
cept of “concierge”: it implies providing sim-
ple information assistance (filling in document
forms, etc.); 2) the concept of “intermediary”: it
implies accepting applications and requests from
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applicants, as well as documents required for
the provision of services, checking them for com-
pleteness and correctness of filling in and send-
ing the package of documents to the relevant
administrative body and issuing the results
of service provision to applicants. Currently,
in Ukraine, this concept has been implemented
in the activities of the ASCs (administrative
service centres) and is called the “single win-
dow”; 3) the “one-stop-shop” concept. Accord-
ing to this concept, all services are provided to
the applicant in one integrated service centre,
which is authorised to provide the relevant ser-
vices (Tsyhanov, 2018, p. 42). In Ukraine, these
are the service centres of the MIA of Ukraine:
The Main Service Centre as the central body
of the MIA for the provision of service and ter-
ritorial service centres of the MIA. We agree
that the basis of legal personality is determined
by the provision of services by the Main Ser-
vice Centre of the MIA and its structural units
within the competence defined above. There-
fore, it is responsible for this, as well as for other
tasks other than public service activities, such
as coordinating the activities of territorial ser-
vice centres and providing them with methodo-
logical assistance, maintaining unified registers,
providing them with logistical support, devel-
oping safety regulations by setting standards for
conducting examinations to grant special legal
personality (issuing driving licences for motor
vehicles, etc.). It is the specificity of these tasks
that determines, unlike territorial service cen-
tres, the primary task of which is public service
activities, as well as the managerial and admin-
istrative activities of the Main Service Centre
of the MIA of Ukraine.

This is exactly what O.0. Mozhovyi empha-
sises when classifying the functions of the sys-
tem of service centres of the MIA of Ukraine
into: a) internal organisational (forecasting;
planning; organisation of activities; stafling;
financing; logistics; information support);
and b) external (rule-making; permitting; regis-
tration; law enforcement; coordination; control;
representative) (Mozhovyi, 2019, p. 95).

4. Conclusions

Therefore, providing a general descrip-
tion of the administrative legal personal-
ity of the Main Service Centre of the MIA,
we define that it and its official (head), in
the course of performing public administrative
functions on the grounds of the powers defined
by the Regulations on the Main Service Cen-
tre, implement the functions assigned to it by
the MIA: public service (aimed at ensuring
the provision of services by territorial service
centres of the MIA by organising their activities,
methodological and logistical support to imple-
ment public policy on road safety and operation
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of motor vehicles) and managerial and adminis-
trative functions necessary to ensure public ser-
vice activities of the system of service centres
of the MIA of Ukraine.

References:

Averianov, V.B. (2007). Administratyvne pravo
Ukrainy [Administrative law of Ukraine]. Kyiv:
Yurydychna dumka [in Ukrainian].

Averianov, V.B., Aleksandrova, N.V. (2006).
Osnovy administratyvnoho sudochynstva ta administra-
tyvnoho prava [Basics of administrative proceedings and
administrative law]. Kyiv : Staryi svit [in Ukrainian].

Bilozorov, Ye.V., Vlasenko, V.P.,, Horova,
0.B., Zavalnyi, A.M., Zaiats, N.V. (2017). Teoriia
derzhavy ta prava [Theory of the state and law]. Kyiv:
Osvita Ukrainy [in Ukrainian].

Kolpakov, V. (2005). Deliktnyi fenomen v
administratyvnomu pravi Ukrainy [The tort phe-
nomenon in the administrative law of Ukraine]. Doc-
tors thesis. Kyiv : Natsionalna akademiia vnutrishnikh
prav [in Ukrainian].

Matselyk, T.O. (2013). Subiekty administra-
tyvnoho prava: poniattia ta systema [Subjects of
administrative law: concept and system]. Irpin:
Vydavnytstvo Natsionalnoho universytetu derzhav-
noi podatkovoi sluzhby Ukrainy [in Ukrainian].

Mozhovyi, 0.0. (2019). Administratyvno-pra-
vovi zasady diialnosti servisnykh tsentriv. MVS
Ukrainy [Administrative and legal principles of
service centers of the Ministry of Internal Affairs of
Ukraine]. Candidate’s thesis. Kyiv [in Ukrainian].

Mozhovyi, 0.0. (2019). Administratyvno-pra-
vovi zasady diialnosti servisnykh tsentriv. MVS
Ukrainy [Administrative and legal principles of
service centers of the Ministry of Internal Affairs of
Ukraine]. Candidate’s thesis. Kyiv [in Ukrainian].

Nakaz Ministerstva vnutrishnikh sprav Ukrainy
Pro zatverdzhennia Polozhennia pro Holovnyi ser-
visnyi tsentr MVS: vid 07.11.2015 Ne 1393 [Order
of the Ministry of Internal Affairs of Ukraine on the
approval of the Regulation on the Main Service Center
of the Ministry of Internal Affairs: dated November 7,
2015 No. 1393]. (2015). hsc.gov.ua. Retrieved from
https://hsc.gov.ua/wp-content /uploads/2019/02/
Polozhennya-GSTS.pdf [in Ukrainian].

Nakaz Ministra vnutrishnikh sprav Ukrainy
Polozhennia pro terytorialnyi servisnyi tsentr MVS :
vid 29.12.2015 r. Ne 1646 [Order of the Minister of
Internal Affairs of Ukraine Regulations on the ter-
ritorial service center of the Ministry of Internal
Affairs: dated 12.29.2015 No. 1646]. (2015). rada.gov.
ua. Retrieved from https://zakon.rada.gov.ua/laws/
show/z0156-164#Text [in Ukrainian].

Rybinska, A.P. (2019). Administratyvno-pra-
vove zabezpechennia diialnosti z nadannia ser-
visnykh posluh MVS Ukrainy [Administrative and
legal provision of service activities of the Ministry of
Internal Affairs of Ukraine]. Candidate’s thesis. Kyiv
[in Ukrainian].

Samoilenko, H.V. (2020). Dohovir perevezen-
nia pasazhyra: teoriia ta praktyka zabezpechennia



5/2023

ADMINISTRATIVE LAW AND PROCESS

prav pasazhyra [The contract of carriage of a passen-
ger: theory and practice of ensuring the passenger’s
rights]. Zaporizhzhia: Status [in Ukrainian].

Sereda, V.V. (2014) Dystsyplinarna vidpovidal-
nist: poniattia, pryntsypy ta vydy [Disciplinary
responsibility: concepts, principles and types: Uni-
versity]. Universytetski naukovi zapysky — Scientific
Notes, no. 1, pp. 18-25 [in Ukrainian].

Skakun, O.F (2006). Teoriia derzhavy i prava (ent-
syklopedychnyi kurs) [ Theory of the state and law (ency-
clopedic course)]. Kharkiv : Espada [in Ukrainian].

Tkachenko, A.O. (2009). Poniattia kompetent-
sii derzhavnoho orhanu [The concept of competence
of the state body]. Chasopys Kyivskoho universytetu
prava - Journal of the Kyiv University of Law, no. 4,
pp- 192-197 [in Ukrainian].

Tsyhanov, O.H. (2018). Administratyvni
posluhy u sferi pravookhoronnoi diialnosti Ukrainy
[Administrative services in the field of law enforce-
ment of Ukraine: thesis]. Candidate’s thesis. Kyiv:
Derzhavnyi  naukovo-doslidnyi —instytut MVS
Ukrainy [in Ukrainian].

Cepeiii Ilempoe,

00KMOP 10PUOUUHUX HAYK, 3ACAyIcenutl opucm YKpainu, douenm kageopu KpUMIHATICMUKY Ma cyy0060i
meduyunu, Hayionanona axademis enympiwnix cnpaes, naowsa Conom’sncoxa, 1, Kuis, Yxpaina, indexc
03035, petrov_serhii@ukr.net

ORCID: orcid.org/0000-0002-7053-1730

3ACAJTN AIIMIHICTPATUBHOI ITPABOCYB’€KTHOCTI
rOJIOBHOTO CEPBICHOI'O HEHTPY MBC

Anoraiis. Mema. Metoro cTaTTi € BU3HAYECHHA 3aca/l aIMiHiCTpaTHBHOI paBocy6’ekTHOCTI [0/10BHOTO
cepsicroro nentpy MBC. Pesyavmamu. 3araibia XapaKTepUCTHKA IMiHICTPATHBHOI TPaBOCy( €KTHOCTI
Tonosroro cepsicHoro ieutpy MBC BusHavae 1moctaBiieHi nepeji HUIM 3aB/laHHsl, 3arajibHy KOMIIETEHILIIO,
hyHKIIiT Ta TTOK/IaieH] Ha TaKWil OpraH MOBHOBAKEHHsI, METOIO AKUX € 3a0e3IeYeH s HaIesKHOI peaisaiii
(yHKTIIT epskaBy B TIeBHIN BU3HAUEHil cepi CYCIiIpHNX BiTHOCHH. B yMoBax eBpoiHTeTpariitnnx mpo-
1eCiB yce yacTilie HayKOBIIi 3BEPTAIOTLCS /10 €BPOIEHCHKIX CTAHAPTIB JEP;KABHOTO YIIPABJIiHHS. 3BU-
YaitHO, OKPEMOT'0 aKTy UM JIOKYMEHTY He iCHYE, € Ti/TbKI BUMOTH CYCITiIbCTBA i € peakitist nepskas Ta €C gk
€BPOIHTErpaliiiHOro 00’€AHAHHS Ha 3allUTH CBOIX rPoMa/istH. 3'scoBaHo, Mo [oM0BHuUIT cepBicHuMiT 1eHTp
MBC, sikuii 6ys0 crBopeto Ha tigcrasi [osioxenns npo TososHuii cepichuii nentp MBC i BugHanuit
UM TOJIOKEHHSIM SIK I0PUIMYHA 0c00a 1yOIiYHOrO 1MPaBa, KOTPa € MIZKPEriOHAIBHUM TEPUTOPIATbHUM
OpTaHOM 3 HAJaHHS CEPBICHUX Mocayr MiHicTepcTBa BHYTPIIIHIX CTIpaB YKpaiHW, Ma€ BCi PUCH TaKo-
ro cyG’eKTa Ta YCTAaHOBHU, OCKLJIBKM CJYTy€ Haiibiibil MOBHIN peaizaiil my6iiuHO-1IPAaBOBUX iHTEPECiB
rpoMajisiH. 3BUYAIHO, BU3HAYEHHsI [0JIOBHOTO CEPBICHOTO IEHTPY SIK YCTAHOBU € YMOBHUM, 3pOOJIEHUM
3 METOTO aKIeHTY Ha FOTO POJIb i CTIPSIMOBAaHICTh HAa BUKOHAHHS OJHI€I 3 QYHKITIH Iep:KaBU BIOPSIKYBaH-
Hsl CYCIILIBHUX BiZIHOCUH B OKpeMiii chepi — cepi excruryaTailii aBToMoG1IbHOTO TpaHCcopty. Buchosexu.
3pobiiero BUCHOBOK, 110 TosoBHuil cepsicruii nentp MBC Ta iioro nocamosa ocoba (HayaJbHUK) Tl Yac
3/1i{iCHEHHS HUMU [yOJMIYHNX BJIaHUX YIIPABIIHCKUX (DYHKIIA HA 1MiACTABI TOBHOBAKEHb, BUSHAYCHHX
[Tosoxennsim 11po [010BHMI cepBICHUI 1IeHTP, peasli3oBye oKateHi Ha Hboro MBC dyHKiii: my6oiy-
HO-cepBicHi (crpsaMoBani Ha 3abe3neyents HalaHHsg CePBICHUX TOCAYT TEPUTOPIAIbHIUMH CEPBICHUMIE
nerrpamt MBC mrsixom opramisartii iX AisIbHOCTI, METOAMYHOTO Ta MaTepialbHO-TEXHIYHOTO 3abe3e-
YEHHsI, CIIPSIMOBAHOI Ha 3/iIICHEHHS JlepKaBHOI OMITUKH Y cepi 3abe3neueHts: Ge3MeKH T0POKHbOTO
PYXy Ta eKcruryaraiii aBToMOOIIBHOTO TPAHCIIOPTY) Ta YIPaBJIIHChKI BJIaJHO-PO3MNOPsiYi PYHKIL, sIKi
HeoOXiHi 1151 3abestedeH s my0JIiuHO-CepBICHOI AisIbHOCTI cucTeMu cepBicHux teHTpis MBC Ykpaitu.

Kiouosi ciioBa: 11paBocy6’€KTHICTb, CEPBICHI TOCIYTH, KOOPAUHALLSL, TePUTOPIaJibHI CepBiCHI 1eH-
TpH, MyOJTIYHO-cepBiCHA IiSLTBHICTD.

The article was submitted 17.10.2023

The article was revised 08.11.2023
The article was accepted 28.11.2023

17



5/2023
ADMINISTRATIVE LAW AND PROCESS

UDC 3429
DOIT https://doi.org/10.32849,/2663-5313/2023.5.12

Iryna Skakun,

Doctor of Philosophy (Law), Lecturer at the Department of Police Law, National Academy of Internal
Affairs, 1, Solomianska square, Kyiv, Ukraine, postal code 03035, Skakun_Iryna@ukr.net

ORCID: orcid.org/0000-0002-5094-2323

Skakun, Iryna (2023). Particularities of forming principles of combating domestic violence
in  National Police activities. Entrepreneurship, Economy and Law, 5, 78-85,
doi https://doi.org/10.32849 /2663-5313/2023.5.12

PARTICULARITIES OF FORMING PRINCIPLES
OF COMBATING DOMESTIC VIOLENCE
IN NATIONAL POLICE ACTIVITIES

Abstract. Purpose. The purpose of the article is to determine the particularities of forming the principles
of combating domestic violence in the activities of the National Police. Results. The relevance of the article
is that the activities of the National Police with regard to actions aimed at combating instances of domestic
violence are administrative in nature and in some cases have a coercive power character, and it should be
noted that in order to comprehensively characterise such activities, it is necessary to study the guidelines on
which such activities are based. Therefore, we propose to consider a set of such principles and classify them
for a better understanding of their essence and functional purpose. It should be noted that it is the study
of the principles of legal framework for regulating the activities of the National Police in combating
domestic violence that ensures the correct and effective application of administrative and legal provisions,
and the effectiveness of administrative and legal coercion in this field. The principles of combating domestic
violence in the activities of the National Police shall be understood as the basic starting points, guiding ideas
enshrined in the provisions of the current legal regulations on which the activities of the National Police
are based, as well as the administrative and legal impact they have on legal relations arising from domestic
violence. Conclusions. A key aspect of effective combating of domestic violence by the structural units
of the National Police is the statutory duty of the National Police to cooperate on this issue with local self-
government bodies, non-governmental organisations and individuals on a partnership basis. The activities
of the authorised units of the National Police in the field of combating domestic violence are a specific type
of activities, because, firstly, they cover a very wide range of social relations that are subject to administrative
and legal influence, and secondly, in most cases, they involve violations of the rights and freedoms of a person
guaranteed by the current legislation, including the right to respect for private life and inviolability
of the home. The list of principles of the National Police's activities in combating domestic violence is not
currently enshrined in any legal regulation.

Key words: guarantees, criminal proceedings, offender, restraining order, relevant person.

1. Introduction

Considering that the activities
of the National Police with regard to actions
aimed at combating instances of domestic vio-
lence are administrative in nature and in some
cases have a coercive power character, and it
should be noted that in order to comprehen-
sively characterise such activities, it is nec-
essary to study the guidelines on which such
activities are based. Therefore, we propose
to consider a set of such principles and clas-
sify them for a better understanding of their
essence and functional purpose. It should be
noted that it is the study of the principles
of legal framework for regulating the activities
of the National Police in combating domestic
violence that ensures the correct and effective
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application of administrative and legal provi-
sions, and the effectiveness of administrative
and legal coercion in this field.

The purpose of the article is to determine
the particularities of forming the principles
of combating domestic violence in the activities
of the National Police.

2. Formation of the principles of combat-
ing domestic violence

The literature review reveals different defi-
nitions of the concept of administrative law
principles, but these interpretations are based
on well-known ideas and provisions. According
to the most popular approach to understanding
the above concept among scholars, the princi-
ples of administrative law are the guiding foun-
dations that determine the content and focus

© |. Skakun, 2023
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of administrative and legal regulatory frame-
work for social relations (Kolpakov, Kuzmenko,
Pastukh, Sushchenko, 2012, p. 34). However,
some scholars, when defining this concept, rely
on certain reasons, depending on which a cer-
tain provision enshrined in a provision can be
called a principle. In his research, Yu.P. Bytiak
argues that the principles of administrative law
are the initial, objectively determined founda-
tions according to which the system and content
of this branch of law are formed and function.
In his opinion, the principles of administrative
law cannot be formed and enshrined, let alone
implemented, outside social activities and prac-
tical activities of participants. Moreover (and
this is important for the legislator), the prin-
ciples of administrative law should objectively
reflect the needs and interests of both society
and the State, and by their origin should actu-
ally correspond to the existing relations (Byt-
iak, Harashchuk, Bohutskyi, 2010, p. 33).

Therefore, the principles of combating
domesticviolencein theactivities of the National
Police shall be understood as the basic starting
points, guiding ideas enshrined in the provi-
sions of the current legal regulations on which
the activities of the National Police are based,
as well as the administrative and legal impact
they have on legal relations arising from domes-
tic violence.

Moreover, the quality of administrative
and legal influence exercised by the National
Police units in the field of combating domestic
violence depends on the correct understand-
ing of the content of such principles and their
essence.

We believe that the prevailing opinion
in the science of administrative law is that
the principles of administrative law should
be classified according to their direct impact
on social relations into general and special
(Halunko, Dikhtiievskyi, Kuzmenko, Stet-
senko, 2018, p. 34).

For example, general principles are fun-
damental to the formulation of provisions
of any branch of law, including administrative
law. Meanwhile, the content of general prin-
ciples of law is specified in more special (sec-
toral) legal principles (Serdiuk, 2014, p. 73).
Furthermore, it is quite logical to conclude
that the general principles of administrative
law include: the principle of the rule of law;
the principle of legality; the principle of pri-
ority of human and civil rights and freedoms;
the principle of equality of citizens before
the law; the principle of mutual responsibility
of the state and the individual; the principle
of humanism, etc. (Paseniuk, 2007, p. 109).

Thus, specialised principles should be under-
stood as: service of public administration bodies

to each individual and society as a whole (all
administrative law rules are built primarily on
the basis of the interests of both each individual
and society in general and are aimed at the real-
isation of their legitimate rights and interests);
inadmissibility of unlawful interference by pub-
lic administration bodies in the public and pri-
vate life of a person (prohibition of interfer-
ence in the public and private life of persons,
except in cases clearly defined by the provi-
sions of the current legislation of Ukraine,
with the justification of the legality of such
interference being entrusted to the entity that
performed such interference); availability
of full rights and freedoms in relations with
public administrators (in relations with public
administrators, a person has the widest possi-
ble range of rights to ensure the achievement
of his/her goals); restriction of public adminis-
trators by the provisions of legislation, as well
as judicial control over their activities (a pub-
lic administrator shall act in accordance with
the powers established by the current legisla-
tion of Ukraine, and a person is not deprived
of the right to apply to the court and initiate
a process to establish compliance of the actions
taken by such an entity with the requirements
of the law); principles of publicity (a public
administrator in the exercise of its powers shall
act openly, and in some cases inform the public
about the results of its work) (Halunko, 2019).
It should be noted that this classification
fully meets the requirements of the current
administrative law doctrine, which is of great
importance for law-making and law application
in general, since the approach set out therein
can be used both in the course of theoretical
research and in the course of rulemaking.
However, we consider it necessary to note
that the activities of the authorised units
of the National Police in the field of combating
domestic violence are a specific type of activi-
ties, because, firstly, they cover a very wide range
of social relations that are subject to admin-
istrative and legal influence, and secondly, in
most cases, they involve violations of the rights
and freedoms of a person guaranteed by the cur-
rent legislation, including the right to respect
for private life and inviolability of the home.
The list of principles of the National Police’s
activities in combating domestic violence is not
currently enshrined in any legal regulation.
Furthermore, we can state with certainty
that the principles that regulate the activities
of the National Police in combating domestic
violence are enshrined in various legal regula-
tions, as mentioned above, and have different
degrees of detail.
Therefore, we propose to deviate some-
what from the above position of classification
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of principles and offer the author’s classifica-
tion of guiding ideas that regulate the activities
of the National Police in combating domestic
violence.

The next criterion for distinguishing
between the principles of the National Police is
the focus of action and their impact on the effec-
tiveness of combating domestic violence (func-
tional focus). According to this criterion,
the principles can be divided into:

— Principles-guidelines, which include vir-
tually all constitutional principles and interna-
tional standards, dominated by moral and ethical
prescriptions, ideological guidelines (human-
ism, respect for human rights, etc.);

— Principles-conditions, principles ensuring
the effectiveness and legitimacy of activities to
combat domestic violence (rule of law, legality, legal
certainty, good governance, transparency, etc.);

— Principles-actions, principles that describe
certain actions that are necessary to achieve
a positive social effect (continuity, interaction
with the public on the basis of partnership, etc.);

— Principles-guarantees, principles ensuring
certain standards in the activities of the National
Police in the field of combating domestic vio-
lence (guaranteeing the safety of victims, confi-
dentiality of information about victims and per-
sons who have reported domestic violence, etc.)
(Skakun, 2019, p. 145).

This classification enables to understand
that the principles of the National Police in
the field of combating domestic violence have
different functional orientation, which in turn
determines their different impact on the forma-
tion of legal provisions for the effective exercise
of administrative and legal influence.

The third criterion for classifying the prin-
ciples in the activities of the National Police to
combat domestic violence is the degree of spec-
ification in the provisions of existing legal regu-
lations. According to this criterion, the princi-
ples can be grouped into:

General (set out in the provisions
of the Constitution of Ukraine, international
legal acts, etc;)

Special (set out in the Law of Ukraine “On
the National Police”);

Specialised (set out in the Law of Ukraine
“On Preventing and Combating Domestic Vio-
lence”).

For example, the general principles are sub-
ject to a broad interpretation, which is why any
activity of the bodies authorised to perform state
functions in the implementation of administra-
tive and legal measures, including the National
Police in combating domestic violence, is based
on these principles.

Instead, the special and specialised princi-
ples in the activities of the National Police to
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combat domestic violence differ in that the spe-
cial principles enshrined in the Law of Ukraine
“On the National Police” focus on regulating
any activity of the employees of this body aimed
at performing their functions, including those
aimed at combating domestic violence.

Moreover, the specialised principles pro-
vide the basis for more specific activities,
namely, aimed at creating an effective process
of combating domestic violence, starting with
the identification of domestic violence and end-
ing with the legal prosecution of the perpetrator
and assistance to victims.

Given that a large number of scholarly
works reveal general principles, such as the rule
of law and legality, we consider it necessary to
focus on a more detailed analysis of the princi-
ples we have classified as special and specialised.

Therefore, the principles set out in the Law
of Ukraine “On the National Police” will be
considered special principles, while the princi-
ples set out in the Law of Ukraine “On Prevent-
ing and Combating Domestic Violence” meet
the characteristics of specialised principles.

In particular, Section II of the Law
of Ukraine “On the National Police” stipulates
that the National Police is guided by the fol-
lowing principles in its activities: 1) the rule
of law; 2) respect for human rights and free-
doms; 3) legality; 4) openness and transpar-
ency; 5) political neutrality; 6) interaction with
the public on the basis of partnership; 7) con-
tinuity.

According to the Law of Ukraine “On
the National Police”, Article 6, Part 1, the police
in its activities is guided by the principle
of the rule of law, according to which a person,
his or her rights and freedoms are recognised as
the highest values and determine the content
and focus of the state’s activities.

It should be noted that, considering the pro-
visions of the Law of Ukraine “On the National
Police”, Article 6, Part 1, the essence of the prin-
ciple of “the rule of law” is primarily that a per-
son, his/her rights and freedoms are determined
by the highest values, which in turn is decisive
in the activities of all state bodies and struc-
tures, including the National Police of Ukraine
(Law of Ukraine On the National Police, 2015).

The Law of Ukraine “On the National
Police”, Article 7, Part 1, establishes the prin-
ciple of respect for human rights and freedoms,
which is proposed to be understood as ensuring
respect for human rights and freedoms guaran-
teed by the Constitution and laws of Ukraine,
as well as international treaties of Ukraine,
ratified by the Verkhovna Rada of Ukraine,
and facilitating their implementation. Restric-
tion of human rights and freedoms shall be
allowed only on the grounds and in accordance
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with the procedure defined by the Constitution
and laws of Ukraine, when necessary and to
the extent required for the performance of police
tasks, while measures restricting human rights
and freedoms shall be immediately terminated
if the purpose of such measures is achieved or
there is no need for their further application
(Law of Ukraine On the National Police, 2015).

For example, when taking measures aimed
at combating domestic violence, police officers
should first of all use “proportionate” coercive
measures vested in them, act exclusively within
the limits of their powers and proceed from
a particular situation to prevent abuse of power.

The Law of Ukraine “On the National
Police”, Article 8, Part 1, establishes the princi-
ple of legality which implies that the police shall
act exclusively on the basis, within the scope
of powers and in the manner prescribed by
the Constitution and laws of Ukraine (Law
of Ukraine On the National Police, 2015).

With  regard to  this  principle,
the Venice Commission states, “..The impor-
tance of the principle of legality was already
underlined by Dicey. It first implies that the law
must be followed. This requirement applies not
only to individuals, but also to authorities. In
so far as legality addresses the actions of pub-
lic officials, it requires also that they act within
the powers that have been conferred upon them.
The legality also implies that no person can be
punished unless he or she has violated previ-
ously adopted law that has already come into
force, and that there should be liability for viola-
tions of the law. The implementation of the law
should, to the extent possible, be ensured in
practice. The term “law”, as used in this chapter,
refers primarily to national legislation and com-
mon law. However, the development of inter-
national law as well as the importance given
by international organisations to the respect
of the rule of law lead to addressing the issue
at international level as well: the principle pacta
sunt servanda is the way in which international
law expresses the principle of legality” (Holo-
vatyi, 2011).

Thus, when adapting the understanding
of this principle to the issue raised, it should be
noted that in this case, the principle of legality
is considered not only as binding the National
Police, in the course of taking measures to
combat domestic violence, to act only within
the powers conferred by law, but also to use
coercion and other actions provided for by
the current legislation only if necessary.

In other words, the relevant temporary
restraining order against the perpetrator can
only be applied if the latter has actually com-
mitted domestic violence and only if the evi-
dence collected shows “an objective observer,

beyond reasonable doubt” that the latter has
committed such acts.

In this case, the guarantees inherent in
criminal proceedings, such as the standard
of proving “beyond reasonable doubt”, should
be applied, because if a National Police officer
applies a measure to combat domestic vio-
lence such as a temporary restraining order to
the abuser, even though it may be for a while,
his or her fundamental rights and freedoms may
be violated. Therefore, when performing certain
actions aimed at combating domestic violence,
and even more so those aimed at restricting
constitutional rights and freedoms, the rele-
vant person of the National Police shall be sure
of the correctness, validity, legality and expedi-
ency of their actions that implement coercion.

According to the Law of Ukraine “On
the National Police”, Article 9, the police shall
operate on the basis of openness and transpar-
ency within the scope defined by the Consti-
tution and laws of Ukraine. The Police shall
provide access to public information in its
possession in accordance with the procedure
and requirements established by law. The
Police may disclose (disseminate) restricted
information only in cases and in accordance
with the procedure established by law (Law
of Ukraine On the National Police, 2015).

3. The role of the National Police in com-
bating domestic violence

According to the Resolution of the Cabinet
of Ministers of Ukraine “On approval of the Reg-
ulations on data sets that are subject publication
in the form of open data” No. 835 of 21 Octo-
ber 2015, all information administrators shall
publish in the form of open data a Directory
of enterprises, institutions (establishments)
and organisations of the information adminis-
trator and its subordinate organisations, includ-
ing their telephone numbers and addresses;
information on the organisational structure
of the information administrator; a report on
the use of budgetary funds (for information
administrators using budgetary funds), in par-
ticular for certain budgetary programmes; reg-
ulations approved by the information admin-
istrator; lists of national standards, which, if
voluntarily applied, are proof of compliance
of products with the requirements of techni-
cal regulations; reports, including on meeting
requests for information; annual procurement
plans; information on the accounting system,
types of information stored by the adminis-
trator; registers (lists) of open data sets; lists
of administrative services, information cards
of administrative services and application forms
required to apply for an administrative service;
administrative data collected (processed) by
the information administrator; legal regulations
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subject to disclosure in accordance with the Law
of Ukraine “On Access to Public Information”;
financial statements of public sector economic
entities that fall within the scope of manage-
ment of the information administrator (Resolu-
tion of the Cabinet of Ministers of Ukraine on
the approval of the Regulation on data sets that
are subject to publication in the form of open
data, 2015).

For example, the implementation of this
principle in the field of domestic violence pre-
vention by the National Police is based on
the maintenance of the Unified State Register
of cases of domestic and gender-based violence,
which will contain information about the perpe-
trators and those subject to measures to combat
domestic violence.

In view of the above, maintaining this Reg-
ister will not only make the work of the National
Police in combating domestic violence open,
but will also help potential victims avoid harm
from their abusers.

A key aspect of effective combating
of domestic violence by the structural units
of the National Police is the statutory duty
of the National Police to cooperate on this issue
with local self-government bodies, non-govern-
mental organisations and individuals on a part-
nership basis.

In order to ensure the effectiveness of this
partnership, the Cabinet of Ministers of Ukraine
approved the Procedure for assessing the level
of public trust in the National Police. The pro-
cedure defines the main tasks, principles, fre-
quency of the assessment (at the national level
at least once a year, at the territorial level as
needed), the procedure for the National Police
and the independent sociological service to act
in organising and conducting the assessment,
etc. Assessment of the level of public trust
in the National Police will enable to identify
problematic issues in their activities, consider
public opinion to improve their work, which
will contribute to the efliciency of the police,
make their activities more transparent, under-
standable and controlled by the society (Res-
olution of the Cabinet of Ministers of Ukraine
on the approval of the Procedure for assessing
the level of public trust in the National Police,
2018).

Following the analysis of the general princi-
ples of the National Police’s activities in imple-
menting measures aimed at combating domestic
violence, we should move on to the specialised
principles, which, in our opinion, are enshrined
in the provisions of the Law of Ukraine “On Pre-
venting and Combating Domestic Violence”.

For example, according to the Law
of Ukraine “On Preventing and Combating
Domestic Violence”, Article 4, Part 1, activities
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aimed at preventing and combating domestic
violence are based on the following principles:
1) guaranteeing victims security and protection
of fundamental human rights and freedoms,
including the right to life, liberty and personal
integrity, respect for private and family life, fair
trial, and legal aid, with due regard to the case
law of the European Court of Human Rights;
2) due regard for each fact of domestic violence
in the implementation of measures to prevent
and combat domestic violence; 3) consideration
of the disproportionate impact of domestic vio-
lence on women and men, children and adults,
adherence to the principle of ensuring equal
rights and opportunities for women and men
in the implementation of measures to pre-
vent and combat domestic violence; 4) aware-
ness of the social danger of domestic violence
and ensuring intolerance to any cases of domes-
tic violence; 5) respect, impartial and caring atti-
tude to victims by actors implementing meas-
ures to prevent and combat domestic violence,
ensuring the priority of rights, legitimate inter-
ests and safety of victims in the implementation
of measures to prevent and combat domestic
violence; 6) confidentiality of information
about victims and persons who reported domes-
tic violence; 7) voluntary nature of assistance to
victims, save for children and legally incapable
people; 8) consideration of the special needs
and interests of victims, in particular persons
with disabilities, pregnant women, children,
legally incapable persons, the elderly; 9) effec-
tive cooperation between actors implementing
measures to prevent and combat domestic vio-
lence and public associations, non-governmen-
tal organisations, mass media and other stake-
holders (The Law of Ukraine On Preventing
and Combating Domestic Violence, 2017).

Next, we consider the key principles that
guide the National Police in its efforts to com-
bat domestic violence.

Thus, the first principle enshrined in the Law
of Ukraine “On Preventing and Combating
Domestic Violence”, Article 4, Part 1, clause
1, is “..guaranteeing victims security and pro-
tection of fundamental human rights and free-
doms...” (The Law of Ukraine On Preventing
and Combating Domestic Violence, 2017). In
the context of the activities of the National
Police and their measures to combat domestic
violence, it should be noted that this princi-
ple is disclosed in the first stages after the fact
of domestic violence is detected.

According to the Law of Ukraine “On
the National Police”, Article 43, part 1, a police
officer shall warn the person in advance of any
use of physical force, special equipment and fire-
arms, and give him/her enough time to fulfil
the lawful demand of the police officer, unless
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a delay may cause an assault against life
and health of such person and/or the police
officer or lead to other grave consequences, or
if in the given situation such warning is unrea-
sonable or impossible. (Law of Ukraine On
the National Police, 2015).

Forexample,ifapatrol police officer responds
to a phone call received via the 102 network for
his or her personal protection or to protect vic-
tims of domestic violence, if the offender poses
a direct threat, the officer has the right to use
special means, physical force or even firearms
against the offender.

In addition, one of the means of implement-
ing this principle in the activities of the National
Police is the application of a temporary restrain-
ing order against the offender.

The Law of Ukraine “On Preventing
and Combating Domestic Violence”, Article 4,
Part 1, clause 2, establishes that one of the prin-
ciples of combating domestic violence is due
cognisance to every case of domestic violence
during the implementation of measures to pre-
vent and combat domestic violence (The Law
of Ukraine On Preventing and Combating
Domestic Violence, 2017).

Accordingly, the initial fact of respond-
ing to domestic violence may be the recording
of areported act with signs of domestic violence
on the 102 telephone line.

In accordance with clause 5 of Section II
of the Procedure for keeping a unified record
in the police bodies (units) of statements
and reports of criminal offences and other
events, approved by the Order of the Ministry
of Internal Affairs of Ukraine No. 100 of 8 August
2019, an application (message) received by tele-
phone using the abbreviated emergency number
of the police “102” is registered in the ITS IPNP
with automatic assignment of serial numbers
to the UR (Order of the General Prosecutor's
Office of Ukraine On the approval of the Regu-
lation on the procedure for maintaining the Uni-
fied Register of Pretrial Investigations, 2016).

Therefore, the procedure for responding to
incidents of any kind, including cases of domes-
tic violence, is regulated by the current legisla-
tion of Ukraine, and the conscientious imple-
mentation of these instructions by the police
officers will ensure a quick and high-quality
response to any case of domestic violence,
which in turn is a guarantee of preventing possi-
ble more serious consequences.

The Law of Ukraine “On Preventing
and Combating Domestic Violence”, Article 4,
Part 1, clause 3, establishes that the National
Police acts in compliance with the principle
of ensuring equal rights and opportunities for
women and men when taking measures to pre-
vent and combat domestic violence (The Law

of Ukraine On Preventing and Combating
Domestic Violence, 2017).

For example, in accordance with clause 1
of section 3 of the Regulations on the Procedure
for maintaining the Unified Register of Pre-
trial Investigations, approved by Order No. 139
of the PGO of 06 April 2016, the information
in the Register is entered in compliance with
the terms set by the CPC of Ukraine (Order
of the General Prosecutor’s Office of Ukraine
On the approval of the Regulation on the pro-
cedure for maintaining the Unified Register
of Pretrial Investigations, 2016).

Following the CPC of Ukraine, Article 214,
Part 1, the investigator, public prosecutor shall
be required immediately but in any case no later
than within 24 hours after submission of areport,
information on a criminal offense that has been
committed or after he has learned on his own
from any source, about circumstances which
are likely to indicate that a criminal offence
has been committed, to enter the information
concerned in the Unified Register of Pre-Trial
Investigations, and to initiate investigation
and within 24 hours of entering such informa-
tion, provide the applicant with an extract from
the Unified Register of Pre-trial Investigations
(Criminal Procedure Code of Ukraine, 2012).

5. Conclusions

The principles that regulate the activities
of the National Police in combating domestic
violence are based on the following criteria:
1) by legal force of the legal regulation that
enshrines the principles of the National Police
in the field of combating domestic violence:
a) principles enshrined in the Constitution
of Ukraine; b) principles enshrined in inter-
national legal acts; c¢) principles enshrined in
the Laws of Ukraine; 2) by the focus of action
and their impact on the effectiveness of com-
bating domestic violence (functional focus):
a) principles-guidelines, which include virtually
all constitutional principles and international
standards, dominated by moral and ethical
prescriptions, ideological guidelines (human-
ism, respect for human rights, etc.); b) princi-
ples-conditions, principles ensuring the effec-
tiveness and legitimacy of activities to combat
domestic violence (rule of law, legality, legal
certainty, good governance, transparency, etc.);
¢) principles-actions, principles that describe
certain actions that are necessary to achieve
a positive social effect (continuity, interac-
tion with the public on the basis of partner-
ship, etc.); d) principles-guarantees, principles
ensuring certain standards in the activities
of the National Police in the field of combat-
ing domestic violence (guaranteeing the safety
of victims, confidentiality of information about
victims and persons who have reported domes-
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tic violence, etc.); 3) by the degree of specifi-
cation in the provisions of existing legal reg-
ulations: a) general (set out in the provisions
of the Constitution of Ukraine, international
legal acts, etc.); b) special (set out in the Law
of Ukraine “On the National Police”); ¢) spe-
cialised (set out in the Law of Ukraine “On Pre-
venting and Combating Domestic Violence”).
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OCOBJMBOCTI ®OPMYBAHHS IIPUHITUAIIIB ITPOTH/ILT

JTOMAIITHbOMY HACUJIbCTBY B AISJIbHOCTI HAI[IOHAJIbHOI ITOJITIIIT

Awnorauisi. Mema. Metoio cTarTi € BUBHAYEHHSI 0COOMMBOCTEN (pOpPMyBaHHS TIPUHIIUINB TIPOTUALT
JIOMAIITHbOMY HACHJIBCTBY B ZlistsibHOCTI Harionasnbroi nosiii. Pesyismamu. AxTyaiabHicTb CTATTI 110J15-
Ta€ B TOMY, 110 isibHicTh HarionasbHol MOl 111010 BUNHEHHS JIili, SKi HATPaBJIeHO HA TPOTHU/IIIO TIPO-
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ABaM JIOMAIITHbOTO HACUJIJISA, HOCUTD aJIMIHICTPATUBHUI XapaKTep Ta Ma€ B [IESKNX BUIA/IKaX BJIAJHO-TTPHU-
MycoBui xapaxtep. CJifi 3ayBaskUTH, IO /7T HaZIAHHS KOMIJIEKCHOI XapaKTePUCTUKHU TaKOi [isITbHOCTI
€ HeOOXIZIHUM JIOCJIIKEHHST KePIBHUX 3acajl, HA SIKMX 0a3yeThCst TaKa AisIbHICTb, TOMY 3alpONOHOBAHO
PO3IJITHYTH KOMILIEKC TAKHUX TIPUHITAITIB Ta HaAaTH KJIacu(iKalliio /st GTIbII KPaIoro po3yMiHHs 1X CyT-
Ti Ta pyHKITIOHATBHOTO TIPU3HAUYEHHS. BapTo 3BepHYTH yBary Ha Te, 1O caMe JTOCJIi/[KeHHS TIPIHIUTIIB
IIPaBOBOTO peryJoBaHHsg y cdepi perystoBanns fisgibHocTi HanionansHol nosinii 3i 3aiiicHenns 1po-
TUJII TIPOSIBAM JIOMAIITHBOTO HACUJIBCTBA 3a0€31eUye PABUIIbHE Ta [I€BE 3aCTOCYBAHHST [IMiHICTPATHB-
HO-TIPABOBHX HOPM, 3a0e31eueHHs JI€BOCTI aMiHICTPATUBHO-IIPABOBOTO TIPUMYCY B 3a3HaueHiil cgepi.
[Tix mpuHIMIAMK TPOTH/IT AOMAITHBOMY HACUJIBLCTBY B AiszibHOCTi HartionasmbHol mosrinii citig posymi-
TH OCHOBHI BUIXIi/[HI TTOJIOXKEHH:I, KePiBHi i/1ei, 3aKpillJIeHHi TTOJI0KEHHAMI YUHHUX HOPMATHBHO-TIPABO-
BUIX aKTiB, Ha SIKUX OyAy€eThCs AisibHicTh HanioHaabHOT mosiiii, a Takoxk 3AiHCHIOBAHUI HUMU aMiHi-
CTPATHBHO-IIPABOBUII BIJIMB HA [TPABOBIIHOCHHHU, 1110 BUHUKAIOTb Y 3B’43KY i3 BANHEHHSM JIOMAITHBOTO
HacuibeTBa. Bucnosku. KiodoBuM acnekToM 3filicienHst epeKTHBHOI IIPOTH/IT TPOSBAM JIOMAIITHLOTO
HACUJIbCTBA CTPYKTYPHUMH Tiiposinamu HarioHambHOT 110JTi1iT € HOpMATHBHO BCTAHOBJIEHUI 000B 130K
HarmionanbHoi noJrittii ciiBIpaioBaTy i3 3a3Ha4€HOr0 MUTaHHS 3 OPraHAMU MiCI[EBOTO CAMOBPS/LyBaHHS,
Heyps/IOBUMH OpPraHisallissM1 Ta OKPEeMUMHU IPOMajITHAMU Ha TTapTHEPChKUX 3acajiax. lisabpHicTb yIoBHO-
BaskeHUX Miipo3/inis Harionanbroi nosinii y cdepi mpoTuii mposiBaM IOMAITHbOTO HACUIIbCTBA € Clie-
1UpIYHIM BUIOM JUiSLIBHOCTI, aJ)Ke, TTO-Tepiiie, OXOILTIOE Iy/Ke IMUPOKUIl CIIEKTP CYCHiJIbHUX BiJIHOCHH,
Ha sIKi 3AICHIOEThCS aAMIHICTPATUBHO-TIPABOBMIL BILIMB, @ MO-APYTe, B OLIbIIOCTI BUNALKIB CTOCYETh-
CsI OPYILEHHS 1PaB i cB0OO/ 0COOM, TAPAHTOBAHUX YNHHUM 3aKOHOAABCTBOM, Y TOMY YMCJI i IIpaBa Ha
[OBAry /10 0COOMCTOTO JKUTTS Ta HEAOTOPKAHOCTI skuTJia. [lepesik npuHuumis gisibHocti HarionanbHol
TOJTiTIT TTI0/T0 TIPOTH/IIT IOMANTHEOMY HACUJIbCTBY HATeTep He 3aKPillIeHril y )KOTHOMY HOPMATHBHO-TIPa-
BOBOMY aKTi.

KiiouoBi cioBa: ipoTHIist JOMAITHBOMY HACHJILCTBY, KDUMIHAIbHE IPOBAIKEHHST, KDUBHUK, 0OMEK-
YBaJIbHUIA TIPHITIC, BiIMOBiHA 0coba.

The article was submitted 17.10.2023

The article was revised 07.11.2023
The article was accepted 28.11.2023

85



5/2023
ADMINISTRATIVE LAW AND PROCESS

UDC 342.95
DOIT https://doi.org/10.32849,/2663-5313/2023.5.13

Vladyslav Teremetskyi,

Doctor of Law, Professor, Leading Research Scientist at the Department of International Private Law,
Academician F.H. Burchak Scientific Research Institute of Private Law and Entrepreneurship of the
NALS of Ukraine, 23-a M. Raievskoho street, Kyiv, Ukraine, postal code 01042, vladvokat 333 @ukr.net
ORCID Author ID: https.//orcid.org/0000-0002-2667-5167

Scopus Author ID: 56772045400

Olha Kovalchuk,

Ph.D. in Physics and Mathematics, Associate Professor at the Department of Theory of Law
and Constitutionalism, West Ukrainian National University, 11 Lvivska street, Ternopil, Ukraine,
postal code 46009, olhakov@gmail.com

ORCID: https.//orcid.org/0000-0001-6490-9633

Scopus Author ID: 57782473100

Teremetskyi, Vladyslav, Kovalchuk,Olha(2023).Smarttechnologiesinjustice: perspectivesfor Ukraine.
Entrepreneurship, Economy and Law, 5, 86—95, doi https://doi.org/10.32849,/2663-5313,/2023.5.13

SMART TECHNOLOGIES IN JUSTICE:
PERSPECTIVES FOR UKRAINE

Abstract. Purpose. This article aims to substantiate the feasibility and ways of implementing the smart
justice paradigm in Ukraine in the context of the digitalization of judicial processes and the improvement
of the functioning of the judicial branch of government. The article aims to explore the concept of smart justice,
identify prospects for its implementation in Ukraine, and consider legal aspects and necessary legislative
changes for the full integration of innovative technologies into the national justice system. Research
methods. The paper employed a set of various general scientific and special methods for a comprehensive
study of the problem and substantiation of the prospects for implementing smart justice in Ukraine. The
method of analysis was used to study scientific publications, legal acts, and international documents on
the digitalization of justice and the application of innovative technologies in the legal sphere. This allowed
us to explore the theoretical foundations of the concept of “smart justice”, existing practices, and legal
regulation. Comparative analysis was conducted to compare the current state of digitalization of the judicial
system of Ukraine with international experience in implementing smart technologies and identify gaps
and opportunities for improvement. The systematic approach was used for a comprehensive consideration
of smart justice as a multi-component concept with various interrelated elements. Empirical methods were
applied to study the experience of using digital technologies in documenting war crimes in Ukraine. The
modeling method was used to develop the proposed model of a chatbot for sending electronic court summons
as an example of a smart tool for process optimization. The project method contributed to determining
the necessary legislative changes and developing a regulatory framework for the full implementation of smart
justice. Results. According to the set goal and objectives, the following key results were obtained in the study:
L. the concept of “smart justice” was explored as a paradigm of modernization of the justice system through
the widespread introduction of modern information technologies (IT) into judicial processes; I1. the main
goals, elements, and technologies of smart justice were identified; III. the prospects for the implementation
of smart justice in Ukraine were considered; IV. the urgent need for digitalization of justice was substantiated
amidst war conditions to ensure the continuity of justice; V. the experience of using IT tools for documenting
war crimes was analyzed; VI. the legal aspects of the introduction of smart technologies in the judiciary
of Ukraine were studied; VII. the existing regulatory framework and gaps in legislation were identified;
VIIL the need to develop special comprehensive legislation was substantiated; IX. a model of a chatbot for
automated sending of electronic court summons was developed as an example of a smart tool for optimizing
judicial processes; X. the ways were outlined and recommendations were given on the harmonious integration
of digital technologies into the judicial system of Ukraine, taking into account the principles of the rule of law
and protection of citizens’ rights. The obtained results provide a basis for a substantiated implementation
of the smart justice paradigm in Ukraine to digitalize and improve the functioning of the judicial branch
of government. Conclusions. The expediency and ways of introducing the smart justice paradigm in Ukraine
for the digitalization of judicial processes and modernization of the judicial system have been substantiated.
The concept of smart justice involves the wide integration of the latest technologies, including electronic
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document management, video conferencing, Al, and blockchain in the judiciary to increase its efficiency,
transparency, and accessibility. The study revealed the urgent need for the active introduction of digital
solutions in domestic courts in the conditions of war to ensure the continuity of justice. At the same time,
there is a need to develop specific legislation to regulate the use of innovative technologies in judicial
processes while observing the principles of the rule of law and the protection of human rights. The proposed
model of a chatbot for electronic court summons demonstrates the capabilities of smart tools for optimizing
judicial proceedings. The results of the study provide a basis for a substantiated and balanced implementation
of the smart justice paradigm in Ukraine, which will contribute to the digitalization, and increase in efficiency
and transparency of the national judicial system while simultaneously observing the principles of the rule

of law and protection of citizens’ rights.

Key words: smart justice, digitalization of justice, electronic court, artificial intelligence, electronic
evidence, judicial reform, legal regulation of IT in the judiciary, digitalization of judicial system,

cybersecurity.

1. Introduction.

The modern world is rapidly transform-
ing into a “smart” one thanks to innovative
IT and smart devices. Artificial intelligence
(AI), big data, blockchain, Internet of Things,
smart cities, digitalization, automation, robot-
ics, and nanotechnologies are opening up new
opportunities for all spheres of human activity,
including the military sphere, national security,
and justice. At the same time, these techno-
logical revolutionary changes are creating new
threats that will intensify in the digital society
of the future. Smart devices are vulnerable to
cyberattacks, leading to an increase in cyber-
crime and security threats. Therefore, judicial
and law enforcement bodies must focus on
IT, data science, and analytics, which provide
innovative opportunities for detecting, pre-
venting, and solving cyberspace-related crimes.
However, along with this, ensuring fair justice
and respect for human rights remain key prior-
ities for any society. The introduction of smart
technologies in the judiciary must guarantee
impartial and equal access to justice for all
citizens, as well as protect their fundamental
rights and freedoms. The use of Al, data ana-
lytics, and automated decision-making sys-
tems in the judicial system must be based on
the principles of transparency, accountability,
and non-discrimination to prevent bias and vio-
lations of human rights.

Recently, the field of smart justice has been
actively studied at both the national and inter-
national levels. The relevant topic is actively
examined by organizations such as the UN,
WHO, Council of Europe, and the European
Commission for the Efficiency of Justice. They
publish reviews, guidelines, and recommen-
dations on best practices for using innovative
technologies in judicial systems. The number
of scientific publications dedicated to smart jus-
tice is growing. In particular, R. Sathyaprakasan
et al. studied the possibilities of implementing
blockchain technology for the digitization
of the forensic evidence management system
and toensurethe proper maintenance of the chain

of custody over evidence (Sathyaprakasan et
al., 2021). G. Lupo and D. Carnevali examine
the institutional, organizational, and tech-
nological factors that shape the development
of smart technologies within highly regulated
public institutions, such as justice systems
(G. Lupo and Carnevali, 2022). Demertzis et al.
proposed a framework that leverages artificial
intelligence innovations like natural language
processing, ChatGPT, ontology alignment,
and semantic web technologies, combined with
blockchain and privacy techniques, to analyze
and provide recommendations for improving
the administration of justice (Demertzis et al.,
2023). The researcher M.A. Wojcik studied
the possibilities of applying algorithmic deci-
sion-making for making decisions regarding
the prosecution of arrested individuals (Wojcik,
2020). D. Garingan & A.J. Pickard investigated
theoretical frameworks for promoting algorith-
mic literacy among legal information profes-
sionals (Garingan & Pickard, 2021). A. Zhuk
investigated the application of blockchain
technology to the legal system through decen-
tralized online dispute resolution mechanisms,
with a specific emphasis on the Kleros platform
(Zhuk, 2023). D. Baryse studied the implemen-
tation of legal technologies in courts (Baryse,
2022). To date, an international environment
has been formed for a fruitful exchange of ideas
and best practices in the field of digitalization
of justice. However, this area is insufficiently
studied. In addition, IT is rapidly developing,
constantly offering new technological solutions.
The digitalization of justice is one of the priori-
ties of judicial reform in Ukraine. The introduc-
tion of innovative IT into the judicial system
is considered a means of increasing the effi-
ciency, transparency, and accessibility of justice.
Therefore, research on smart justice is relevant
and important for modernizing the judicial sys-
tem of Ukraine through current technological
trends and best global practices.

The study employed a set of general sci-
entific methods, including analysis, synthesis,
comparison, and modeling, as well as specific
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empirical and project methods for a comprehen-
sive study of the problem and substantiation
of prospects for implementing smart litigation
in Ukraine. The method of analysis was applied
to study scientific publications, legal acts, inter-
national documents on digitalization of legal
proceedings, and the application of innovative
technologies in the legal sphere. This allowed
us to examine the theoretical foundations
of the “smart litigation” concept, existing prac-
tices, and legal regulation. Comparative analysis
was used to compare the current state of digi-
talization of the judicial system in Ukraine with
international experience in implementing smart
technologies to identify gaps and opportunities
for improvement. A systematic approach was
implemented for the systematic consideration
of smart litigation as a comprehensive approach
with various interrelated elements electronic
document management, video conferencing, Al,
blockchain, electronic evidence, etc. Empirical
methods were implemented to study the expe-
rience of using digital technologies to document
war crimes during the war in Ukraine. The
modeling method was used to develop the pro-
posed model of a chatbot for sending electronic
court summons as an example of a smart tool for
optimizing court processes. The project method
was used to determine the necessary legisla-
tive changes and develop a legal framework for
the full implementation of smart litigation in
the Ukrainian judicial system.

The main goal of the study is to substanti-
ate the feasibility and ways of implementing
the smart litigation paradigm in Ukraine to
digitalize court processes and improve the func-
tioning of the judicial branch of government.

2. The Concept of Smart Litigation

Against the backdrop of the informatiza-
tion of information activities of judicial and law
enforcement bodies, there is no doubt about
the feasibility of using machine learning, big
data, AT algorithms, and blockchain technology
in the justice system (Kovalchuk et al., 2023;
Sathyaprakasan et al., 2021; Vasconcelos et al.,
2023). These and other innovative technolog-
ical tools have become the basis for the par-
adigm of smart litigation. Smart litigation is
the concept of modernizing the justice system
through the widespread introduction of modern
IT into court proceedings. It is a comprehen-
sive approach aimed at increasing the efficiency,
transparency, and accessibility of litigation
through digital solutions. The goal of smart
litigation is to optimize processes, reduce case
processing times, reduce administrative costs,
ensure equal access to justice, and increase
transparency of the judicial system as a whole.
At the same time, it must be based on the princi-
ples of the rule of law, impartiality, and fairness.
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This innovative approach to the administration
of justice involves the widespread introduction
of digital technologies into court proceedings
and the justice system as a whole (Lupo &
Carne, 2022). Its main purpose is to modernize
and optimize the judicial system and increase
its efficiency, transparency, and accessibility for
citizens. One of the key components of smart
litigation is the concept of an electronic court,
which involves the complete digitalization
of document flow, case registration, scheduling
of court hearings, and communication between
participants through a single electronic plat-
form (Kovalchuk & Teremeckyi, 2023). Such
a system ensures a rapid exchange of informa-
tion, reduces paperwork and bureaucratic pro-
cedures, accelerates case processing, and saves
resources. Digital tools for smart litigation
include electronic document management sys-
tems, video conferencing, analytical systems,
Al cloud services, and more. They optimize
workflows and increase productivity.

Smart litigation actively employs artificial
intelligence (AI) and big data analytics tech-
nologies for automated searching and analy-
sis of precedents, legislative acts, and judicial
practice, providing judges with a powerful tool
for making more substantiated and consistent
decisions (Ho et al., 2022; Berezka et al., 2022).
Ensuring the digital integrity and authenticity
of electronic evidence is also an important aspect,
which is addressed through appropriate technol-
ogies for protecting and verifying digital data.

The justice system bodies are increasingly
using blockchain technology for transparent
and secure collection, processing, and access
to evidence. Blockchain technology is a dis-
tributed database or electronic ledger under
decentralized control, allowing it to deviate
from traditional investigative actions (Demert-
zis et al.,, 2023). The most widespread applica-
tion of blockchain technology is Bitcoin, which
is increasingly becoming a tool for commit-
ting crimes on the dark web (Kovalchuk et al.,
2021). With blockchain solutions, evidence can
be tracked throughout the entire investigation
period: from the crime scene to the courtroom,
ensuring transparency, integrity, and immuta-
bility. Blockchain can provide reliable informa-
tion support to criminal justice investigators,
court authorities, and prosecutors in criminal
decision-making. The implementation of block-
chain technologies in law enforcement practice
will reduce the rate of wrongful convictions,
ensure fairness and transparency of the criminal
justice system, and increase trust in it.

The widespread use of video conferencing
allows court hearings to be conducted remotely,
saving time and money for the participants
and making justice more accessible for peo-
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ple with disabilities or those living in remote
regions. Providing citizens with online access
to information about court cases, the ability to
submit documents and track their status sig-
nificantly increases the overall transparency
of the system (Garingan & Pickard, 2021).

One of the elements of smart litigation is
digital evidence. It plays a key role in modern
litigation and criminal investigations. This is
any information collected in digital form that
can be used as evidence in court or investiga-
tion (Karagiannis & Vergidis, 2021). Digital
evidence can include electronic documents,
digital photographs, audio and video record-
ings, metadata, geolocation data, digital traces
in social networks, and messengers. Ensur-
ing the integrity, authenticity, and protection
of digital evidence from unauthorized changes
is an extremely important task (Lone & Mir,
2019). Therefore, special methods of collecting,
processing, storing and verifying digital data
are needed, as well as appropriate technologies
and expertise for presenting them in court pro-
ceedings.

Providing citizens with online access to
information about court cases is an important
step toward ensuring transparency and account-
ability of the judicial system (Baryse, 2022).
Through special web portals or mobile appli-
cations, people can access registers of court
decisions, review case materials, and track their
status and progress. This increases public trust
in the judiciary, as anyone can trace the pro-
gress of a particular case. Online access also
makes it easier for citizens to submit documents
to the court in electronic form, saving time
and resources. At the same time, it is necessary
to ensure proper protection of personal data
and confidential information when providing
such online access (Zhuk, 2023).

Enhanced cybersecurity measures are crit-
ically important for ensuring data protection
in smart litigation. As huge amounts of confi-
dential information and personal data will be
processed in electronic court systems, robust
barriers against cyberattacks, data leaks,
and unauthorized access are needed. This
includes the use of encryption, multi-level
authentication, data backup, regular software
updates, and training staff on cybersecurity
hygiene principles. Judicial institutions must
carefully control and audit access to their infor-
mation systems. Collaboration with cybersecu-
rity experts and continuous threat monitoring
will help detect and quickly respond to poten-
tial incidents, ensuring the integrity and confi-
dentiality of court data (Demertzis et al., 2023).

An essential element of implementing
smart litigation is digital tools for the train-
ing and professional development of judges,

court staff, and lawyers. Online courses, webi-
nars, virtual training, and simulations allow
effective mastery of new technologies, legal
innovations, and best practices. Interactive
learning platforms provide convenient access
to materials anytime and anywhere. The use
of virtual and augmented reality can simulate
court proceedings for skills practice. Digital
tools also facilitate experience sharing between
professionals and experts from different regions.
Regular training of court system employees in
new digital tools is necessary for the successful
implementation of smart technologies in court
operations.

Smart litigation is a cutting-edge approach
to organizing court proceedings with the wide-
spread use of digital technologies. Implementing
smart technologies in litigation requires careful
planning, staff training, building the necessary
infrastructure, and strengthening cybersecu-
rity measures to protect confidential data from
leaks and cyberattacks. However, the benefits
of such a digital transformation of the judicial
system are obvious increased efliciency, trans-
parency, accessibility of justice for citizens, as
well as strengthening the rule of law and trust
in the judicial branch of government.

3. Prospects for Implementing Smart Liti-
gation in Ukraine

Since the mid-1990s, leading countries
around the world have been actively research-
ing and implementing IT in the judicial system.
This changes not only the usual process of hear-
ing court cases but also breaking the established
stereotype of court proceedings in a “face-to-
face” format. Such radical changes raise con-
cerns about the rapid and reckless implemen-
tation of new technologies, which must take
place in harmony with the main mission of law
and the court. Many progressive countries have
already introduced so-called virtual litigation,
based on the comprehensive use of modern IT
and telecommunication means in the admin-
istration of justice (Romdoni et al., 2022).
The informatization of Ukrainian litigation is
currently limited to the automatic distribu-
tion of cases, technical recording of sessions,
an automated document management system,
and infrequent cases of virtual proceedings
with video conferencing, which are additional
to the traditional procedures of court interac-
tion with the participants (Teremetskyi, 2023a;
Kovalchuk & Banakh, 2023). The achievements
of the Ukrainian judicial system in recent years
should not be underestimated or dismissed. On
the contrary, it is necessary to use the exist-
ing, proven technologies for the further devel-
opment of the entire information system, up
to a full-fledged virtual court in the future.
The implementation of true virtual litiga-
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tion involves not only an extensive system for
recording proceedings but also means of com-
munication between the court and participants,
the possibility of remote case consideration,
automated workplaces for judges, assistants,
experts, automated decision-making and sup-
port systems, forensic examination, generating
statistical reports, and more (Baryse, 2022).

In Ukraine, smart litigation is still in its
initial stage. Since March 2023, it has been pos-
sible to receive notifications about court cases
and court decisions in digital format through
the “Diia” mobile application (Mobilnyi zas-
tosunok Diia zavantazhyly 1,9 mIn ukraintsiv,
2020). However, modern innovative technol-
ogies can become the basis for creating smart
litigation in Ukraine. The issue of digitaliza-
tion and automation of court proceedings is
becoming particularly important in the context
of the full-scale war unleashed by Russia against
Ukraine (Teremetskyi, 2023b). This aggression
has caused enormous destruction to the coun-
try's infrastructure, including the judicial sys-
tem. Many court buildings were damaged or
destroyed due to shelling and bombing. Hun-
dreds of judges and court staff had to evacuate
from the combat zones. In such a critical situa-
tion, digital technologies and automated court
processes can ensure the continuity of justice
and citizens’ access to legal protection. Smart
litigation enables the use of electronic docu-
ment flow, video conferencing, online case reg-
istration, and more. This allows courts to func-
tion remotely and avoid work interruptions due
to the war.

Ukraine is actively using advanced digital
tools for systematic documentation, thorough
investigation, and ensuring accountability for
war crimes committed by Russian troops dur-
ing the full-scale invasion. Unlike past conflicts,
where the main focus was on crimes against life
and health, the current war investigates a wider
range of violations. In particular, cases of sexual
violence, environmental crimes (such as damage
to nuclear facilities, and destruction of the nat-
ural environment with long-term negative con-
sequences), and cyberattacks in the context
of their potential qualification as war crimes
are being thoroughly studied. One of the most
challenging tasks is identifying specific perpe-
trators of crimes. For this purpose, the latest IT
solutions are being actively used, such as Palan-
tir tools for big data analysis, and Microsoft for
voice and face recognition based on artificial
intelligence. These unique technologies help to
comprehensively analyze and properly record
the evidence base (Bergengruen, 2022).

The Ministry of Digital Transformation
of Ukraine has created several digital tools to
engage citizens in documenting destruction,
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collecting evidence, and classifying violations
during the war. These include crowdsourcing
chatbots, programs for recording damage to
buildings, tools for adding geotags, timestamps
to photos/videos, and recognizing the faces
of military personnel. All collected informa-
tion is stored in a single centralized database
of the Office of the Prosecutor General. In
combat zones, civilians can use smartphones to
quickly collect photo and video evidence of vio-
lations directly at the scene. Specialized soft-
ware allows recording time, geolocation data,
and cryptographic tags to confirm their authen-
ticity and integrity. Blockchain technology pre-
vents the loss or substitution of digital evidence
(Batista et al., 2023; Ali et al., 2022). Public-key
cryptography provides reliable source authenti-
cation, while cloud storage ensures the backup
of collected materials in different data reposito-
ries (Bergengruen, 2022).

The use of IT tools for documenting war
crimes is regulated by several international
documents, including the Geneva Conventions
(Zhenevski konventsii pro zakhyst zhertv viiny
1949 roku, 1949), Additional Protocols (Dodat-
kovyi protokol do Zhenevskykh konventsii vid
12 serpnia 1949 roku, shcho stosuietsia zakhystu
zhertv mizhnarodnykh zbroinykh konfliktiv,
1977)), the Statute of the International Crim-
inal Court (Rymskyi statut mizhnarodnoho
kryminalnoho sudu, 1998), UN Security Coun-
cil resolutions (Rezoliutsis, 2023), and the UN
Guidelines on the Collection of Digital Evi-
dence (Cybersecurity and New Technologies.
Guide for First Responders on the Collection
of Digital Devices in the Battlefield, 2023).
This helps to increase the legal force of digital
evidence for effectively bringing those respon-
sible for war crimes to justice (Guidelines First
Responders on the Collection of Digital Devices
in the Battlefield, 2023).

The active implementation of smart litiga-
tion in Ukraine is an urgent necessity in the con-
text of the war with Russia. This will help pre-
serve the functioning of the judicial system,
ensure citizens’ access to justice, and increase
the efficiency and transparency of court pro-
ceedings. On 02/23/2023, the State Judicial
Administration of Ukraine approved the order
“On Approval of the Procedure for Sending
Court Summons, Notifications and Subpoenas
to Participants in Court Proceedings in Elec-
tronic Form” (Pro zatverdzhennia Poriadku
nadsylannia sudovykh povistok, povidomlen i
vyklykiv uchasnykam sudovoho protsesu v ele-
ktronnii formi, 2023). In this regard, the devel-
opment of chatbots for the automated sending
of court summons is appropriate and promising.
Such a chatbot can perform the following func-
tions:
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1. Send messages to persons to whom
a court summons is addressed, informing them
of the need to appear in court at the specified
time and place. The message may contain a sum-
mary of the case and the date, time, and location
of the court hearing. If necessary, the chatbot
can request confirmation of receipt of the sum-
mons from the recipient.

2. Send reminders a certain period before
the court hearing date (e.g., 3 days, 1 day, etc.).
Reminders may contain details of the court
hearing and links to relevant documents or
instructions.

3. Send special messages to persons whose
appearance is mandatory (witnesses, experts,
etc.). The message may contain a warning about
possible consequences of non-appearance with-
out good reason. The chatbot may require con-
firmation of receipt of the mandatory summons.

4. Promptly inform all recipients of changes
in the date, time, or location of the court hear-
ing. Provide updated information on the new
date and time of the hearing.

5. Provide additional information upon
request about procedures, required documents,
court address, etc. Send instructions or links to
detailed explanations on how to get to the court,
where to wait, rules of conduct, etc.

6. Collect feedback from users on the quality
of the information sent, clarity of instructions,
etc. Allow users to ask questions and provide
answers within the competence of the chatbot.

The proposed chatbot can significantly
facilitate the process of notifying participants in
court proceedings, ensure prompt communica-
tion, and improve the efficiency of case consider-
ation. However, it should be taken into account
that not all participants in court proceedings
can receive electronic summons. Of course,
this is a significant minority. Nevertheless, it
is necessary to provide alternative options for
ensuring equal access to legal information for
all categories of the population and to develop
legal mechanisms that would regulate this issue
at the state level. At the same time, the intro-
duction of digital technologies in litigation con-
tributes to increasing the transparency and effi-
ciency of the judicial system. All procedural
actions can be recorded electronically, ensuring
access for parties and the public. Automation
of certain processes reduces the workload on
judges and staff, accelerating case consideration.

The legal basis for the implementation
of smart technologies is the legal framework
(regulatory framework for electronic litigation,
electronic document flow, electronic digital sig-
nature). Currently, Ukraine does not have spe-
cial legislation that would comprehensively reg-
ulate the use of smart technologies in litigation.
However, there are a number of regulations that

create a legal basis for the introduction of indi-
vidual digital tools in the judicial sphere: The
Law of Ukraine “On the Judiciary and the Sta-
tus of Judges” (Pro sudoustrii i status suddiv,
2016) provides for the possibility of using video
conferencing during a court session; The Law
of Ukraine “On Electronic Trust Services” regu-
lates electronic document flow, electronic signa-
tures and seals (Pro elektronnu identyfikatsiiu
ta elektronni dovirchi posluhy, 2017); The Law
of Ukraine “On Electronic Communications”
concerns the use of electronic means of commu-
nication in various fields (Pro elektronni komu-
nikatsii, 2020); The decision of the National
Security and Defense Council of Ukraine “On
the Concept of Artificial Intelligence Devel-
opment in Ukraine” identifies the use of Al as
a priority, including in the field of justice (Pro
skhvalennia Kontseptsii rozvytku shtuchnoho
intelektu v Ukraini, 2020); separate procedural
codes (Civil, Commercial, Criminal Procedure
Codes) contain norms on the use of electronic
evidence (Kryminalnyi kodeks Ukrainy, 2001,
Tsyvilnyi kodeks Ukrainy, 2003; Hospodarskyi
kodeks Ukrainy, 2003). There are also bylaws
and program documents, in particular the Con-
cept of E-Governance Development (Pro skh-
valennia Kontseptsii rozvytku elektronnoho
uriaduvannia v Ukraini, 2017), which outline
the directions of digitalization of the judicial
system.

For the full and comprehensive implementa-
tion of smart technologies in litigation, it is nec-
essary to develop special legislation that would
regulate the legal aspects of using Al, electronic
evidence, online case consideration, etc., while
adhering to the principles of the rule of law
and the protection of citizens’ rights. A com-
prehensive study of this issue will help develop
a strategy for the harmonious integration of IT
solutions into the judicial system. Legal regu-
lation of smart litigation requires amendments
to procedural codes, the development of regu-
lations on the use of IT solutions, and ensuring
a balance between digitalization and guarantees
of human rights in the judicial process.

4. Conclusions

The present study substantiated the fea-
sibility and ways of implementing the smart
litigation paradigm in Ukraine for the digi-
talization of court proceedings and modern-
ization of the judicial system. The concept
of smart litigation involves the widespread
introduction of modern IT, such as electronic
document flow, videoconferencing, Al, big
data analytics, blockchain, electronic evi-
dence, etc., to increase the efficiency, trans-
parency, and accessibility of justice. The study
revealed an urgent need for the active imple-
mentation of smart technologies in the litiga-
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tion of Ukraine in the conditions of war with
Russia. This will ensure the continuity
of court operations, and citizens’ access to
legal protection, and increase the productivity
of court proceedings. The practical experience
of using advanced digital tools for document-
ing war crimes, which can be extrapolated to
the judicial sphere, is considered. An analysis
of the current legislation of Ukraine revealed
the absence of special comprehensive regula-
tion of the use of innovative technologies in
court proceedings. The necessity of developing
special legislation in this area, amending proce-
dural codes regarding the use of Al electronic
evidence, online case consideration, etc., while
adhering to the principles of the rule of law
and protection of human rights, is substanti-
ated. As an example of a smart tool for opti-
mizing court processes, a model of a chatbot
for automated sending of electronic court sum-
mons with capabilities for informing, remind-
ing, and collecting feedback is proposed.

Following the set goal and objectives,
the following key results were obtained in
the study: I. The concept of “smart litigation”
as a paradigm for modernizing the justice sys-
tem through the widespread introduction
of modern IT in court proceedings was inves-
tigated; I1. The main goals, elements, and tech-
nologies of smart litigation were identified;
II1. Prospects for the implementation of smart
litigation in Ukraine were considered; IV.
The urgent need for digitalization of litiga-
tion in wartime conditions to ensure the con-
tinuity of justice was substantiated; V. The
experience of using IT tools for documenting
war crimes was analyzed; VI. Legal aspects
of the implementation of smart technologies
in the judicial sphere in Ukraine were studied,;
VII. The existing legal framework and gaps in
legislation were identified; VIII. The necessity
of developing special comprehensive legisla-
tion was substantiated; IX. A model of a chat-
bot for the automated sending of electronic
court summons was developed as an exam-
ple of a smart tool for optimizing court pro-
cesses; X. The ways and recommendations for
the harmonious integration of digital technol-
ogies into the judicial system of Ukraine were
outlined, taking into account the principles
of the rule of law and protection of citizens’
rights. The obtained results create the basis for
the harmonious integration of digital technol-
ogies into the domestic justice system, taking
into account ensuring a balance between digi-
talization and the protection of citizens’ rights
in the judicial process. Further research should
be aimed at developing a detailed strategy
for the comprehensive digital transformation
of litigation in Ukraine.
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CMAPT-TEXHOJIOTIi B CY/IOUMHCTBI: MIEPCIEKTUBU JIJIS YKPATHU

Anortauis. Mema. MeToio cTaTTi € 06TpyHTYBaHHS JOIIIBHOCTI Ta MIJISIXIB IMIJIEMEHTAIlii TapaurMu
CMapT-Cy/IOUNHCTBA B YKPaiHi B KOHTEKCTI AiPKUTATI3AIl1 Cy/I0BUX MTPOTIECIB 1 BIOCKOHAIEHHST (PYHKITIO-
HyBaHH: Cy/l0BOI TJIKHU BJIain. Y CTaTTi HOCTABJIEHO 3aBlaHHs JOC/IIUTH KOHIIEIIIII0 CMapT-Cyl04NHCTBA,
BU3HAYKUTH MEPCIIEKTHBH ii BIPOBa/UKEHHS B YKPaiHi, pO3TJIAHYTH ITPaBOBi aCMeKTH Ta HeoOXi/[Hi 3aK0HO-
JIaBYi 3MiHU /7T TIOBHOIIIHHOI iHTErpaIlii iHHOBAIiHHIX TeXHOJIOTIH y BITYN3HSAHY CHCTEMY TPaBOCY /IS
Memoou docnidscenns. Y nociijpkerti 6yJio BAKOPUCTAHO HAGIP PI3HKUX 3aralbHOHAYKOBUX Ta CIIElli-
IBHUX METO/IIB /ISl KOMILJIEKCHOTO BUBYEHHsT POGJIEME Ta OOTPYHTYBAHHSI [IEPCIIEKTHB YIIPOBAJIKEH-
HsT CMapT-Cy/JI04MHCTBA B YKpaitni. MeToj aHa i3y 3acToCOBYBABCsI /Uisl BUBYEHHSI HAYKOBUX TyOJIiKaIliii,
HOPMAaTHBHO-ITPABOBHX aKTiB, MisKHAPOAHUX JIOKYMEHTIB 3 MUTaHb U(POBI3allil CyZI0YNHCTBA Ta 3aCTO-
CYBaHHS iHHOBAIITHUX TEXHOJIOTi1 y mpaBoBiit cdepi. Lle 103BosmII0 0CTiANTH TEOPETUYHI 3acajii KOH-
HeNii «cMapT-CyZI0uMHCTBA», HasABHI IPAKTUKK Ta TIpaBoBe peryJoBanHs. [[opiBHAIbHUIN aHani3 6yJI0
IIPOBE/IEHO JIJIA 3iCTABJICHHS MIOTOYHOTO CTaHy 1GPoBizalii cy10B0i cucteMu B YKpaiHi 3 MisKHAPOJIHUM
JIOCBI/IOM BIIPOBAIPKEHHSI CMaPT-TEXHOJIOTi, 11100 BUSIBUTH IIPOTAJIMHU Ta MOKJIMBOCTI JIJIsT BJOCKOHAJIEH-
Hst. CHCTEeMHUI TH/IXI/ peasizoBaHo /ISl KOMIUIEKCHOTO PO3TJISILY CMapT-CyI0YNHCTBA SIK 6araToKOMITO-
HCHTHOI KOHIICIIIIii 3 PI3HNMHU B3a€EMOTIOB I3aHUMU ejleMeHTaMu. EMITIpIYHI MeTO/IN 3aCTOCOBY BAJIMCS ISt
BUBYEHHS JIOCBI/[y BUKOPUCTAHHS ITUPPOBUX TEXHOJIOTIN Yy IOKYMEHTYBaHHI BOEHHUX 3JI0YUHIB B YKpaiHi
iz yac BiitHu. MeTo/1 MoziesTioBat st 610 3aTy4€HO JUIst PO3POOJIEHHST 3aIIPOIIOHOBAHOT MOJieJi 4aT-00Ty
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JUIS HAJICUJIAHHS €JIeKTPOHHMX CYJIOBUX IOBICTOK $IK TIPUKJIAJ] CMAapT-iHCTPYMEHTY ONTHMI3allii mporie-
ciB. IIpoexTHUIT METO BUKOPUCTOBYBABCS ISl BU3HAUEHHS HEOOXIIHMX 3aKOHOJIABYMX 3MiH Ta PO3PO-
GJieHHST HOPMATHBHO-TIPABOBOI Oa3u J1Jis1 IOBHOIIHHOT IMILIEMeHTallii cMapT-cy1ounHCTBa. Pe3yivmamu.
BiamosiaHo 10 mocTaBieHoi MeTH Ta 3aBAaHb Y HOCKeHHI 610 OTPUMaHO Taki KJIIOYOBI Pe3yIbTaTi:
1) mocmizzKeHO KOHIIEMTII0 «CMapT-CY/IOUMHCTBA SIK TApaiIuTMy MOJIEPHI3allii CUCTeMU TPaBOCY/IIS MIJIs-
XOM HIMPOKOTO BIPOBA/KEHHS cydacHuX iHdopmaniitnux Texuouoriit (IT) y cyznosi npouecy; 2) Busna-
YeHO OCHOBHI I1iJTi, e/leMEHTH Ta TEXHOJIOTII CMapT-CYZI0YMHCTBA; 3) PO3TJISTHYTO TIEPCIIEKTUBY iMIIJIeMeH-
Tarlii cMapT-CyI0YMHCTBA B YKpaiHi; 4) 06rpyHTOBAHO HATATLHY MOTPeby B IMGPOBI3allii Cya0INHCTBA
B YMOBaX BiliHu [1Jist 3a0e311eueH s Ge31epepBHOCTI IPABOCYIULS; 5) POAHAII30BaHO [10CBI/ 3aCTOCY BaHHSI
[T-incTpyMeHTIB 71T IOKYMEHTYBAHHS BOEHHWX 3JIOUUHIB; 6) JOCTIIIKEHO TIPaBOBi acleKTU BIPOBaA-
JUKEHHSI CMapT-TeXHOJOTiH y cyIoBiil chepi B Ykpaini; 7) BUsHaYeHO HAasSBHY HOPMATHBHO-TIPABOBY 0a3y
Ta IIPOTAJIMHI B 3aKOHOJIABCTBI; 8) 0OIPYHTOBAHO HEOOXIHICTH PO3POGJIEHHS CIIENIAIBHOTO KOMILIEKCHO-
0 3aKOHOJABCTBA; 9) po3pobJIeHO MOE b YaT-00Ty /Uil ABTOMATU30BAHOTO HAICHJIAHHS €JIEKTPOHHIX
CYZIOBUIX TIOBICTOK STK PUKJIA/] CMapT-iHCTPYMEHTY ONTHUMI3aTlii cyI0BUX mporiecis; 10) okpecieHo Misaxu
Ta HaJIaHO PEKOMEH/IAllil 1110/10 TapMOHIiHOI iHTerpaii dpoBUX TEXHOJIOTI Y cy/l0BY cucrteMy Ykpa-
iHM 3 ypaXyBaHHSM IPHUHIMIIB BEPXOBEHCTBA TIPaBa Ta 3aXMUCTy Hpas rpomMajg. OTpumani pesyJisra-
TH CTBOPIOKOTH MHAIPYHTS JIst OOTPYHTOBAHOI IMILIEMEHTAIl] TapafiirMu CMapT-CyJI0YMHCTBA B YKpaiHi
3 METOIO [ KUTAI3AIl Ta BIOCKOHAIEHHS (DYHKI[IOHYBaHHSI CYIOBOI riiku Biaau. Bucnosxu. O6rpyH-
TOBAHO JIOIIJIBHICTD i MIJITXM BIPOBA/KEHHS TTAPAJIUTMHU CMApPT-CYZ0YMHCTBA B YKPAiHi IS [ [PKATATI-
3a1lil CyZI0BUX MPOIIECiB Ta MOZIEPHIi3aIti cyoBoi cuctemu. Kommentiisi cMapT-Cy104MHCTBA Tiepeadadac
IIMPOKY IHTErpaiilo HOBITHIX TEXHOJOTIi, 30KpeMa eJeKTPOHHUI MOKyMeHTOooOir, Bineos3s’s3ok, 1111,
GJIOKYEH Y CYIOYMHCTBO IS THABHIEHHST HOTo eheKTUBHOCTI, TIPO30pOCTi Ta mocTymHocTi. Jlocimken-
HS BUSIBIJIO HATaJIbHICTh aKTUBHOTO BIPOBA/UKEHHS 1M(POBUX PillleHb Y BITYM3HSHUX CYaX B YMOBaxX
BiiiHu 11t 3a0e31iedenHst Ge3riepepBHOCTI paBocy 1ist. BoaHouac icHye norpeba B po3pobiieHHi crieliaib-
HOTO 3aKOHO/IABCTBA /IS PEryJIIOBaHHS BUKOPUCTAHHS IHHOBAIIHUX TEXHOJIOTIH y Cy/I0BUX ITIpoliecax i3
JIOTPUMAHHSM TPUHIIMIIB BEPXOBEHCTBA MPABA Ta 3aXUCTY 1PAB JIOAMHU. 3aIPOIIOHOBAHA MOJIEJIb YarT-
6OTY IS €IeKTPOHHUX CY0OBUX TTOBICTOK IEMOHCTPYE MOKINBOCTI CMAPT-IHCTPYMEHTIB JIJIst ONITUMI3aILii
CY/IOUMHCTBA. Pe3yibraTn J0CIiIKeHHsT CTBOPIOIOTD MiAIPYHTSI ISk OOTPYHTOBAHOTO Ta 30/IaHCOBAHOTO
BITPOBA/IKEHHS TTAPAJINTMHU CMapT-Cy/I0UNHCTBA B YKPAiHi, 110 CIPUSATHME /UKUTAI3alli, TTi/IBUIIEHHIO
eeKTUBHOCTI i MPO30POCTi HAIIOHATBLHOI CY/I0BOI CHCTEMU 32 OJHOYACHOTO JOTPUMAHHS TIPUHIUIIIB
BEPXOBEHCTBA ITPaBa Ta 3aXHCTY TIPAB IPOMA/ISTH.

KuouoBi cioBa: cMapT-Cyl0uMHCTBO, 1(POBI3aILis MPABOCY/I/Is, €JIeKTPOHHMIA CY/T, NITYYHUIT iHTe-
JIEKT, eJIEKTPOHHI JI0Ka3u, cysoBa pedopma, TipaBoBe perysoBanns 1T y cymounHcTBi, AipKuTasisanis
CyI0BOI cucTeMu, Kibepbesieka.
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TYPE OF AND GROUNDS FOR LEGAL LIABILITY
OF A JUDICIAL ASSISTANT

Abstract. Purpose. The purpose of the article is a theoretical and legal description of the types
of and grounds for legal liability of a judicial assistant. Results. The article studies the types of and grounds
for legal liability of a judicial assistant as a subject of the court’s patronage service and a civil servant with
whom the relevant state institution has close employment relations. The author proves that, in general,
the administrative and legal status of a judicial assistant is characterised as the legal status of a special-
purpose civil servant who is authorised to perform the functions of the State in a specific area and is associated
with ensuring the functioning of a separate public authority. The judiciary is one of the most important
institutions of the State, which, given its strategic and comprehensive nature, cannot function without
internal organisational mechanisms. The most effective patronage unit from a nationwide perspective
is the institute of judicial assistants; moreover, given the rigidity of public policy, it should be noted that
the issue of certain types and forms of bringing judicial assistants to justice for failure to perform (improper
performance of) their duties is still pending. The author underlines that legal liability as a basic theoretical
and legal category is considered by researchers as a basic institution in administrative law and a lever
of public administration pressure which enables to regulate certain relations related to the performance (non-
performance) of functions assigned to a particular person, including the introduction of a sanction regime
(i.e., imposition of penalties of a certain form and type). Conclusions. The author proves that legal liability
of a judicial assistant as a basic category of administrative law is characterised by the fact that the latter
is a specific administrative unit and may be subject to certain types of disciplinary sanctions (related
to his/her legal status of a civil servant), as well as sanctioning provisions of labour law, and provisions
of administrative, criminal and constitutional law. Furthermore, it is proved that the disciplinary liability
of a judicial assistant implies bringing the latter to justice and imposing appropriate sanctions for failure to
fulfil the duties assigned by Ukrainian legislation and improper exercise of powers to ensure the effective
work of a judge and the performance of his/her legal duties.

Key words: judicial assistant, liability, interaction, labour law, right to protection, court support.

1. Introduction

At the present stage of formation of the insti-
tution of human and civil rights and freedoms,
a separate area of activities of law enforce-
ment bodies and human rights organisations
of Ukraine is the effectiveness of the main man-
agement processes related to the functioning
of national institutions designed to prevent vio-
lations of human and civil rights and freedoms.

In this context, the judiciary is one
of the most important institutions of the State,
which, given its strategic and comprehen-
sive nature, cannot function without internal
organisational mechanisms. The most effective
patronage unit from a nationwide perspective
is the institute of judicial assistants; moreover,
given the rigidity of public policy, it should be
noted that the issue of certain types and forms
of bringing judicial assistants to justice for fail-
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ure to perform (improper performance of) their
duties is still pending.

Scholars identify the institution of legal
liability of judicial assistants as a separate area
of research, as this issue is a cornerstone in
the functioning of the judiciary and is consid-
ered to be a top priority, including in the con-
text of active hostilities in Ukraine and repuls-
ing russia’s armed aggression.

Moreover, it should be noted that this issue
has been studied, among others, by researchers
such as: I.B. Azemsha, O.D. Hryn, A.A. Ivany-
shchuk, Ye.Yu. Podorozhnii, O.M. Radchenko,
N.P. Svyrydiuk, T.O. Chepulchenko and others.
However, given the large-scale russian invasion,
the threatening situation for the institution
of human and civil rights and freedoms, as well
as the significant need to improve state mech-
anisms so that the highest results are achieved

© 0. Shaparenko, 2023
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with the least effort, this topic requires new
research and scientific analysis.

The purpose of the article is a theoretical
and legal description of the types of and grounds
for legal liability of a judicial assistant. This, in
turn, necessitates solving the following research
tasks: 1. Define the essence and content
of the concept of “legal responsibility” in
the context of the functioning of the court and its
patronage service; 2. Substantiate the essence
and content of the types of and grounds for legal
liability of a judicial assistant as basic disciplinary
and procedural categories; 3. Outline the main
areas for improving the functioning of the mech-
anism outlined as the subject of the study.

The object of the article is public relations
in the field of ensuring the judiciary’s activi-
ties and protection of human and civil rights
and freedoms.

The subject matter of the study is the types
of and grounds for legal liability of a judicial
assistant.

2. Formation of the institution of legal lia-
bility

It should be noted that the current situ-
ation with the functioning of the mechanism
for the protection of human and civil rights
and freedoms requires significant improvement,
in particular in terms of developing standards
of legal liability of special-purpose civil serv-
ants, who are also employees of patronage ser-
vices, and in the context of the subject matter
of this article, such persons are judicial assis-
tants.

The institution of legal liability has been
widely used in civilised society for a long time,
as it is a sign of a democratic state system
and characterises society as safe from infringe-
ment of human and civil rights and freedoms,
as well as promising in terms of social and tech-
nological progress. It should be noted that
the institution of a judicial assistant, like other
civil servants, is inherently designed to help
the state mechanism function more efficiently in
various sectors of social life and ensure the sus-
tainability and balance of democratic processes.

Currently, there is nosingle correct approach
to defining the concept of legal liability; each
of the scientific positions has both advantages
and disadvantages. In addition, a number
of views on the issue of legal liability allow for
a more meaningful and in-depth approach to its
study and development on this basis of a more or
less unified, universal approach to the definition
of the concept of “legal liability” (Podorozhnii,
2014). In our opinion, it is quite logical to apply
this approach to the definition of basic concepts,
terms and categories, since it is in this format
that complex scientific, theoretical and applied
conclusions can be substantiated.

A. Ivanyshchuk defines the administra-
tive and legal status of a judicial assistant
as a set of his/her legal personality, profes-
sional tasks, obligations and rights to assist
a judge and prepare court cases for considera-
tion, fulfil other legal instructions of a judge
and the head of the court staff, combined with
professional restrictions and special disciplinary
liability (Ivanyshchuk, 2015). Accordingly,
since the judicial assistant is a person who has
a number of powers and performs tasks impor-
tant for the functioning of the court, the issue
of his/her legal liability is doctrinally relevant,
since not every person appointed to the respec-
tive position performs his/her functions to
the fullest extent.

I.B. Azemsha rightly notes that if we accept
the term “responsibility” in the broad sense in
which it is used in everyday life, in philosophical
literature and even in the everyday life of law-
yers, the specificity of the legal understand-
ing of responsibility is lost and there is a need
to clarify the definition that denotes what is
included in the concept of responsibility in legal
terms. The need for a special legal concept of lia-
bility, even if it is the most general, will allow
to distinguish responsibility in legal terms from
other phenomena defined by the same term,
since it denotes one of the most important insti-
tutions of law (Azemsha, 2010). Therefore, it
is important to note that from the modern per-
spective, the content and essence of the con-
cept of liability can be adapted depending on
the scope of its application, and in addition, in
a particular field, such as legal, it can be used in
the context of various branches and areas of law
application. For example, such restrictions are
contained in the legislation of Ukraine, in terms
of determining the types and forms of liability
applicable to individuals (whether civil serv-
ants or other persons).

The need to introduce such an institution in
Ukrainian courts arose as a result of the so-called
“small-scale judicial reform” of 2001, which
led to a significant increase in the workload
of courts in general and judges in particular.
The main purpose of introducing the position
of judicial assistant in Ukrainian courts was to
relieve judges from performing routine technical
work during the preparation and consideration
of court cases (Radchenko, 2014). In line with
the need to introduce the institution of judi-
cial assistants into the judicial system, the issue
of ensuring proper principles of their legal lia-
bility has become increasingly relevant, which
in turn will fundamentally affect the obser-
vance of human and civil rights and freedoms in
the activities of such officials.

Liability arises as a result of the social need
to coordinate human behaviour with the sys-
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tem of social relations as a sphere of boundaries,
the framework of necessary human behaviour,
the requirements of society (or class) to the indi-
vidual, as the inevitability of giving an account
of one’s behaviour to a person or organisation
that has the right to call for an account. Lia-
bility is a social relation of restricting the free-
dom of each individual from the perspective
of the interests of society, the reliance of the will
of society on the individual’s free will, directing
his/her activities within certain limits (Chepul-
chenko, 2010). Accordingly, it should be empha-
sised that the liability of a judicial assistant may
arise in several circumstances, the most impor-
tant of which is the fact of holding office by
such person (i.e., the stability of legal relations),
the presence (vesting) of his/her powers, as well
as an indication of the fact of failure to fulfil
a certain duty or improper exercise of powers.

3. Distinguishing the types of legal liability

There is still an ongoing discussion about
the dual nature of the understanding of legal
liability and the expediency of distinguishing
its positive form and the possibility of its appli-
cation in practice. Very useful and informative
works are being carried out in the field of high-
lighting the correlation between legal liability
and legality, characterisation of the ideological
foundations, particularities of its application
in civil, criminal, constitutional law, etc. More-
over, when covering certain problems of legal
liability, authors use different methodological
approaches, defining legal liability as a means,
as a system, as an institution or as a form of state
legal influence (Svyrydiuk, 2011; Hryn, 2016).
In the context of the above, we propose to inter-
pret legal liability as a system that ensures law
and order in the activities of a judicial assistant.
It is a mechanism the main task thereof is to
ensure compliance with the ratio of functions/
tasks performed and compliance with the legis-
lation of Ukraine, as well as their completeness
and extent. In the event of non-compliance
of the undertaken/performed activities with
the legislation of Ukraine, or activities per-
formed not in the manner expressly provided
for by the legislation of Ukraine, it is important
to ensure that legal consequences automatically
occur — which is what the institution of legal
liability is all about.

It should be emphasised that many defi-
nitions of social responsibility have in com-
mon that responsibility is seen as a form
of interconnection and interaction between
society and the individual. Social responsibil-
ity is defined as accountability, as an individ-
ual’s attitude to social requirements, which is
expressed in specific actions, as a person's con-
scious and volitional attitude to the require-
ments imposed by society and the obligation to
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strictly comply with them, as a corresponding
positive or negative assessment of a person’s
activities by society. Therefore, social respon-
sibility is one of the manifestations of the rela-
tionship and interdependence of the individual
and society (Malinovska, 2017). Although this
perspective enables to distinguish and clearly
delineate the boundaries and content of social
responsibility and legal liability, in the context
of bringing to it and applying specific sanctions
to the relevant judicial assistant, it is possible
only in the context of clear legal certainty.

For example, interpretation of theoretical
and legal developments requires considering
the provisions of the Regulations on Judicial
Assistants (No.21 approved by the Council
of Judges of Ukraine on 18 May 2018), which
stipulates that depending on the type and nature
of the violation, the judicial assistant shall be dis-
ciplinary, civil, administrative or criminal liable in
accordance with applicable law: for non-perfor-
mance, untimely or improper performance of his/
her duties; for exceeding his/her powers as defined
by law; for inactivity or unfair use of the rights
granted to him/her; for non-compliance with
the legislation on information, state secrets
and personal data protection; for non-compliance
with the anti-corruption legislation of Ukraine; for
non-compliance with the requirements of regula-
tory legal acts on labour protection and fire safety;
for failure to comply with the restrictions estab-
lished by this Regulation related to admission to
patronage service and completion of patronage
service; for violation of the rules of internal labour
regulations of the court and labour discipline;
for violation of the Rules of Conduct for court
employees (Regulations on the judicial assistant:
decision of the Council of Judges of Ukraine,
2018). Accordingly, these provisions clearly define
the limits of the judicial assistant’s liability and its
specific types, although in our opinion, the rele-
vant document is a brief and specialised summary
of the provisions and norms of the relevant sec-
toral legislation of Ukraine, which directly pro-
vides for such liability, and its clauses and parts
may only be of a referential nature.

4. Conclusions

The article studies the types of and grounds
for legal liability of a judicial assistant as a sub-
ject of the court’s patronage service and a civil
servant with whom the relevant state insti-
tution has close employment relations. The
author proves that, in general, the administra-
tive and legal status of a judicial assistant is
characterised as the legal status of a special-pur-
pose civil servant who is authorised to perform
the functions of the State in a specific area
and is associated with ensuring the functioning
of a separate public authority.

The author underlines that legal liability
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as a basic theoretical and legal category is con-
sidered by researchers as a basic institution in
administrative law and a lever of public admin-
istration pressure which enables to regulate
certain relations related to the performance
(non-performance) of functions assigned to
a particular person, including the introduction
of a sanction regime (i.e., imposition of penalties
of a certain form and type).

The author proves that legal liabil-
ity of a judicial assistant as a basic category
of administrative law is characterised by the fact
that the latter is a specific administrative unit
and may be subject to certain types of discipli-
nary sanctions (related to his/her legal status
of a civil servant), as well as sanctioning provi-
sions of labour law, and provisions of adminis-
trative, criminal and constitutional law.

Furthermore, it is proved that the discipli-
nary liability of a judicial assistant implies bring-
ing the latter to justice and imposing appropriate
sanctions for failure to fulfil the duties assigned
by Ukrainian legislation and improper exercise
of powers to ensure the effective work of a judge
and the performance of his/her legal duties.

The prospect for further research is
the need for a comprehensive theoretical, legal
and administrative analysis of the powers
of ajudicial assistant as the main element of his/
her administrative and legal status.
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BUJIU TA MIJICTABU IOPUJIUYHOI BIIMOBIIAJIBHOCTI

IIOMIYHUKA CY 1

Anorauis. Mema. MeToio CTaTTi € TEOPETHKO-TIPABOBA XapAKTEPUCTHKA BUJIIB Ta IMiICTAB I0PUANYHOT
BIZIIOBIZIATTBHOCTI TTOMIUHUKA cy//ii. Pe3yavmamu. Y cTarTi 10CTIZKEHO BUAN Ta IiJICTaBYU IOPUANIHO]L
BiANIOBIAAIBLHOCTI TIOMIYHKIKA CYALI K cy0'€KTa MaTpOHATHOI CIyKOM CyAy Ta AEPKaBHOTO CITyKOOB-
151, 3 SIKUM BI/INOBI/(HA JIepXKaBHA YCTaHOBa MepebyBae B TiICHUX TPYAOBKX BigHocuHax. OGrpyHTOBAHO
TIO3UITIIO TIPO Te, IO 3aTaJIOM a/IMiHICTPAaTUBHO-TTPABOBUH CTATYC MOMIYHIKA CY//Ti XapaKTepPU3YEThCS K
[PABOBE CTAHOBUIIE JIEPKABHOTO CJIyKOOBIIS CIEMIAIbHOTO [PU3HAYEHHSI, KOTPHI YIIOBHOBAKEHUIT HA
3ailicHeHHs (DYHKII AepkaBy B cieludiyHiil raaysi, HoB a3anuil i3 3abesnedyeHHaM (QYHKIIOHYBaHHS
OKPEMOro Oprany Jep:kasHol Biaagu. OQHUM i3 HAHOLIbII MPIOPUTETHUX THCTUTYTIB JEPIKABY € CYI0BA
rijika Bajin, KOTpa 3 OrJIsiy Ha 1i CTpaTeriyHicTh Ta BCEOXOIHICTh He MOKe (QYHKI[OHYBaTH Ge3 BHYTPiIll-
HbO Opratizaiiiinux Mexanismis. HaltOiibir epeKTHBHUM IATPOHATHUM TIAPO3/ILIOM Y 3aralbHOIEPKAB-
HOMY PO3YMIiHHI € IHCTUTYT IIOMIYHUKIB Cy/ULi, BOJHOYAC, YPAXOBYIOUH KOPCTKICTD JlepsKaBHOI HOMITUKH,
HAJIEKUTD 32yBAKUTH HA TIUTAHHI OKPEMUX BUIIB i (DOPM MPUTATHEHHS TOMIYHUKIB CYI/Ii /10 Bi/ITTOBi1aJIb-
HOCTI 32 HeBUKOHAHHS (HeHasIeskHe BUKOHAHHST) CBOIX (DYHKIIHHNX 000B'I3KiB. 3BEPTAEThCs yBara Ha Te,
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1[0 IOPUINYHA Bi/[IIOBIIAIBHICTD SIK 6a30Ba TEOPETUKO-TIPABOBA KATETOPIsl PO3TIISIAETHCS IOCI THUKAMI
K 6a30BUIT IHCTUTYT B aIMiHICTPATUBHOMY IIPaBi i TaKKM BaXKijb J€PKABHO-YIPABIIHCHKOIO THCKY, 1110
BMOJKJIMBJIIOE YHOPMYBAHHS OKPEMUX B3a€MIH, MOB'A3aHUX i3 BUKOHAHHAM (HCBUKOHAHHAM) MOKJIa/e-
HUX Ha KOHKPETHY 0c00y (DYHKIIii, Y TOMY YKCIIi 3ampOBaKEeHH O/I0 Hei CAHKIIITHOTO peskumy (To6TO
HaKJTalaHHs CTSATHEHb TeBHOTO BUY Ta THUIY ). Bucnoexu. [loBeneHo, 1o 0puInIHa BiITOBIaTbHICTH
HOMIYHUKA CYIi sIK 6a30Ba KATEropisi aIMiHICTPATUBHOIO TIpaBa XapaKTEePU3YEThCS TUM, IO OCTaHHii
€ crendivyHoI0 aMIHICTPATUBHOO OMHHUIIEIO Ta 10 HHOTO MOJKE Oy TH 3aCTOCOBAHO SIK OKPEMi BUJIH JIHC-
[UILTIHAPHUX CTSTHEHb (IIOB’SI3aHKX i3 fi0r0 MPaBOBUM CTaTyCOM JIEPAKABHOTO CIIyKOOBIIS ), TaK i HOPMHE
CaHKILIHHOTO TUITY TPY/IOBOTO 3aKOHO/IABCTBA, & TAKOXK MOJIOXKEHHS aJIMIHICTPAaTUBHOTO, KPUMiHATIBHOTO
Ta KOHCTHTYIIITHOTO 3aKOHOAaBCTBA. Jl0aTKOBO 06 PYHTOBAHO TTO3MUIIIIO PO T€, IO AUCIUIIIHAPHA Bil-
TIOBIZIATTBHICTh TOMIYHUKA CY/UIi TTOJISITAE B TIPUTATHEHHI OCTAHHBOTO /10 Bi/ITTOBIIABHOCTI Ta HAKJIAIAHHS
BIAOBIHNX CAHKI[H 32 HEBMKOHAHHS MOKJIAAEHUX 3aKOHOAABCTBOM YKpPAiHU OOOB’SI3KIB 1 HEHANEKIY
peastizaliiio MIOBHOBaXEHb 11010 3abe3redertst epeKTHBHOI poOOTH CYUI Ta BUKOHAHHS HUM CBOill 3aKOH-
HIUX 060B’A3KIB.

Kiouosi cioBa: mmoMiuHuK Cy/iIi, BiilOBIAIbHICTD, B3AEMOIis, TPYI0OBE 3aKOHOABCTBO, IIPABO Ha
3axuct, 3abesredentst poOOTH CyILY.
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CYBERSECURITY AS ANECESSARY CONDITION
FOR THE FUNCTIONING OF THE JUSTICE
ADMINISTRATION SYSTEM

Abstract. Purpose. System analysis of the cybersecurity status in Ukraine, research on its impact
on the justice system, and an outline of the ways to eliminate identified threats. Research methods. The
structure of the article is built in accordance with theoretical, analytical, and prognostic tasks; it reflects
the use of individual methods of scientific research and scientific materials. The author uses a theoretical
method to study the category apparatus. Structural, functional, and systemic methods are applied to study
the regulatory framework for cybersecurity. In the study of the problems and threats of cybersecurity
violations in the conditions of the military invasion of the Russian Federation, the method of abstraction
was used, which made it possible to single out among a large number of criteria the most significant
in the author’s opinion. The author applies the method of scientific generalization to substantiate
the conclusions. Results. Cybersecurity is defined as the practice of protecting the interests of people,
society, and the state in cyberspace for their sustainable development. In the justice administration system,
information security is considered an object of legal security to protect the data of all judicial system
participants. The author defines the components of administrative and legal support for cybersecurity.
The article substantively discusses the need for a systematic approach to countering cyber threats
at the international level. The paper defines legal regulation of information security as the legal influence
of the state on relevant social relations. Cybersecurity is a component of national security. Ukraine has
adopted a number of documents on information society development and ensuring cybersecurity. But
it is necessary to improve specialized regulatory acts and harmonize them with international standards,
in particular ISO/IEC 27000. It is justified that a complex administrative and legal mechanism for
ensuring information security and its subject interaction will allow to identify of problems and ways
to solve them. This requires the development of a single document on information security in court
proceedings. Conclusions. Cybersecurity is a critical point to the effective operation of the justice
system, ensuring the confidential data protection of the participants in the legal process. Ukraine
developed a legal framework in this area, but the war with the Russian Federation revealed a number
of problems: insufficient infrastructure protection, weak coordination of cybersecurity entities, etc. To
increase the level of protection, it is necessary to improve the legal mechanism for ensuring cybersecurity
and adopt a single document on the regulation of all aspects of information security in the judicial system.
It is also encouraging to use artificial intelligence, promising that it is properly protected against threats.

Key words: justice, court, information security, cybersecurity, regulatory and legal support
of cybersecurity, martial law.

1. Introduction istration of justice, as it provides an opportunity

Rapid progress and widespread use of infor-
mation and computer technologies have led to
the significant dependence of critical national
infrastructures on the level of their security in
the information aspect. In current conditions,
cybersecurity has become an important prereq-
uisite for the viability of society. Its provision is
of particular importance for the effective admin-

© A. Kolesnikov, 2023

to protect human and civil rights and freedoms.
The absence or imperfection of information
security tools hinders the ability to achieve
this task, which is crucial for the judicial sys-
tem. In this case, the objects of protection are
information systems and software products,
as well as registers and databases that contain
information about the subjects of the adminis-
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tration of justice and all participants in the judi-
cial process. New threats in the field of cyber
defense in the context of the military invasion
of the Russian Federation add relevance to this
scientific research. The purpose of this article is
to study the legal foundations of cybersecurity
in Ukraine in general, as well as for ensuring
human rights and freedoms in particular.

The structure of the article is built
in accordance with theoretical, analyti-
cal, and prognostic tasks; it reflects the use
of individual methods of scientific research
and scientific materials. The author uses a the-
oretical method to study the category appa-
ratus. Structural, functional, and systemic
methods are applied to study the regulatory
framework for cybersecurity. In the study
of the problems and threats of cybersecurity
violations in the conditions of the military
invasion of the Russian Federation, the method
of abstraction was used, which made it possible
to single out among a large number of criteria
the most significant in the author's opinion.
The author applies the method of scientific
generalization to substantiate the conclusions.

The purpose of the article is to systemat-
ically analyze the cybersecurity condition in
Ukraine, to research its impact on the justice
administration system, and to outline ways to
eliminate the identified threats.

To ensure the systematic presentation
of the material, the article is logically divided
into the following blocks: introduction, content
definition, legal basis for ensuring cybersecurity,
cybersecurity problems under martial law, ways
to strengthen cybersecurity and conclusions.

2. Content definition

Since information has become the basis
of social relations, the need for legal regulation
of informational functions of the state and its
institutions has arisen. Information is a complex
phenomenon. On the one hand, it is a property
of objects of living nature to reflect their move-
ment in surrounding world in the form of mental
sensations (content side of information, data),
and on the other hand, it is an ability of some
objects of living nature to convey sensations
(images), experienced by them, to other objects
of living nature (representative side of informa-
tion, message).

The dialectic of the law and information
interdependence shows that the law remains
a key tool in regulating information-related
relations under the conditions of information
support for all other social relations. Legal
norms not only regulate but also get influenced
by the information environment. This leads
to the emergence of new objects of regulation
and changes the methods of their influence on
social relations.
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The Law of Ukraine “On the Basic Prin-
ciples of Ensuring Cybersecurity in Ukraine”
provides the legal definition of the term cyber-
security. In this law, it is defined as “the protec-
tion of human and civil vital interests, society,
and the state during the use of cyberspace,
which ensures the sustainable development
of the information society and digital commu-
nication environment and the timely detection,
prevention, and counteraction of real and poten-
tial threats to the national security of Ukraine
in cyberspace” (Law of Ukraine On the Basic
Principles of Cybersecurity, 2017).

In the judicial system, information security
should be considered as an object of administra-
tive and legal protection, taking into account
the fact that it is not only a state of security, but
also a system of social relations that contribute
to the emergence of a state of security.

From a legal point of view, information is
data that is the object of communication. The
encroachment on information should be consid-
ered on two levels: as an encroachment directly
on information and as an encroachment on
the possibility of its unimpeded transmission
(communication) (Perun, 2019, p. 31). Taking
that into account, information in the justice
system is a substance that determines the imple-
mentation of legal relations in the context
of obtaining, possessing, protecting, using,
and transferring information to protect human
and civil rights and freedoms.

The author agrees with the approach of sci-
entists regarding the definition of the legal con-
tent of ensuring information security in relation
to its components: administratively sanctioned
provision of information security; administra-
tive and jurisdictional provision of informa-
tion security; administrative casual provision
of information security (Ostapenko, Baik,
2021, p. 174).

Taking this into account, the author defines
following components of the administrative
and legal support of cybersecurity:

— conditions for the emergence and devel-
opment of information security threats (social,
economic, natural, political, technogenic);

— factors affecting the occurrence of threats
(natural, technogenic, biological);

— sources of security threats (man-made,
natural, biological);

— objects of security infringement (consti-
tutional rights, freedoms and legitimate inter-
ests of a person, society, state);

— subjects of information protection (indi-
viduals, entities);

— the sphere of administrative and legal
regulation of ensuring public safety (objective,
subjective, functional, situational) (Ostapenko,
Baik, 2021, p. 170).
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Today information security has gone beyond
the national framework and has become one
of the key aspects of the international secu-
rity system. This system provides the principle
of indivisibility of security and state respon-
sibility for their information space (Hetman,
Politanskyi, Hetman, 2023, p. 97). This deter-
mines the need for a systematic and contin-
uous approach to countering cyber threats
at the international level.

3. Legal basis for ensuring

The normative and legal regulation of infor-
mation security is a form of powerful legal influ-
ence of the state on social information relations
with the aim of organizing them, consolidating
them, and ensuring order.

In the global dimension, cybersecurity is
a component of the state’s national security.
Ensuring information security is defined as
one of the important functions of the state in
Article 17 of the Constitution of Ukraine (Con-
stitution of Ukraine, 1996).

On May 15, 2013, the Cabinet of Minis-
ters of Ukraine approved the National Strat-
egy of the Information Society in Ukraine. The
strategy defines the need for information society
development focused on people’s interests, open
to everyone, in which every person can create
and accumulate information and knowledge,
have free access to knowledge, use and exchange
the knowledge, have the opportunity to fully
realize their potential, contribute to social
and personal development, and improve
the quality of life (Order of the Cabinet of Min-
isters of Ukraine, 2013) In fact, access to infor-
mation in order to satisfy people's needs, includ-
ing the protection of rights and freedoms, is
the fundamental basis of information support
for the justice administration.

Information security is defined in the Law
“On the Basic Principles for the Develop-
ment of an Information-Oriented Society in
Ukraine for 2007-2015" as “a state of protec-
tion of the vital interests of a person, society
and the state, in which harm is prevented due
to: incompleteness, untimeliness and implausi-
bility of the information used; negative informa-
tion impact; negative consequences of the use
of information technologies; unauthorized dis-
tribution, use and violation of integrity, con-
fidentiality and availability of information”
(Law of Ukraine On the Basic Principles for
the Development of an Information-Oriented
Society, 2007).

The Information  Security  Doctrine
of Ukraine, approved by the President
of Ukraine in 2017, defines the priority direc-
tions of state policy in the following areas: ensur-
ing information security; ensuring the protec-
tion and development of the information space

of Ukraine, as well as the citizens’ constitutional
right to information; openness and transpar-
ency of the state to citizens; formation of a pos-
itive international image of Ukraine (Decree
of the President of Ukraine On the Information
Security Doctrine, 2017).

In 2020, the Decree of the President
of Ukraine put into effect the updated National
Security Strategy of Ukraine, “Human secu-
rity — the security of the country”. This legal
act pays considerable attention to various
aspects of countering cyber threats, primar-
ily from the Russian Federation. Paragraph
52 of the Strategy states that the main task
of the development of the cybersecurity system
is to guarantee the cyber resilience and cyber-
security of the national information infrastruc-
ture (Decree of the President of Ukraine On
the National Security Strategy, 2020). One
of the elements of such an infrastructure is
the functioning of the Unified Judicial Infor-
mation Telecommunication System, the pur-
pose of which is the formation and develop-
ment of new forms of communication between
judicial authorities and other participants in
the judicial process.

In 2021, predicting a growing threat from
the Russian Federation, a decree of the Presi-
dent of Ukraine put into effect the Decision
of the National Security and Defense Council
of Ukraine on the Military Security Strategy
of Ukraine (Decree of the President of Ukraine
On Strategy of Military Security, 2021). In
the act, among the tasks, there were defined
the countermeasures to the threads to Ukraine
in cyberspace. At the same time, the National
Security and Defense Council, by Decision
106/2021 as of March 11, 2021, established
the Center for Countering Disinformation. The
main purpose of the Center is to counter threats
to the national security and national interests
of Ukraine in the information sphere, fight
against propaganda, destructive informational
influences, and companies, and prevent manip-
ulation of public opinion (Decree of the Pres-
ident of Ukraine On establishment Center for
Countering Disinformation, 2021).

One of the important legal documents in
the field of ensuring information space secu-
rity is the Decree of the President of Ukraine,
“Cybersecurity Strategy of Ukraine. Safe
cyberspace is the key to the successful devel-
opment of the country” (Decree of the Presi-
dent of Ukraine On Cybersecurity strategies
of Ukraine, 2021). The strategy states that
cyberspace is considered to be one of the pos-
sible places for conducting military opera-
tions, along with other physical spaces. The
concept of cyber warfare is growing in popu-
larity, which includes not only the protection

103



5/2023
INFORMATION LAW

of critical information systems from cyber-at-
tacks but also active actions in cyberspace,
such as attacks aimed at paralyzing enemy
facilities by destroying their information sys-
tems. At the same time, the adoption of these
and other doctrinal, regulatory and strategic
documents defines only the general principles
of ensuring information and cybersecurity.
The peculiarities of their implementation in
different spheres determine the need to adopt
more specialized documents or make appro-
priate amendments to the existing ones. For
example, in Regulation on the Procedure
of Functioning the Separate Subsystems
of the Unified Judicial Information Tele-
communication System (UJITS), approved
by the Decision of the Supreme Council
of Justice in 2021, it is stated that organiza-
tional and financial support for the creation
and functioning of individual subsystems
(modules) of the Unified Judicial Information
Telecommunication System is carried out by
the State Judicial Administration of Ukraine,
which carries responsibility for their proper
functioning and ensuring information pro-
tection (Decision of the Supreme Council
of Justice on the approval of the Regulation,
2021). However, its functions, tasks, powers
of the responsible unit or person, and features
of responsibility are not defined.

Another condition for the effectiveness
of regulatory and legal protection for cybersecu-
rity is its compliance with international norms.
Thus, the Law of Ukraine “On the Basic Prin-
ciples of Ensuring Cybersecurity of Ukraine”
defines the need to achieve compatibility with
the relevant standards of the European Union
and NATO, taking into account the best global
practices and international standards on cyber-
security and cyber protection (Perun, 2019).
Scientists of the National Institute of Strategic
Studies in the analytical note Problems of imple-
menting modern information security standards
in the conditions of the national cybersecu-
rity system formation in Ukraine notice that
the national information protection standard
ND TZI (Regulatory Document of the Techni-
cal Information Protection System) 2.5-004-99,
oriented on the compliance of the architecture
and parameters of the software and hardware
of the object, comply with the norms of the ISO/
IEC 27000 series of standards, which is focused
on information security management (Analyt-
ical note, 2018, p. 5). Implementation of ISO/
TEC 27000 allows for optimization of the pro-
cess of information resource protection and risk
management for these resources.

Today, in this area, there are the NSTU
standards (National Standards of Ukraine)
ISO/IEC 27005:2023 for information secu-
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rity, cybersecurity, and privacy protection
and the information security risk management
guideline (ISO/IEC 27005:2022, IDT).

4. Problems under martial law

In the context of the Russian-Ukrainian war,
information products distributed by mass media
become a means of psychological and techno-
logical influence on the consciousness of society
and certain groups of people. Mass media can
make wrong conclusions that affect the deci-
sion-making process, offering them with certain
goals, sometimes even inciting illegal actions
(Vyzdryk, Melnyk, 2023, p. 198).

Today, we note that during the military
invasion of the Russian Federation, this threat
materializes in the form of numerous attacks on
the information infrastructure of state bodies.

The factors which made such attacks suc-
cessful include:

—inconsistency of the state's electronic com-
munications infrastructure, its level of develop-
ment, and security with modern requirements;

— insufficient level of coordination, interac-
tion, and information exchange between cyber-
security entities;

— unsystematic cyber protection measures
for critical information infrastructure;

— poor level of protection of critical informa-
tion infrastructure, state electronic information
resources, and information; protection against
cyber threats is required and established by law;

— insufficient development of the organiza-
tional and technical infrastructure for ensuring
cybersecurity and cyber protection of critical
information infrastructure and state electronic
information resources;

— deficient effectiveness of the security
and defense entities of Ukraine in countering
cyber threats of a military, criminal, terrorist,
and other nature.

Understanding the influence of the factors
above led to the closure of the vast major-
ity of state law registries in the first days
of the military invasion of the Russian Feder-
ation. This issue, for some time, actually lim-
ited the public’s access to information about
the administration of justice. On February 24,
2022, the State Enterprise “National Informa-
tion Systems” temporarily suspended the work
of the Unified and State Registers. The Reg-
isters worked under the authority of the Min-
istry of Justice of Ukraine. Also, until August
1, 2022, the Open Data Portal was termi-
nated. In this way, state bodies tried to find
a balance between ensuring human and civil
rights and freedoms and providing tools for
countering threats in the field of information
security. In fact, this became a manifestation
of the application of Article 376-1 of the Crim-
inal Code of Ukraine. The norm of law pro-
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hibits and establishes responsibility for illegal
interference in the work of automated systems
in bodies and institutions of the justice sys-
tem. An additional threat to cybersecurity is
the intensive spread of artificial intelligence,
which can potentially become a new tool
of cybercrimes.

5. Ways to strengthen

Researcher defines operational and admin-
istrative-legal approaches to ensuring infor-
mation security (Shopina, 2023, p. 30). Actu-
ally, the second one considers the creation
of a protection mechanism for information in
the justice administration system. Scientists
have discussed these aspects in recent research
(Teremetskyi, Duliba, 2023). The administra-
tive-legal mechanism development for the com-
prehensive provision of information security
and the systemic interaction of its various
subjects will fully reveal problematic aspects
of information security in the system of justice
and outline the vectors of their solution. This
would be possible with the adoption of a sin-
gle system document that would regulate all
aspects of ensuring information security in
the judicial system.

The threats in cyberspace mentioned above
are caused by the spread of artificial intelli-
gence, which, on the other hand, can be consid-
ered a new tool for state control and ensuring
cybersecurity.

6. Conclusions

Cybersecurity is an essential tool for
the effective functioning of all state institu-
tions, including the justice system. It ensures
the protection of information systems, registers,
and databases containing confidential informa-
tion about participants in the legal process.

Ukraine has formed a sufficient regulatory
and legal framework to ensure cybersecurity.
However, the war with Russia revealed a num-
ber of problems and threats that require urgent
solutions, including in the justice system, in par-
ticular, the insufficient level of critical informa-
tion infrastructure protection, the imperfection
of coordination and interaction mechanisms
between sub-objects to ensure cybersecurity,
etc.

To increase the level of cybersecurity in
the justice system, it is necessary to improve
the administrative and legal mechanisms for its
support and to adopt a single system document
that will regulate all aspects of information
security in the judicial system.

The implementation of the latest tech-
nologies based on artificial intelligence can be
a promising direction for strengthening cyber-
security, but this also requires strengthening
protection against potential cyber threats asso-
ciated with the use of these innovations.
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KIBEPBESIIEKA K HEOBXI/THA YMOBA ®YHKIIIOHYBAHHA
CUCTEMMU 3AIMCHEHHA ITIPABOCY 111

Anoraiis. Mema. MeToio cratti € cucTeMHuiT aHasii3 cramy KibepOesnexu YKpainu, 10/ sKeH s ii
BIUIUBY Ha (DYHKIIOHYBAHHS CUCTEMU 3/[IHICHEHS TPABOCY/IS, @ TAKOXK OKPECJCHHS IUISXIB YCYHEHHS
BUSIBJIEHUX 3arpo3. Memoou docaidncenns. CTpykrypa cTaTTi Mo0yI0BaHa BiAMOBIIHO 10 TEOPETUUHIX,
AHAITUYHIX Ta TPOrHOCTUYHUX 3aBIaHb 1 Bi0OpaKkac BUKOPUCTAHHA OKPEMUX METO/IIB HAyKOBOT'O I0CJTi-
JUKEHHST Ta HAyKOBUX MaTepiamiB. [[Jist 0CTipKeH ST KaTeTopiiiHOTOo armapaTy BUKOPUCTAHO TEOPETHIHIH
METO/I, HOPMATHBHO-IPaBOBOI 6a3u 3abe3ieueHHs KiGepOesneku — CTPYKTYPHO-(QYHKIIOHAIBHUIA Ta CHC-
temuuit MeTozu. I1ix yac gocikents mpobaeM Ta 3arpo3 HopylieHHs KibepOesieku B yMOBax BilichKo-
Boro Bropruents Pocificbroi Dezepaliii BUKOPHCTAHO METO aGCTparyBaHHs, MO J03BOJUB BUOKPEMHUTH
cepeJl 3HAYHOI KiJbKOCTI KPUTEPIiB HANGLIbIN 3HAYYIN, HA IYMKY aBTopa. B oOrpyHTYBaHHI BUCHOBKIB
BHKOPUCTAHO METOJI HAYKOBOTO y3araibHenHst. Pesyavmamu. KiGepOesiieka Bi3HAaUeHA SIK 3aXUCT iHTEP-
€CiB JIIOJIMHM, CYCIILIbCTBA | IepKaBy B KIOEPIIPOCTOPI IS CTJIOr0 PO3BUTKY. Y cucTeMi 3iliCHEHH S Ipa-
BocyIs iH(bopMalliiiHa Oesleka PO3IJISAAAETbC K 00'€KT MPABOBOI OXOPOHHU JJIsI 3aXUCTY JAHUX YCiX
YYACHUKIB CHCTEMU CyAOYMHCTBA. BU3HAYEHO CKJIAJHUKM aJMiHiCTPaTUBHO-TIPABOBOTO 3abe3nedeHHst
Kibep6esnexu. OOrpyHTOBaHO HEOOXIZAHICTH CUCTEMHOTO MiAXOAY 10 IPOTUIil Kibep3arposaM Ha MikHa-
pozHoMy piBHi. ITi1 HOPMATHBHO-TIPABOBUM PErYJIIOBAHHAM iH(GOPMAIIiiiHOT Ge3IeKu PO3yMIEMO MPABO-
BUIi BILUIMB JiepsKaBy Ha BiAmoBiaHi cycriabhi BigHocunu. KiGepbesieka € cK/IagoBoio YaCcTHHOIO Hallio-
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HaJbHOI Gesnexu. B Ykpaini mpuitHATO HU3KY JOKYMEHTIB 1010 PO3BUTKY iH(MOPMAI[IHOTO CYCITIbCTBA
Ta 3abe3nedenns KibepOesIexy, oHaK MOTPiGHO BIOCKOHAMIOBATH CIIEI[iali30BaHi HOPMATUBHI aKTH, rap-
MOHI3yBaTH iX 3 MibKHapojHUMH cratHaapram, 3okpema ISO/IEC 27000. O6rpyHTOBaHO, 110 KOMILIEK-
CHUIi aJMiHICTPATHBHO-IIPABOBKI MeXaHi3M 3abe3rnedentst iHhopMaltiiinol Ge3nekn Ta B3aeMOJist Horo
cyG’eKTiB 103BOJMTH BUSBUTH IPOOJIEMH Ta ILJISIXH iX BUPiteHHs. [l 1100 MoTpiOeH eAnHMI JOKYyMEeHT
o0 indopmaiiinoi Gesnekn B cyaounncTsi. Buctnosku. Kibepbesneka € BaKIMBOIO 11 e(EeKTUBHO-
ro (hyHKIIOHYBAHHS CHCTEMU TPABOCYIsA, 3a0e3Medyiour 3aXUCT KOH(BIAEHIIHIX TaHNX YYaCHUKIB
mpotiecy. Ykpaina Ma€ HOpPMaTUBHO-TIPAaBOBY 6a3y B miit cdepi, mpote Bifina 3 P BusBmIa HU3KY MTPO-
GsieM — HeJoCTaTHiil 3aXKCT iHPPacTPyKTYpH, c1abKy KoopiauHailio cy6’exris Kibepbesiexu Touo. s
IIBUIIEHHS PIBHS 3aXKMCTY MOTPIOHO BIOCKOHAIMTH MPABOBKMH MeXaHi3M 3abeareuerts KibepOesmex,
HPUITHATH €AUHUI JOKYMEHT 3 perJiaMeHTallil BCix aciekTiB iHpopMalliiiHoi 6esriekn B CyI0Biii cucTemi.
ITepcrekTHBHIM TaKOK € 3aCTOCYBAHHSI TITYYHOTO IHTEJEKTY 32 YMOBU HAJEKHOTO 3aXUCTY Bifl 3arpo3.
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PROBLEMATIC ASPECTS OF THE INITIAL STAGE
OF INVESTIGATION OF CRIMINAL OFFENCES
RELATED TO USING INTERNET BANKING

Abstract. Purpose. The purpose of the article is to study the initial stage of investigation of criminal offences
related to using Internet banking. Results. The article focuses on certain aspects of the investigation of criminal
offences related to using Internet banking. The article examines the initial stage of investigation of a certain
category of unlawful acts. It is noted that at the initial stage of investigation there are numerous investigative
(search) actions, CISA and other procedural actions, as well as search activities that should be carried out in
any case. Of course, they should be correlated with the specific unlawful act committed. In particular, during
a murder investigation, this includes examination of the corpse and its expertise to establish the circumstances
and mechanism of death; theft — examination of the scene to determine the mechanism of the unlawful act
and identify material evidence; fraud — interrogation of the victim to determine the method of its commission,
etc. During the investigation of criminal offences related to using Internet banking, there shall be mandatory
procedural steps to ensure an adequate evidence base. Conclusions. It is established that the initial stage
accumulates the procedural actions necessary for the maximum collection of evidence at the beginning of criminal
proceedings. The article identifies the forensic versions that are put forward at the initial stage of the investigation:
a criminal offence related to using Internet banking for obtaining material gain by a “hacker” or an employee
of a certain institution with skills in working with computer equipment, or for the purpose of obtaining restricted
information by a person who has free access to certain computer equipment. It is established that during
the investigation of the category of unlawful acts under study; it is necessary to ensure the maximum preservation
of information stored on flash drives, hard drives, cache memory of the relevant device, cloud storage, etc.

Key words: criminal offences, Internet banking, cybercrime, initial stage of investigation, investigative

(search) action, version.

1. Introduction

At the initial stage of investigation there are
numerous investigative (search) actions, CISA
and other procedural actions, as well as search
activities that should be carried out in any case.
Without doubt, they should be correlated with
the specific unlawful act committed. In particu-
lar, during a murder investigation, this includes
examination of the corpse and its expertise to
establish the circumstances and mechanism
of death; theft — examination of the scene to
determine the mechanism of the unlawful act
and identify material evidence; fraud — inter-
rogation of the victim to determine the method
of its commission, etc. During the investigation
of criminal offences related to using Internet
banking, In addition, there are also mandatory
procedural steps that shall be taken prior to
entering information into the URPI and immedi-
ately thereafter to ensure a proper evidence base.
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An important contribution to the develop-
ment of criminal investigation has been made
by scholars such as Yu.P. Alenin, V.P. Bakhin,
A.V.Ishchenko, B.Ye. Lukianchykov, Ye.D. Luki-
anchykov, S. Yu. Petriaiev, V.V. Piaskovskyi,
M.V. Saltevskyi, R.L. Stepaniuk, V.V. Tish-
chenko, K.O. Chaplynskyi, Yu.M. Chornous,
V.Yu. Shepitko, and others. However, our study
specifies certain positions of the initial stage
of investigation in criminal proceedings of this
category, with regard to the current forensic
practice and perspectives of scholars.

The purpose of the article is to study the ini-
tial stage of investigation of criminal offences
related to using Internet banking.

2. Particularities of the initial stage
of investigation of criminal offences

Considering the initial stage of the investi-
gation, we refer to the thesis by S.V. Velikanov,
who states that: “The element of “the investiga-
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tion stage” as a component of spatial and tem-
poral localisation has the following meanings:
“primary”, “subsequent”, “final”; the element
“professional qualities of the person conduct-
ing the investigation” — “highly competent”,
“competent”, “insufficiently competent”,
“incompetent”, etc; the element “consequences
of the crime” is composite, and depending on
the type of crime under investigation, it changes
its structure, including various linguistic varia-
bles, for example, when investigating lucrative
crimes, its part, such as the linguistic variable
“damage caused”, has the following meanings
“significant”, “large”, “especially large”. There-
fore, depending on the situation, linguistic var-
iables take on appropriate meanings. The set
of such meanings is individual in each case”
(Velikanov, 2002). According to O.S. Sainchin,
there are initial, subsequent and final stages
of investigation. In addition, the author indicates
that the initial stage of the investigation begins
from the moment when signs of a criminal offence
are found. The scholar also notes that this stage
lasts until the person suspected of committing
the offence is identified and the degree of his/
her guilt is determined, and the issue of serv-
ing a notice of suspicion is resolved (Sainchyn,
2018). As we can see, different researchers define
the names of the “primary-initial” stages in dif-
ferent ways. But the difference in name does
not change their content. In our work, we have
decided to use the terms “initial” and “following”
stages of the investigation.

With regard to the initial stage of criminal
proceedings, we consider it appropriate to cite
the perspective of V.V. Tishchenko that the fol-
lowing tasks are implemented during it, namely:
“1. Identify and record evidentiary information
regarding the crime being investigated in hot
pursuit. 2. Take measures to prevent the loss
of evidential information contained in traces,
documents, other objects, its timely detection
and recording. 3. Clarify and assess the investi-
gative situation after the initiation of a criminal
case. 4. Identify sources of information about
the crime under investigation. 5. Determine
the direction of the investigation and devel-
opment of an investigation plan. 6. Choose
the form and methods of interaction with
the bodies and services that carry out opera-
tive-search work. 7. Search and obtain infor-
mation about the mechanism and environment
of the crime. 8. Collect and study information
about the victim’s identity. 9. Search for, obtain
and analyse information about the perpetra-
tors of the offence, their search and detention”
(Tishchenko, 2007, p. 137).

According to O.M. Dufeniuk, the initial
stage of the investigation involves “...collecting
and evaluating primary information, establish-

ing the presence or absence of signs of a crimi-
nal offence in the act of a person (persons) or in
an event (fact) that occurred; making a decision
to enter information into the URPI and initi-
ate a pre-trial investigation; conducting urgent
investigative (search) actions; taking measures
to solve a criminal offence in “hot pursuit”; deter-
mining the directions of investigation; formu-
lating initial versions. At the initial stage, we
can state the existence of an investigative situ-
ation, which will determine the sequence of cer-
tain procedural actions, procedural decisions,
and other measures. The forensic situation that
exists before the start of criminal proceedings
usually has a small amount of evidential informa-
tion. Therefore, the main task of the initial stage
of the pre-trial investigation is an intensive pro-
cess of collecting (identifying, recording, seizing,
storing) evidence” (Priakhin, 2016).

Another group of scholars (O.V. Uzunova,
K.V. Kaliuha), based on their own research,
concludes that “...the initial stage of the inves-
tigation is characterised by uncertainty due
to lack of information and its incompleteness,
so the dominant activity of the investigator
at this stage is identification of the necessary
evidentiary and tactical information and its
carriers (sources). This task is solved with due
regard to the current investigative situation by
conducting a set of investigative, other proce-
dural and organisational actions. Frequently,
the ground for conducting investigative actions
is a forensic version. The main task of the initial
stage is usually to identify the person involved in
the commission of the crime. Therefore, the col-
lection of information about the person begins
with a retrospective study of the traces left
atthecrimescene,inthe memory of eyewitnesses,
etc. The information obtained is used to put for-
ward versions of the perpetrator of the crime,
to determine the direction of the search” (Uzu-
nova, Kaliuha, 2018). Relying on the above
statements, we can conclude that the initial
stage accumulates the procedural actions nec-
essary to maximise the collection of evidence
at the beginning of criminal proceedings.

With regard to the initial stage of investiga-
tion of criminal offences related to using Internet
banking, for example, a separate group of schol-
ars (B.Ye. Lukianchykov, S.Yu. Petriaiev) states
that reports of unauthorised intrusion into
a computer system or computer network are
more often received from users who have dis-
covered such a fact. The authors emphasise that
this happens when a computer starts reporting
false data, there are frequent crashes, some or
all useful information is destroyed, and cus-
tomers of the computer network complain. In
addition, scientists emphasise that these may
be signs of illegal actions: unauthorised entry
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or use of malware or violation of operating
rules. Moreover, forensic scientists suggest
the following possibilities for putting forward
and processing the following typical versions
of the initial stage of the investigation: “...1)
a computer crime is committed for the purpose
of obtaining material benefit: a) by an employee
of the institution with skills in working with
computer equipment; b) by a group of persons
by prior conspiracy or an organised group with
the participation of an employee of the institu-
tion; ¢) by a group of persons without the par-
ticipation of employees of the institution, one
of the perpetrators has skills in working with
computer equipment; 2) the crime is committed
for the purpose of obtaining restricted infor-
mation: a) by a person (persons) who has free
access to computer equipment; b) by a person
(persons) who does not have free access to
computer equipment; 3) the crime is commit-
ted with the purpose of preparing for the theft
of material assets: a) by a person (persons) who
has free access to computer equipment; b) by
a person (persons) who does not have free access
to computer equipment; 4) the crime is com-
mitted with the purpose of copyright infringe-
ment: a) by a person(s) having free access to
computer equipment; b) by a person(s) not
having free access to computer equipment;
5) the crime is committed with the purpose
of violating the algorithm of information pro-
cessing, destruction or damage of computer
programmes and databases, as well as their car-
riers: a) by a person who has access to computer
equipment; b) by a person who does not have
access to computer equipment; ¢) destruction
or violation of the algorithm of information
processing occurred as a result of a failure or
malfunction in an automated system and is
not a computer crime” (Lukianchykov, Luki-
anchykov, Petriaiev, 2017, p. 473). In support
of this position, relying on the analysed criminal
proceedings, we will try to determine the foren-
sic versions that are put forward at the initial
stage of the investigation:

— a criminal offence related to using Inter-
net banking for obtaining material gain by
a “hacker”;

—a criminal offence related to using Internet
banking committed for obtaining material gain
by an employee of a certain institution with
skills in working with computer equipment;

—a criminal offence related to using Internet
banking for obtaining restricted information by
a person (persons) who has free access to certain
computer equipment;

— a criminal offence related to using Inter-
net banking for obtaining restricted informa-
tion by a person who does not have free access
to certain computer equipment;
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— a criminal offence related to using Inter-
net banking for violating the data processing
algorithm, destroying or damaging computer
programmes and databases, as well as their car-
riers.

3. Investigation of criminal offences related
to using Internet banking

D.V. Pashniev and M. H. Shcherbakovskyi
describe the following tactical tasks. For exam-
ple, the researchers emphasised the need to
establish the following facts: the place of unlaw-
ful penetration into a computer network (from
within the organisation or from outside);
the method of unlawful access (copying, modifi-
cation, destruction of information, introduction
of malware) and its results; means used to com-
mit the crime (hardware, software, data storage
media); ways to overcome security (selection
of keys and passwords, password theft, disa-
bling security means, etc.); detection of traces
of an unlawful act. In addition, the authors
argue that the following priority investigative
(search) actions should be taken to implement
the above tasks: “...inspection of the scene (if
it was not carried out before the criminal pro-
ceedings were commenced), interrogation
of witnesses (staff of the organisation where
the offence was detected) and the victim,
appointment of a computer-technical exami-
nation. Then, procedural decisions are made on
temporary access to documents and measures to
identify and search for the perpetrator, search
for his workplace from where the computer
(computer system) was intruded. Forensic
records are checked to obtain data that enables
conclusions to be drawn about the involvement
of a particular person in a crime, the commission
of several crimes in one way, etc. On this ground,
CISA may be conducted (audio and video
control of a person — Article 260 of the CPC,
arrest, inspection and seizure of correspond-
ence — Articles 261-262 of the CPC, removal
of information from transport telecommunica-
tion networks and electronic information sys-
tems — Articles 263-264 of the CPC, surveil-
lance of a person, thing or place — Article 269
of the CPC, audio and video control of a place —
Article 270 of the CPC, ete.” (Volobuieyv, Stepa-
niuk, Maliarova, 2018).

For their part, V.V. Kornienko and V.I. Stre-
lianyi argue that the head of the investigative
team shall prepare in advance for the conduct
of investigative (search) actions. According to
scholars, it is worthwhile to carefully exam-
ine, for example, the bank’s geographical loca-
tion, determine whether the bank is located
in a built-in, attached, or detached building,
examine entrances and exits (main and backup),
and the number of locations of currency
exchange offices. In addition, the authors state
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that it is necessary to clearly identify “..the
location of the bank’s internal premises: vault;
special cash desk; recounting cash desk; night
cash desk; operating room; automated infor-
mation processing centre (computer server
centre, archiving, Bank-Client modem); prem-
ises where individual safes for storing valuables
are located; offices of the bank’s management,
chief accountant (to know which offices have
computers that are connected to the network);
utility rooms, especially rooms in front of vaults
(they should be inspected thoroughly); ware-
houses” (Korniienko, Strelianyi, 2015).

According to O.V. Kurman, unlawful
interference with the operation of electronic
computers and computer networks is possible
under the following conditions: “...1) the owner
of the information should determine the con-
ditions and rules for obtaining and processing
information; 2) the owner of computers, auto-
mated systems, computer networks or telecom-
munication network operator should develop
measures to protect information in the system;
3) the owner of computers, systems and network
operators should develop rules for the system;
4) the owner (operator, provider) of the system
and the owner of the information should con-
clude an agreement on the protection of infor-
mation in the system; 5) the offender has per-
formed at least one of the following operations,
in particular: collection, input, recording, read-
ing, storage, destruction, registration, accept-
ance, receipt, transmission of information”
(Kurman, 2017, p. 247).

In the context of our study, we consider
the position of D.V. Pashnev and M.G. Shcher-
bakovsky to be relevant, as they state that “upon
arrival at the scene, the investigator shall take
such preventive measures that ensure the integ-
rity and immutability of information on com-
puter carriers: — protect and secure the premises
where the computer equipment is located; — keep
people away from the equipment and power
sources; — identify the state of the computer
equipment (switched off or on); — make sure that
under no circumstances will the switched-off
computer be switched on. During the inspection
(search), the specialist directly assists the inves-
tigator: — in identifying computer equipment,
its individual components, documentation
and other objects that may contain traces of illegal
actions; — in disconnecting computer equipment
from the power supply correctly (from the point
of view of preserving traces of the crime); — in
describing the computer equipment, its individ-
ual components and documentation to be seized,
in the protocol and annexes thereto; — in deciding
on the composition of the computer equipment or
its individual components to be seized or isolated
from free access; — in preparing the computer

equipment for transportation (packing, seal-
ing)” (Volobuiev, Stepaniuk, Maliarova, 2018).
Indeed, during the investigation of the category
of unlawful acts under study, it is necessary to
ensure the maximum preservation of information
stored on flash drives, hard drives, cache memory
of the relevant device, cloud storage, etc.
Therefore, we support the opinion
of V.V. Korniienko and V.I. Strelianyi, who
determined the following procedure for the work
of the investigative team: “1) thoroughly study
the plan of the bank’s premises with the loca-
tion of all internal offices; 2) if necessary, ensure
the protection of main and emergency entrances
and exits; 3) review the documents defining
the bank's organisational structure, regulations
on management (departments), an order on
the distribution of duties between the manage-
ment, and a licence to conduct operations issued
by the NBU; 4) ensure the presence of bank
officials and, in some cases, representatives
of the NBU. During investigative actions, it is
necessary to: 1) ensure the presence of employ-
ees at their workplaces (no employee should
be allowed to leave the workplace); 2) closely
monitor cashiers (the location of their personal
belongings); 3) control the actions of employees
of the automated information processing centre,
preventing them from conducting transactions
at the time of the investigation, as well as of all
employees working on computers connected to
the network; 4) inspect the bank’s premises to
identify computer equipment that may be “ille-
gally” operating on behalf of a fictitious com-
pany; 5) monitor telephone communications,
as a bank employee can give an order to debit
funds from any account of a banking institution
or enterprise; 6) ensure external surveillance
of the bank and internal security of the main
and backup entrance and exit, ensuring that
only those who wish to enter the bank can do
so; 7) during the inspection of the operating
room, quickly identify fictitious firms using
a printout based on the following signs: firms
with high turnover that have started operating
recently (from 1-3 days to 2—3 months). After
identifying the director and chief account-
ant of these firms, determine whether the data
held by the bank matches the address bureau
(whether the documents presented when open-
ing the account were previously lost or sto-
len). Check whether the company is located
at the legal address according to the bank doc-
uments. 8) in case of suspicion, it is necessary
to immediately stop the movement of non-cash
funds in terms of conducting expenditure trans-
actions on bank accounts (current, settlement,
deposit) simultaneously for all departments”
(Korniienko, Strelianyi, 2015, p. 49).
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4. Conclusions

To sum up, the initial stage accumulates
the procedural actions necessary for the max-
imum collection of evidence at the beginning
of criminal proceedings. The article identi-
fies the forensic versions that are put forward
at the initial stage of the investigation: a crim-
inal offence related to using Internet banking
for obtaining material gain by a “hacker or
an employee of a certain institution with skills
in working with computer equipment, or for
the purpose of obtaining restricted information
by a person who has free access to certain com-
puter equipment or does not have such access;
a criminal offence committed for the purpose
of violating the data processing algorithm,
destroying or damaging computer programmes
and databases, as well as their carriers. It
is established that during the investigation
of the category of unlawful acts under study, it
is necessary to ensure the maximum preserva-
tion of information stored on flash drives, hard
drives, cache memory of the relevant device,
cloud storage, etc.
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INPOBJIEMHI ACIIERTH IIOYATRKOBOTO ETAIIY PO3CJIIAYBAHHA
KPUMIHAJIbHUX ITPABOIIOPYIIEHD, ITIOB’A3AHUX
I3 BUKOPUCTAHHAM IHTEPHET-BAHKIHI'Y

Anoranisa. Mema. MeToio CTaTTi € ZOCJI/PKEHHS OYaTKOBOTO €TAIly Ta OKPEMUX aCIEKTiB PO3CIIiLy-
BAHHS KPUMIHAJIbHIX [IPABOIIOPYLIEHD, OB SI3aHIX 3 BUKOPUCTAHHSIM iHTepHeT-OaHKiHTY. Peynvmamu.
3asHayeHo, 10 Ha TOYaTKOBOMY €Talli PO3CJIiyBaHHs € T0CUuTh GaraTo ciigunx (posiykosux) aiit, HCP/I
Ta IHIIKX TPOIECYATbHUX J1iil, 2 TAKOK PO3IIYKOBUX 3aXO0/IiB, SIKi BAPTO IIPOBECTH B OY/b-sIKOMY BUIIAJIKY,
KOPEJIOI0YH X y BiAMOBIIHOCTI 10 KOHKPETHOTO TIPOTHIIPABHOTO AiAHHS, IKe OYJI0 BANHEHO. 30KpeMa, I
“ac po3CJTilyBaHHs BOMBCTBA — I[e OIJIs TPYIa Ta fIoro eKCrepTH3a 7l BCTAHOBJIEHHsT 00CTaBUH Ta MeXa-
Hi3MY cMePTi 0co0U; KPALisKKU — OIJIsi/L MiCIIst ITOIT /17151 3'ICy BAHHS MeXaHi3My BUMHEHHSI IIPOTUIIPABHOTO
JUSTHHS Ta BUSIBJIEHHS MaTepiaabHOi I0Ka30B0i iHdopMaltii; maxpaiicTBa — OTUT TIOTEPIIJIOrO /JisT BU3HA-
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YeHHS crocoby HOro BUYMHEHHsI TOIIO. Y PO3CiALyBaHHI KPUMIHAIBHIX MTPABOMNOPYIIEHD, TIOB A3aHNX i3
BUKOPUCTaHHSIM iHTepHET-GaHKIHTY, HasiBHI 000B I3KOBI MpoliecyaibHi il /st 3a0e31edeHHsT HaJlesKHOT
JI0Ka30B01 0azu. BucHoexu. BeraHOBIIEHO, 110 OYATKOBUIL €Tall aKyMYJIOE [POLeCyalibHi i, HeoOXij-
Hi JIJTsT MAKCHMAJTBHOTO 300py 0Ka30Boi iHdopMaliii Ha MoYaTKy KpUMIiHaJIbHOTO TPOBajKeHHs. Busma-
YeHO KPUMIHAJICTHYHI Bepcii, SKi BUCYBAIOTHCSA HA TOYATKOBOMY €Talli PO3CTiyBaHHS KPUMIHAJIBHUX
[PABOIOPYIIEHb 3 BUKOPUCTAHHSAM IHTEPHET-OAHKIHTY: KPUMIHAJIbHE [PABOMOPYILIEHHS, OB s13aHe
3 BUKODPHCTAHHSIM IHTEPHET-OAHKIHTY, BUNHEHE 3 METOI0 OTPUMAHHSI MATePiaibHOI BUTOMM «XaKEPOM»
a00 CIiBpOGITHUKOM TIEBHOI YCTAHOBH, SIKA BOJIOJIE HABUYKAME POOOTH 3 KOMITFOTEPHOIO TEXHIKOI, UK
3 METOI0 3aBOJIOIHHS iH(POPMAIIIEIO 3 0OMEKEHUM JOCTYIIOM 0CO00I0, 1[0 MAE BIILHUI JOCTYTI 10 BU3HA-
YeHOi KOMITTOTEPHOI TeXHiKH. 3'sICOBAHO, 1O TIiji Yac PO3CJiyBaHHS JOCHIKYBAHOI KaTeropii mpoTu-
[PaBHUX [IisiHb MOTPIOHO MaKCHMaIbHO 3a0e3neuntn 30epekeHHs indopmailii, ska nepebysae Ha (aer-
HAKOIIMYYBayax, JKOPCTKUX JNCKAX, Kell-TlaM AT BIZAOBIIHOTO MIPUCTPOIO, B XMAPHUX CXOBUIIAX TOLIO.
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ALL-SOCIAL MEASURES TO PREVENT CRIMINAL
OFFENCES COMMITTED IN THE DEFENCE
INDUSTRY OF UKRAINE

Abstract. Purpose. The purpose of the article is to formulate all-social measures to prevent criminal
offences committed in the defence industry of Ukraine. Results. The article formulates, with due regard
for the strategic goals of national security and specific features of the functioning of the military-
industrial complex of Ukraine, promising general social measures for the prevention of criminal
offences, which requires a different regulatory approach through recognition of the problem of criminal
offences at the level of a destructive phenomenon among the current and predictable factors affecting
its development, especially under martial law; formulation and implementation of algorithmic strategic
tasks of criminological policy under martial law at the operational, tactical and strategic levels. It is
established that the main areas of development of personnel policy in the defence industry of Ukraine
are: the personnel management system (implementation of a unified personnel policy, making rational
management decisions on determining the needs for personnel resources in the defence industry);
personnel training (application of modern HR management approaches at all stages of professional
development, from selection and training to dismissal); social and humanitarian support for personnel.
The author emphasises that the effective fight against corruption in the defence industry of Ukraine,
in addition to political will, requires legislative (a set of legal provisions regulating the mechanisms
of corruption prevention, as well as liability for corruption offences) and executive support (formation
of an effective system of criminal justice bodies, proper coordination of the formation and implementation
of anti-corruption policy, implementation of preventive measures to prevent corruption and overcome
it). Considering these circumstances, it is proposed to introduce a number of amendments and additions
to the current legislation. Conclusions. The author concludes that an important task in the field of law-
making is to create a new paradigm of legislation aimed at improving the functioning of the defence
industry, and to form and develop criminological policy in this field.

Key words: defence industry, strategy, law, criminal offence, programme, concept, prevention.

1. Introduction the military needs of the state, which the domes-

The Joint Stock Company “Ukrainian
Defence Industry” was established on the basis
of the State Concern “Ukroboronprom”, the lat-
ter’sactivities were terminated asaresult of reor-
ganisation (2023). Moreover, in accordance
with Part 1 of Article 12 of the Law of Ukraine
“On National Security of Ukraine”, the defence
industry is part of the security and defence
sector of Ukraine, whose main task is to pro-
vide the security and defence forces with new
and modernised weapons, military and special
equipment (Law of Ukraine “On National Secu-
rity of Ukraine”, 2018).

Nowadays, the terrorism of Ukraine's his-
torical enemy leads to a constant increase in
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tic defence industry, due to the fact that the phe-
nomenon of criminal reality has emerged, is not
able to properly meet. Along with the purely
corruption-related factors that intensified after
therevival of the defence industry (2014—2015),
the situation was further complicated by a surge
in misappropriation, embezzlement or seizure
of property through abuse of office, collabora-
tion, espionage and other subversive and recon-
naissance activities in 2022-2023, both in
Ukraine and at defence industry facilities.

The task of criminologists is to provide
the political system and society in general
with an effective strategy for influencing crime,
a strategy that would allow for the most effi-

© Ya. Fedorchuk, 2023
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cient allocation of resources in countering such
negative social manifestations. The goal is, first
of all, to prevent mass violations of criminal law
by influencing the processes of determination
and causation of crime, and in case of violation,
to apply coercive measures to the perpetrators
in order to ensure their abandonment of crimi-
nal behaviour (Iepryntsev, 2023, p. 210).

2. General approaches to defining crime
prevention and features of crime prevention

At present, the prevention of criminal
offences is a range of very different in nature
and objectives, but organically interrelated social
measures, given that the Constitution of Ukraine
entrusts the state with the task of ensuring
the security of society, proper law and order,
guaranteed protection of the rights and interests
of citizens, state organisations and institutions,
public formations, and all private structures
(Constitution of Ukraine, 1996).

Obviously, the problem of crime preven-
tion occupies a special place in the establish-
ment of a legal state, which cannot be created
without ensuring proactive efforts in this direc-
tion and achieving a slowdown in the growth
of crime based on the priorities identified, grad-
ual increase in efforts, improvement of legisla-
tion, organisation of means and methods of pre-
vention, detection and investigation of criminal
offences (Holovkin, 2011, p. 293).

O.M. Dzhuzha, PP Mykhailenko
and O. H. Kulyk define crime prevention as
a special type of social management designed to
ensure the safety of protected values and con-
sists in the development and implementation
of special measures to identify and eliminate
the determinants of crime, as well as to exert
a preventive influence on persons prone to
unlawful behaviour (Dzhuzha, Mykhailenko,
Kulyk, 2011, p. 140).

Prevention of criminal offences in
the defence industry undoubtedly has a com-
plex and specific structure, which covers meas-
ures of various nature and content. The diverse
nature of the relevant measures necessitates
their classification, which, in turn, allows for
the correct selection of methods, techniques,
methods, means specific to each level, as well
as the identification of entities responsible for
their implementation.

1. H. Bohatyrov (2018) and A. M. Babenko
(2014) propose to define general social preven-
tion as a social reaction of the state and soci-
ety to crime, the preventive potential of which
involves counteracting negative phenomena
and processes that contribute to crime and stim-
ulate law-abiding behaviour of the country's
population. General social prevention includes
a set of political, socio-economic, cultural
and educational measures.

According to V.V. Holina, the main goal
of this preventive trend is to overcome or limit
criminogenically dangerous contradictions in
society, gradually eradicate negative phenom-
ena created by political, economic, ideological
and other factors of criminal potential in soci-
ety (economic and political crises, property
stratification of the population, unemployment,
delayed wages, decline in morality, prostitution,
drug addiction, alcoholism, homelessness, etc.)
(Holina, 2011, p. 19). Based on these scientific
approaches, V. V. Vasylevych reasonably con-
cluded that general social crime prevention is
a positive effect of a well-thought-out social pol-
icy, which is implemented not only and not so
much for the purpose of direct crime prevention,
but is aimed primarily at solving the general
economic and social tasks of the state (Dzhuzha,
Vasylevych, Hida, 2011, p. 20).

Therefore, V.P. Khomenko also argues that
general social prevention is associated with vir-
tually all socio-economic transformations in our
country at the present stage of development.
Reform of the economic mechanism, formation
of market relations as the basis for an eflicient
economy, ensuring social and legal protection
are prerequisites for the elimination, limitation,
neutralisation of criminogenic factors that serve
as the basis for committing criminal offences
(Khomenko, 2017). We should also agree with
O.M. Lytvynov on the understanding of general
social (state) measures as a set of socio-economic,
legal, ideological, organisational, managerial, cul-
tural and educational measures aimed at further
development and improvement of social relations
and elimination or neutralisation of the determi-
nants of crime (Lytvynov, 2008, p. 114).

The objectively existing feature of secu-
rity is its direct dependence on the totality
of risks and criminogenic threats that cause
danger (Nikitin, 2009, p. 153). A.O. Kaliaiev
accurately emphasises that public policy on
defence industry development should be based
on the priority of creating a modern regulatory
framework that could fully regulate its develop-
ment. In addition, the need for a set of reforms
within its management system is determined by
the fact that the current level of strategic man-
agement is insufficient, and there is a need for
a more rational combination of market mecha-
nisms and state regulation. This implies the use
of economic methods and the application of legal
and administrative mechanisms. In addition,
restructuring within the defence industry
should also address certain needs of national
security and defence, the existing economic sit-
uation of defence enterprises and organisations
and the main conditions that facilitate their
functioning, as well as the economic capabilities
of the state (Kaliaiev, 2007, p. 173).
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3. Legal and regulatory framework for
the prevention of criminal offences committed
in the defence industry of Ukraine

V. Moiseenko argues that the main efforts
of the legislator should be focused on creating
appropriate “rules” under which economic div-
idends from legal economic activity will exceed
the benefits of going “underground”. In other
words, the emphasis in state regulation of eco-
nomic relations should shift from repressive
influence on violators of economic legislation to
preventive influence (Moiseienko, 2021).

It should be reminded that on 23 March
2000, the Law of Ukraine “On state forecasting
and development of economic and social devel-
opment programmes of Ukraine” (2000) was
adopted. The Law established a general proce-
dure for the development, approval and imple-
mentation of forecasting and programme docu-
ments for economic and social development, as
well as the rights and responsibilities of partici-
pants in state forecasting. However, this law did
not directly regulate the development, approval
and implementation of state targeted crime
prevention programmes. Therefore, the third
programme, entitled “Comprehensive Crime
Prevention Programme for 2001-2005", was
approved by a Presidential Decree. However, on
18 March 2004, the Law of Ukraine “On State
Targeted Programmes” (2004) was adopted,
which sets out the basic principles for the devel-
opment, approval and implementation of state
targeted programmes.

Inaccordance with the provisions of this Law,
the fourth in a row, but structurally and substan-
tively different from the previous ones, Com-
prehensive Programme for the Prevention
of Offences for 2007-2009 was developed
and approved, which provided for unclear “cas-
cading” control over the implementation of this
programme. Later, the Concept of the State
Programme for the Prevention of Offences for
the period up to 2015 was approved. Compar-
ing the concepts of the previous Comprehensive
Programmes for the Prevention of Offences (for
example, for 2007-2009 and 2011-2015) it is
evident that their policy prescriptions are very
similar and sometimes repeat each other. And
this is no accident, as the problems remain unre-
solved.

The current challenges and threats faced
by society and the defence industry highlight
the need to strengthen measures to prevent
and combat corruption, coordinated and sys-
tematic anti-corruption activities in all areas,
and consistent implementation of the princi-
ple of integrity for employees of all structures.
O. Shostko emphasises that prevention meas-
ures should be a priority, but given the new
challenges associated with establishing the facts
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of multi-billion-dollar embezzlement of the state
budget, the priority is to implement the princi-
ple of inevitability of punishment for all per-
sons guilty of corruption offences and return
their illegally obtained income to the Ukrain-
ian state (Shostko, 2014, p. 71). In this context,
we should focus on the adoption of the Law
of Ukraine on regulating lobbying activities
as part of the de-oligarchisation action plan,
which should meet European standards and be
the result of an open and inclusive discussion
with a wide range of stakeholders (including
civil society organisations).

In the context of the fact that building
integrity, upholding the rule of law and good
governance are essential elements for the effec-
tive prevention and detection of corruption, we
recommend further consideration of the propos-
als for amendments to:

The Law of Ukraine “On Prevention of Cor-
ruption” in relation to:

— Supplementing the Law with a new
Article 19-1, which specifies the public author-
ities where integrity codes should be imple-
mented, their main provisions, grounds,
procedure and consequences of conducting
an integrity audit, etc;

— Supplementing the content of the Law
with a new Article 53-10 “Monetary Incentives
for Whistleblowers”, as follows: “A whistle-
blower who has reported a corruption offence
and whose information has been confirmed in
the course of the inspection is entitled to a mon-
etary incentive”;

The Law of Ukraine “On Defence Procure-
ment” in terms of:

— Reducing the level of corruption risks
and promoting the elimination of the potential
corruption in defence procurement, namely,
supplementing Article 22, part 1, para. 2 as fol-
lows: “After the conclusion of a defence procure-
ment contract, the state customer shall, within
a period not exceeding three days, send informa-
tion to the authorised body for combating corrup-
tion and other criminal offences”;

The Criminal Code of Ukraine with regard to:

— Supplementing Article 191, part 2, with
the words “for oneself or another individual or
legal entity”, in order to bring the law and court
practice under Articles 191 and 364 of the Crim-
inal Code of Ukraine in line with Articles 17
and 19 of the UN Convention against Corrup-
tion, and to stop qualifying the misappropri-
ation of another's property in favour of third
parties as abuse of office;

1o the Cabinet of Ministers of Ukraine:

— Develop and implement a single unified
system for collecting, summarising and vis-
ualising statistical information on the results
of the activities of specially authorised preven-



5/2023
CRIMINAL LAW

tion agencies and other state bodies in detect-
ing, investigating and reviewing cases (proceed-
ings) initiated on the basis of criminal offences
in the defence industry;

— Consider the option of using polygraphs
in the defence industry, with the following areas
of use being provided for:

1) testing persons during internal investi-
gations into corruption or corruption-related
offences;

2) when deciding on the appointment
of certain categories of employees (managers,
deputy managers);

3) in the course of consideration of applica-
tions/reports on corruption or corruption-re-
lated offences;

— Instruct the relevant state authorities to
collect and compile information on the land used
by the defence industry, ensure the inventory
of such land plots, especially those whose regis-
tration procedure is still incomplete and whose
information is not entered in the State Land
Cadastre;

The National Agency for the Prevention
of Corruption:

— Develop and implement a procedure for
monitoring compliance by persons who have
ceased activities related to the performance
of state and local government functions with
the restrictions on employment and business
transactions with private law entities or indi-
vidual entrepreneurs during the year;

— Determine criteria for improving
the mechanism for internal control and preven-
tion of corruption in law enforcement bodies
and the prosecutor’s office;

— Develop and approve unified criteria
and standards of integrity for vetting employees
of all law enforcement bodies and prosecutor’s
offices, as well as for their ongoing monitoring;

— Continue measures to monitor the imple-
mentation of the State Anti-Corruption Pro-
gramme for 2023-2025 with the involvement
of relevant civil society institutions, in par-
ticular through a special interactive informa-
tion system that will allow anyone to monitor
and coordinate the implementation of this Pro-
gramme online.

Therefore, the degree of guarantee of crim-
inological security in the defence industry is
determined, first, by the effectiveness of legis-
lation, and second, by the quality of its imple-
mentation. It should be emphasised once again
that prevention of such criminal offences is one
of the tasks of public policy on strengthening
the country’s defence capability, and therefore
raising the level of prevention is a national pri-
ority.

Considering the strategic goals of national
security and the specific features of the defence

industry, the following are prioritised as general
social measures:

— A project to create enterprises, institu-
tions and organisations engaged in the pro-
duction of combat aircraft (helicopters), air/
ballistic missile and aerospace defence systems,
high-precision hypersonic aircraft, as well as
radio components and microelectronics;

— Modernisation of premises, upgrading
of technologies, creation of appropriate achieve-
ments of the fifth and sixth technological modes,
ensuring compliance of the line of systems, sub-
systems of weapons and military equipment pro-
duced by enterprises and achieving a superior share
of the domestic order portfolio over the foreign one;

— Restoration of the defence industry enter-
prises that were lost as a result of hostilities,
which produced weapons, military and special
equipment and/or participated in cooperative
relations with other enterprises;

— Improvement of the parameters of eco-
nomic activity of defence enterprises (research,
production, labour productivity, personnel, etc;)

— Organisation of defence industry activ-
ities in accordance with the principles defined
in ISO standards, which are the most adapted
mechanisms for managing material production
in market conditions in terms of quality;

— Planning, control of and support for busi-
ness activities using global practices, including
continuous operational improvement technolo-
gies, product life cycle information support sys-
tems, lean manufacturing and others;

— Improving vocational training, recruit-
ment and provision of skilled labour.

To sum up, we consider it appropriate
to improve the Strategy for the Development
of the Defence-Industrial Complex of Ukraine
(Decree of the President of Ukraine On the deci-
sion of the National Security and Defence Council
of Ukraine dated June 18,2021 “On the Strategy for
the Development of the Defence-Industrial Com-
plex of Ukraine”, 2021) by enshrining: a) recogni-
tion of the problem of criminal offences at the level
of a destructive phenomenon among the current
and projected factors affecting the development
of the defence industry; b) tasks of criminological
policy; ¢) step-by-step algorithms for performing
the tasks at three classification levels:

L. Operational:

— Adopt the Concept of the State Programme
Jor Combating Crime in the Defence and Indus-
trial Complex and implement it at the law
enforcement, general social, specialised crimi-
nological, organisational and managerial levels;

— Establish a Central Coordination Centre
for forecasting, collecting information on legis-
lative and other measures related to the activi-
ties of the defence industry, analyse their effec-
tiveness and eliminate shortcomings;

— Introduce a unified register of records
and statistical reporting on criminal offences
committed in the defence industry;
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IL. Tactical:

— Ensure integration of criminological pol-
icy in the defence and security sector in the pro-
cess of its interaction with criminal law, crim-
inal procedure and criminal executive policies;

— Improve the mechanism of bringing to
criminal responsibility and preventing recur-
rence in the future;

— Introduce scientific achievements and best
domestic and foreign experience into the theory
and practice of criminology;

— Improve scientific, educational and meth-
odological support for the activities of bodies
and institutions of the criminal justice system;

[11. Strategic:

— Streamline the political system of society,
elect and appoint an independent and func-
tional supervisory board on a transparent basis,
neutralise any harmful government influence on
decision-making by defence officials, appoint
directors of state-owned enterprises/joint stock
companies on a competitive basis, and regulate
the system of state procurement and taxation;

— Ensure at the state level the effective activ-
ity of scientific and educational institutions to
train specialists in the field of criminological
practice to address the problems of neutralising
criminogenic factors in the defence industry;

— Consolidate the relevant provisions
of a huge array of sectoral regulations in
the defence industry, as well as eliminate frag-
mentation of legal regulation, inconsistency
of regulatory material and logical and legal
errors in the content of legislative provisions;

— Introduce mandatory criminological
expertise of legal regulations;

— Clarity, consistency and intensifica-
tion of anti-corruption policy, identification
and elimination of motivation for officials to
commit theft;

— Develop and implement a multisectoral
system of public control over the activities
of executive authorities in the field of security
and defence;

— Comprehensive state response to the cir-
cumstances and factors contributing to crime.

4. Conclusions

Thus, an important task in the field of law-
making is to create a new paradigm of legislation
aimedatimprovingthefunctioningofthedefence
industry, and to form and develop criminologi-
cal policy in this field.
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3ATAJIbHOCONIAJIbHI 3AXOU 3AIIOBITAHHA
KPUMIHAJIbHUM ITPABOIIOPYIIEHHAM, IO BYNHAIOTHCAA
B OBOPOHHO-ITPOMUCJ/IOBOMY KOMILJIEKCI YKPAIHU

Anoraiis. Mema. Metoto ctatTi € chopMyBaTH 3aTaTbHOCOTHATBHI 3aX0/ 3aM0OITaHHI KPUMiHATb-
HUM [PABONOPYLICHHSM, 1[0 BUMHSAIOTHCS B 000POHHO-IIPOMUCJI0BOMY KOMIUIeKCi Ykpainu. Pesyivma-
mu. Y cTaTTi, 3 ypaxyBaHHAM CTPATETiqHKX IiJIeil HalllOHAIbHOI Ge3MeKkn Ta 0COOMMBOCTEN (DYHKI[IOHY-
BaHHSA 0OOPOHHO-IIPOMUCIOBOTO KOMILIEKCY YKpaiHu, c(hOPMOBAHO MEPCIEKTUBHI 3araJbHOCOIIaNbHI
3aX0/lU 3an00iraHHss KPUMIHAJIBHUM TIPABOIIOPYIIEHHSIM, 110 BUMAra€ iHIIOrO HOPMATHBHOIO X0y
yepe3 BU3HAHHST POGJIEME KPUMIHAJIBLHUX [IPABOMOPYIIEHb HA PiBHI I€CTPYKTUBHOTO (DEHOMEHY Ceperl
YMOB TMOTOYHHX Ta MPOTHO30BAHUX YHHHUKIB, K BIVIMBAIOTH HA HOTO PO3BUTOK, OCOGIMNBO B yMOBAX
BOEHHOTO CTaHY; NTOCTAHOBKY Ta BUKOHAHHS aJTOPUTMI30BaHMX CTPATETIYHUX 3a/a4 KPUMIHOJOTIIHOI
HOJIITUKK B YMOBAX BOEHHOTO CTAHY HA OTIEPATUBHOMY, TAKTUYHOMY Ta CTPAaTerivHOMY PiBHAX. BeTaHoB-
JIEHO, 10 OCHOBHUMH HAIIPSIMAMI PO3BUTKY KAIPOBOI MOJITUKH B 0G0POHHO-ITPOMIICJIOBOMY KOMILTEKCI
YKpaiHu €: cucTeMa KaJipoBOr0 MeHe/KMeHTY (peasti3allisl €[MHOI KaJipoBOi MOMITHKY, TIPUHHATTS palli-
OHAJIBHUX YIPABJIHCHKUX PillleHb I0JI0 BU3HAYEHHSI OTPeb Y KaJpOBUX pecypcax 0OOPOHHOI IPOMIC-
JIOBOCTI); TATOTOBKA KaZIpiB (3aCTOCYBAHHS CyYacHWX MiIXOMiB KaJ[pOBOTO MEHEKMEHTY Ha BCiX eTa-
max mpodeciiiHoro pocTy, MOYMHAKYK Bijl BiOOPY, MIATOTOBKH i, 3aBEPILYIOUYN 3BiIbHEHHSIM ); COL[ia/IbHE
Ta rymMaHiTapHe 3abe3riedeHHst epcoHairy. AKIEHTOBAHO yBary Ha TOMY, 10 edekTrBHA 6OPOThOA IPOTH
KOpYIIii B 0G0OPOHHO-POMKCIOBOMY KOMILIEKCI YKpaiHu, KpiM HasBHOCTI MOJITHYHOI BOJI, BUMAarae
3aKOHO/ABYOr0 (KOMILIEKC HOPMATUBHO-IIPABOBUX IIPUIIKCIB, 0 PEryJIOITh MEXaHI3MU 3amodiraHHs
KODYIIIIi, & TAKOXK BIIIIOBIA/IbHICTD 32 BUMHEHHsI KOPYIIIIHIX [IOPYIIEHb) Ta BAKOHABYOTO 3a0e31eueH-
1 (popMyBaHHS [[IEBOI CHCTEMU OPTaHiB KPUMiHAJIBHOI IOCTHUIII], HasleskHe KOOPANHYBaHHS (hopMyBaHHS
Ta peasisalliss aHTUKOPYIIINHOI MOMTUKY, 3[IHCHEHHS IPEBEHTUBHUX 3aXO0/IiB 3a1100iraHH s KOPYIIIii,
a TaKOX il IOJI0JIaHHsT). 3 OTJISIIY HA TaKi 0OCTABUHU IIPOIIOHYETHCSI BHECTH HU3KY 3MiH Ta JONIOBHEHD /10
YHHHOTO 3aKOHO/ABCTBA. Bucnosxu. 3pobieHo BUCHOBOK, 10 BKJIMBUM 3aBIaHHAM Y chepi 3aKOHOT-
BOPUOI JISIBHOCTI 3a/IMIIAETHCST POOOTA 31 CTBOPEHHS HOBOI TIAPa[MIMU 3aKOHOAABCTBA, CIIPSIMOBAHOTO
Ha [OKpalleHHs QYHKI[IOHYBaHHST 000POHHO-ITPOMECJIOBOTO KOMILIEKCY, (DOPMYBAaHHSI Ta PO3BUTOK KPH-
MiHOJIOTIYHOI TIOJIITUKH B TIiii cepi.

Kiouosi cioBa: 060pOHHO-TIPOMUCIOBUET KOMILIEKC, CTPATETist, 3aKOH, KPUMiHAJIbHE [PABOIIOPY-
IIEHHsI, TIPOrPaMa, KOHIETIIIis, 3a00iraHHs.
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