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DIGITALIZATION OF LAW ENFORCEMENT
AGENCIES IN THE DIGITAL TRANSFORMATION
OF THE JUDICIARY

Abstract. Purpose. The research aims to study the features of digitalization of law enforcement agencies
as a component of the digital transformation of the judiciary and to develop an innovative information model
(IM) for creating reliable information support (IS) for law enforcement agencies. The main objectives are to
analyze the specifics of the digitalization of law enforcement activities and the application of innovations to
create reliable IS, as well as to formulate recommendations for ensuring an appropriate level of digitalization
of law enforcement agencies in the context of the digital transformation of the judiciary. Research methods.
The study used a comprehensive interdisciplinary approach that integrated various scientific methods.
Comparative analysis was used to review literature sources and existing developments on the digital
transformation of law enforcement. Systems analysis allowed for a thorough study of the specifics of creating
information systems for law enforcement agencies. Methods of data classification and structuring were
used to analyze various types of information that support the activities of law enforcement officers during
operational-investigative measures, investigative actions, crime analysis, and investigations. Modeling was
used to develop an innovative IM for law enforcement agencies based on the synthesis of author’s models
proposed in previous studies. The synthesis method contributed to combining and integrating these solutions
based on ML and big data technologies into a single innovative IM as part of the information system (IS)
of law enforcement agencies. Results. To ensure an appropriate level of digitalization of law enforcement
agencies in the context of the digital transformation of the judiciary, the following aspects need considering:
I. ensure the digitalization of law enforcement activities and continuous improvement of IS; I1. establish
the development of new methods and non-stationary approaches to analyzing crime problems based on
analytical methods and innovative technologies; I11. develop reliable IS for law enforcement agencies for
the proper administration of justice that will ensure effective interaction between courts and law enforcement
agencies at various stages of the judicial process; IV. create applied IMs based on data analytics and advanced
technologies such as ML, big data, and Al to formulate effective strategies for law enforcement agencies;
V. improve existing cybersecurity IS to guarantee confidentiality and integrity of information, and protect
against data leaks; VI. use big data technologies and predictive analytics to identify patterns and predict
crime based on vast arrays of diverse information; VIL use innovative investigation tools and methods based
on data analytics to overcome resource constraints of law enforcement agencies; VIII. develop innovative
ISs for organizing, analyzing, storing, and presenting data; IX. improve the legal framework for the use
of IT to support the information activities of law enforcement agencies by EU standards. Conclusions.
The digital transformation of law enforcement agencies aims to ensure a rapid response to crime, quality
of investigations, and transparency on the path to the e-judiciary. The main challenges for the formation of IS
are dataintegration problems from various sources and the lack of innovative IMs for advanced data analytics.
The implementation of advanced data processing technologies such as ML, Al, and big data analytics can
help law enforcement agencies overcome resource constraints, uncover hidden connections between data,
and accelerate crime detection. The proposed innovative comprehensive approach to the formation of IS
can serve as a basis for increasing the efficiency of law enforcement agencies within the overall digitalization
of the judiciary.

Key words: digital transformation, judiciary, law enforcement agencies, legal norms, information
technologies, information system, information support, cybersecurity, court.
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1. Introduction

In today’s digital society, the need for dig-
italization of the judicial system is becoming
an increasingly urgent necessity. Information
technologies have turned into an integral part
of daily life for citizens and businesses. People
expect the same level of digitalization from
government agencies, including the judicial
system. The digitalization of judicial processes
allows for significantly accelerating the move-
ment of cases and minimizing bureaucratic
burdens on judges and participants through
the automation of document flow and electronic
data exchange. Electronic services improve
the accessibility and convenience of justice
(Teremetskyi et al, 2023). Digitalization ensures
the efficiency and effectiveness of judicial pro-
ceedings. In modern cases, it is often necessary
to process terabytes of digital evidence — elec-
tronic documents, multimedia, and geolocation
data. The use of big data technologies — ML
and AI — helps to structure and analyze such
arrays. Online broadcasts of court hearings,
publication of court decisions in electronic reg-
isters, and automated case distribution systems
among judges contribute to openness and mini-
mize corruption risks. Digitalization can ensure
transparency and accountability of justice.
Modern crime has also quickly adapted to new
realities and now carries out its criminal inten-
tions in the digital space. The growth of cyber-
crime requires the judicial system to possess
the latest digital forensics tools and the ability
to work with electronic evidence (Djenna et al.,
2023). The digitalization of judicial proceed-
ings is an integral part of building a modern
judicial system capable of meeting the chal-
lenges of the digital age and ensuring effective
protection of citizens’ rights and freedoms. Law
enforcement agencies are one of the important
components of the judicial system and are in
urgent need of digital transformation. Ukraine
is at the initial stage of this process (Teremet-
skyi et al., 2023). Therefore, it is relevant to
conduct comprehensive multifaceted research
on the relevant issue. Such research is multidis-
ciplinary and touches not only the legal sphere
but also information technologies — ML and Al

Researchon thedigital transformation of law
enforcement agencies in the context of the dig-
italization of the judicial system is rare. Aca-
demic circles paid poor attention to developing
new methodologies aimed at forming reliable IS
for the process concerned. Some scholars have
examined the issues of smart policing. The term
means intelligent policing activities based on
the use of innovative technologies. P. Sarzaeim
et al. studied the advantages and limitations
of using ML methods in law enforcement
agencies (Sarzaeim et al., 2023). Research-

ers S. Maliphol and C. Hamilton analyzed
the potential of smart technologies to improve
policing and ensure ethical norms (Maliphol &
Hamilton, 2022). M.-S. Baek et al. developed
a method for predicting crime type and risk
level based on ML technology and tested its
effectiveness (Baek et al., 2021). E. Yang found
that predictive police analytics largely depends
on data collection and integration technologies
in both the physical environment and the dig-
ital world (Yang, 2019). S. Egbert argued that
predictive policing has the potential to improve
the processing of police-related data (Egbert,
2019). Researchers X. Zhang et al. concluded
that crime prediction is of great importance
for formulating policing strategies and crime
prevention and control. Machine learning is
the primary method for prediction (Zhang et
al., 2020). Existing research on the digitali-
zation of law enforcement activities is partial
and concerns only certain aspects. In addition,
the criminal environment is dynamic, IT is rap-
idly evolving, and the legislation of different
countries has significant differences. There-
fore, such research is a complex and multidis-
ciplinary task that requires a multidisciplinary
approach. It involves rethinking traditional
methods and adopting new policing practices.
A key strategy for their digital transformation
is the rapid and effective exchange of informa-
tion (Nicolau, 2023). Thus, it is relevant to
develop new IMs for the formation of produc-
tive information support for law enforcement
agencies.

The study applies a comprehensive approach
that combines various methods. The compar-
ison method was used to review the literature
and analyze existing research on the digitaliza-
tion of law enforcement agencies. The system
analysis method was involved to study the spe-
cifics of creating IS for law enforcement agencies.
Methods of data classification and structuring
were used to analyze the types of information
that support the activities of law enforcement
agencies in carrying out operational-investiga-
tive and investigative actions, crime analysis,
and investigations. The modeling method was
applied to develop an innovative IM for provid-
ing law enforcement agencies based on a syn-
thesis of the author's models proposed in previ-
ous studies. The synthesis method was used to
combine and integrate these solutions based on
ML and big data into a single innovative IM as
part of the IS of law enforcement agencies. The
purpose of the present work is to investigate
the features of the digitalization of law enforce-
ment agencies as a component of the digital
transformation of the judiciary and to develop
an innovative IM for the formation of reliable
IS for law enforcement agencies.
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2. Law Enforcement Agencies in the Judi-
cial System: The Need for Digital Transfor-
mation

The judicial system is a complex mechanism
that brings together various state institutions
and legal procedures for the administration
of justice. It consists of courts of different lev-
els and specializations that directly consider
cases and render decisions. An important com-
ponent is law enforcement agencies responsible
for investigating offenses, collecting evidence,
and supporting prosecution in court, as well as
ensuring the execution of rendered sentences.
Equally important are the probation system
aimed at resocializing offenders, the advocacy
for protecting the rights of citizens, expert
institutions for providing professional opinions,
the system of free legal aid, and the enforcement
service for the compulsory enforcement of court
decisions.

Only the coordinated interaction of all
these elements within the framework of pro-
cedures regulated by legislation can guarantee
the complete, impartial, and effective admin-
istration of justice, the protection of human
rights, and the rule of law. Proper legal reg-
ulation and quality information support for
the activities of all branches of the judicial sys-
tem are the keys to fair and timely consideration
of cases.

Law enforcement agencies play a crucial role
in the judicial system. They are entrusted with
the functions of pre-trial investigation of crimes:
collecting evidence, establishing circumstances,
and identifying suspects for further court pro-
ceedings. Effective interaction between courts
and law enforcement at different stages is a nec-
essary condition for the proper administration
of justice, the protection of the legal rights
of citizens, and the establishment of the rule
of law in the country.

In the field of correctional services and crim-
inology, a new approach has emerged — the crim-
inology of conviction. It examines the problems
of crime and correctional institutions differently
from the traditional views of researchers, politi-
cians, and officials. This direction arose due to
scholars’ concern with the existing understand-
ing of crime and its control. The criminology
of conviction analyzes issues regarding the defi-
nition of the crime problem; proposed solutions;
the destructive consequences of these solutions
for those labeled as criminals, imprisoned, alien-
ated from loved ones, and not integrated into
society; high incarceration rates, overcrowded
prisons without meaningful rehabilitation pro-
grams; structural obstacles to successful reinte-
gration, leading to recidivism (Yu et al., 2020).

The search for effective strategies for law
enforcement agencies that will reduce the num-
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ber of prisoners and the cost of keeping them,
while ensuring the safety of citizens and society,
is becoming increasingly important (Berezka
et al., 2022). This requires the development
of reliable information and analytical support.
In a developed smart society, any systemic
changes are impossible without prior risk
assessment and forecasting of future system
states. The most effective means for this are
mathematical, statistical methods, and informa-
tion technologies.

The digitalization of legal proceedings is
becoming an urgent necessity in the modern
conditions of increasing volumes of informa-
tion that need to be processed for making judi-
cial decisions. With the development of society
and the increasing complexity of legal relations,
the number of court cases and the burden on
courts is growing. Paper document flow is
becoming increasingly cumbersome and ineffi-
cient. In the era of digital technologies, the num-
ber of electronic evidence has significantly
increased. These are huge arrays of evidentiary
information — audio/video recordings, elec-
tronic documents, geolocation data, etc. Ana-
lyzing them manually is becoming extremely
labor-intensive. To make balanced decisions,
judges need to study a vast number of regula-
tions and court practices in various instances.
Electronic databases significantly simplify this
process (Teremetskyi et al., 2023). There is also
a need for prompt access to precedents and leg-
islation. Today, there is an increased need for
analytical tools. Modern technologies of ML
and natural language processing can help iden-
tify relevant precedents, structure the evidence
base, and identify risks to accelerate case pro-
cessing. Electronic services, online broadcasts
of court hearings, and publication of court
decisions increase the openness of the judicial
system to citizens. The digitalization of legal
proceedings allows coping with growing infor-
mation flows, ensures the efliciency, objec-
tivity, and quality of police investigations
and the reasonableness of judicial decisions, as
well as increases public trust in justice.

In the context of the overall digital transfor-
mation of the judiciary, the digitalization of law
enforcement activities is critically necessary
(Gkougkoudis et al., 2022). With the increas-
ing volume of digital evidence (electronic
documents, multimedia files, metadata, etc.),
ensuring the proper quality of pre-trial inves-
tigation is impossible without the application
of advanced technologies for data collection,
storage, and analysis. The digitalization of law
enforcement agencies can accelerate the forma-
tion of indictments and the transfer of materials
to the court. Electronic document flow and inte-
grated information systems of law enforcement
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agencies and courts can significantly reduce
the time for the exchange of procedural doc-
uments. The growth of cybercrime requires
law enforcement to have new digital forensics
tools, the ability to record electronic traces,
and search for and identify cybercriminals. The
use of big data technologies and ML allows for
identifying trends, and predicting crime based
on vast arrays of diverse information (Ho et al.,
2020). The digitalization of processes ensures
the prompt exchange of evidence with courts
and accelerates the transfer of relevant digital
evidence to court instances in a secure mode.
Electronic registers provide the ability to track
the progress of cases online, and the publication
of reports increases openness and public trust.
The use of big data technologies and predictive
analytics enables the identification of patterns
and prediction of crime based on vast arrays
of diverse information (Kovalchuk et al., 2022).
Law enforcement agencies are increasingly using
operational investigation databases, covert sur-
veillance tools, and evidence collection tools to
counter-terrorism, cybercrime, and more. Video
surveillance systems and facial and fingerprint
recognition simplify the identification of offend-
ers and enhance public safety. Cryptography
and digital signature tools are used to ensure
cybersecurity for the confidentiality and integ-
rity of information and protection against data
leaks. The digital transformation of law enforce-
ment agencies is an integral part of the digitali-
zation of the judiciary, aimed at ensuring a rapid
response to crime, the quality of investigations,
and transparency on the path to e-judiciary.

3. The Information Component of Organi-
zational and Legal Support for the Digitaliza-
tion of Law Enforcement Agencies

An integral part of the organizational
and legal support for the digitalization of legal
proceedings is the information support of law
enforcement agencies, which plays a key role
in improving the efficiency and transpar-
ency of justice. The development of technol-
ogies is transforming society, creating more
opportunities for offenders and complicating
the work of the police. Crime is increasingly
using the information space. Even if a crime is
not committed online, its participants (both
criminals and victims) leave various electronic
traces in the digital space: recordings of tele-
phone conversations, online correspondence,
browsing history, media information, geolo-
cation data, etc. The task of law enforcement
agencies is to identify criminal schemes based
on the electronic traces of the offender and pro-
vide operational intelligence information. Effec-
tive processing of crime data requires the use
of high-quality IS by law enforcement agen-
cies. The concept of “information support” has

many different definitions. In law enforcement,
this concept refers to the processes of collecting
and processing tactical and operational infor-
mation to support the management process in
law enforcement agencies and shaping the con-
sciousness of citizens and society as a whole.
It is used to conduct operational and tactical
activities and analyze crimes and investigations
(Hollywood & Winkelman, 2018).

Table 1 presents the types of information
used by law enforcement for IS in the perfor-
mance of tactical tasks.

Table 2 presents the types of information
used by law enforcement for information sup-
port in the performance of operational tasks.

Table 3 shows the types of information used
by law enforcement for information support in
the analysis of crimes and investigations.

Information about crime comes from two
main sources: responses from victims to sur-
veys about crimes committed against them,
and administrative data from law enforcement
agencies regarding reported crimes. Responses
from victim surveys contain information about
crimes that were reported to the police, as well as
crimes that were not reported. Crime data from
law enforcement agencies reflects information
about crimes that were reported and recorded
by the police.

Individual persons, groups of persons,
and organizations involved in criminal
and illegal activities are becoming increasingly
sophisticated. Offenders are using the power
of new technologies as quickly as they are
invented. However, technological progress
can also improve the investigative methods
of law enforcement agencies. In particular, it has
become possible today to conduct blood group
analysis at the crime scene, the results of which
can be used for rapid identification of both
the victim and the perpetrator, facilitating their
search.

These advantages create new challenges.
The digital world stores extremely large vol-
umes of information. For example, in just one
year during a single FBI investigation, six
Petabytes of data were collected (Santos et al.
2019). Law enforcement agencies must process
data from various new and unfamiliar sources
and improve the use of already accumulated
data. Without effective information analysis,
law enforcement agencies will struggle to coun-
ter the offenders they accuse of committing
crimes.

Establishing information support is not
an easy task for law enforcement agencies, as
their resources are mostly intended for per-
forming the core functions of law enforcement
agencies in ensuring public safety. Most law
enforcement officers do not have training in
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Table 1
Types of information required for the performance of tactical tasks
by law enforcement agencies
The function
Activity Type of information provided by

the information

Collection of evidence

Records of testimony.
Electronic evidence.
Photo,/video.
Biometric data.

Formation of inquiries
about previous offenses

Information about police calls.
Accompanying information: data on persons, locations,
and items used.

Response to a crime
report

The initial response to the challenge.
Reporting a crime.

Report according to the standard template.
Information for distribution (reports, alerts).

Information support

Call information.

ie”ssondmg to phone Accompanying information: data on persons and places
of crime.
Current crimes and suspicious activity.
Locations where other police patrols work.

Study of the situation Places with the highest risk of committing crimes.

Information from alerts and police reports.
Places that require increased attention
Information for the public.

Consolidation of infor-
mation and formation
of reports

Field interviews/reconnaissance reports.
Information for distribution (reports, alerts).
Reports/documents.

Patrol

Definition of key points

Crime scene investigation materials.
Responses to crime reports.

Object ID identification

ID information from the state register
Biometric data.

Evaluation of the object

Threat identification information.

Information to determine actions (arrest/warrant).

Investigation

Table 2

Types of information required for the performance of operational tasks

by law enforcement agencies

Activity

Type of information

The function
provided by
the information

Communications with
the public

Alerts and criminal records.

Crime maps / basic crime information.

Information on crime prevention and police contacts.
Citizens’ requests for help.

Recommendations for citizens.

Information support

Management
of the police unit

Information about current crimes.
Information about the current activity of the unit.
Information about cases conducted by the unit

Operational manage-
ment

Detailing the specifics
of the case

General information on the case.
Investigation data.

HR

Information about activities and staff development.
Information about management decisions made.

Education and training

Data on online training.
Link to the repository of educational resources.

Development

Coordination
of regional responses

Offense databases.
Information about regional crimes.

of opportunities

Communication with
society

Notification of offenses, and instructions for citizens.
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Table 3
Types of information required for the analysis of crimes and investigations
by law enforcement agencies
The function
Activity Type of information provided by

the information

Assessment of places
with a high risk of com-
mitting crimes

Information about addresses with the highest number
of offenses.

Predictive information based on current crime data.
Predictive information based on historical crime data.
Predictive information based on geospatial crime data.

Assessment of persons
with a high risk of com-
mitting crimes

Information about persons at high risk of general violence.
Information about persons with a high risk of committing
crimes.

Information about persons at high risk of gang violence.
Information about persons at high risk of domestic violence.
Information from social media related to threats of violence.

Assessment of per-
sons and places with
a high risk of com-
mitting crimes

Collection and eval-
uation of evidence in
the case

Video/photo from the crime scene.

Photos of known suspects.

Data on biological materials from the crime scene.
Information about the weapon used to commit the crime.
Information from the stolen property database.

Information about suspects, victims, and other participants in
the crime.

Information on stolen items).

GPS data for tracking offenders.

Provision of prose-
cution evidence

Analysis for the identi- Vehicle database.

fication of criminals

the crime.

Photo information for recognizing people

Information about connections with similar previous crimes.
Information about suspects and other participants in

Crime information obtained from social media.

data processing and digital technologies, which
are typically required for performing advanced
analytics (Bennett, 2018). The judiciary needs
access to data-driven information, but resource
constraints may limit their ability to effectively
search for relevant information for investiga-
tions, even with huge amounts of data available.

Innovative investigative tools and methods
can help law enforcement agencies overcome
resource constraints and analyze large volumes
of digital data as part of criminal proceedings.
Al open-source data management tools, predic-
tive analytics solutions, and social media capa-
bilities can help uncover previously unobvious
connections between information and identify
key dependencies. New data sources can pro-
vide access to large information repositories,
and new technologies can create new oppor-
tunities for data utilization. These capabilities
can reduce manual work for analysts and lower
costs by 70 percent (Mitchell, 2018). Using
these tools and approaches can help investiga-
tors reduce time spent searching and analyzing
data and increase time spent tracking criminals
and ensure community safety.

In establishing law enforcement informa-
tion support, the main problem is not the data

itself, but rather the approach to data collec-
tion, storage, and analytics. There are often
critical data sources (missing, too difficult to
access, or too complex to analyze), resulting in
blind spots in investigations. The first step in
addressing the data overload problem is often to
create an even larger data pool (data that carries
the same information). Law enforcement agen-
cies have enormous amounts of data but cannot
use it effectively due to computation and inte-
gration issues. Outdated and insufficient com-
puting power and platforms hinder advanced
analysis. Siloed data prevents quality access to
integrated data that could aid investigations
(Trendall, 2019).

Analysts can sort and manage an integrated
data set, combining data sources to simplify
understanding of available information. Impor-
tant data sources include internal data stored
by law enforcement agencies, commercial data
sources, and open sources such as social media
activity, property records, criminal histo-
ries, professional licenses, medical databases,
and countless other sources.

A goal or problem-oriented approach to
establishing information support can provide
a selection of useful information from a large
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data pool to create a comprehensive view of per-
sons, places, and objects relevant to a specific
criminal case. Such a comprehensive view can
reveal significant gaps in the analysis, for exam-
ple, about known associate relationships or
email correspondence. Awareness of these gaps
can aid in further collection and monitoring
of needed information in the criminal case.

4. Implementation of Information Tech-
nologies in Law Enforcement Activities

Technology is not just new, interesting tools
that improve existing processes. It can open up
entirely new ways of conducting investigations.
Today, many analysts spend a lot of time search-
ing for the necessary data, potentially leaving
only a short period for analyzing and aggregat-
ing it. In the future, investigators will be able
to rely on new data processing tools to quickly
find the necessary information. This will allow
them to spend more of their time on data anal-
ysis. 80 percent of law enforcement officers’
time is spent on tasks directly related to crimes,
the rest on administrative tasks (Santos, 2019).

By using the latest data processing tools, law
enforcement agencies can assess available data
sources by performing an audit that includes
storage, management, access, and use of infor-
mation. Data analysts conduct exploratory
analysis to understand the quality and com-
pleteness of the data. If there is no continuous
access to critically important data, including
communications, instructions, and business
data with geolocation, a compilation of publicly
available sources and social media data from
nearby locations is conducted. Unit managers
then coordinate a plan for obtaining, process-
ing, and storing data in the cloud, providing
instant access to the latest computing systems
and eliminating data redundancy. By using
effective data processing tools and methods,
investigators can focus on the criminal network
and achieve investigation goals faster.

Setting up systems for analytical data pro-
cessing begins with understanding the spec-
trum of available data sources — from internal
data sources to social media activity data. Next,
data sharing between different sources needs to
be organized. This requires developing a system
that accessibly organizes, formats, and stores
data. For example, having the ability to format
records so that names, dates, and locations are
easy to search for. This enables law enforcement
officers to span dozens of data sources for auto-
matic compilation of criminal histories, profiles,
and criminal activities.

Data from different sources can be struc-
tured into a single result query. Input data
includes unstructured information such as
scanned documents; semi-structured data such
as websites and social media; and structured
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data including property records, professional
skills, and convictions. The result is a single,
multidimensional profile of the person sus-
pected of committing a crime (Santos, 2019).

However, investigators typically don’t need
just one person’s profile. They need to under-
stand various forms of connections — personal
relationships or even social media communi-
cation. By using automated data analysis to
search for links between multiple structured
result profiles, law enforcement can create crim-
inal networks and understand group actions
and behaviors. In particular, natural language
processing can perform so-called named entity
recognition — Al can use contextual clues to
distinguish, for example, a suspect from an inno-
cent citizen by name (Jehangir et al., 2023).

All these tools increase the accuracy of inves-
tigation results and help the police find the right
solutions faster. Instead of spending weeks or
months developing a detailed diagram of relation-
ships, they can use both stored data and real-time
data streams and develop consolidated data for
analysis, allowing them to get results faster. That’s
how investigative units use natural language pro-
cessing to study incident reports and identify pat-
terns of criminal activity. With this information,
they can identify areas with high rates of specific
types of crimes, allowing them to take proactive
actions in those areas in advance (Jehangir et al.,
2023). The ultimate result of applying the latest
tools in law enforcement information and analyti-
cal activities should be a reduction in crime rates.
Criminals are becoming increasingly sophisti-
cated, so to successfully solve criminal cases, law
enforcement officers have to use all available data,
innovative solutions, tools, and methods. Today,
innovative solutions based on modern IT tools
and data analytics are needed to ensure the quality
and speed of processing large information arrays
related to the prevention, detection, and preven-
tion of crimes.

In this work, the author proposes an innova-
tive comprehensive approach to the formation
of law enforcement information support based
on the use of analytics, ML, and AI methods. An
IM is built to provide operational and tactical
information to law enforcement agencies based
on the synthesis of models proposed in previ-
ous works (Kovalchuk, 2022; Kovalchuk et al.,
2022; Berezka et al., 2022; Kovalchuk, 2023;
Kovalchuk et al., 2023).

Figure 1 shows a scheme of an IM for
the formation of an effective IP for law enforce-
ment agencies. The presented model is based
on the use of various data obtained from official
sources.

In particular, this is data from the Depart-
ment of Sentence Enforcement on the previous
criminal activities of suspects/accused; data on
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Fig. 1. Information model based on ML and big data for providing operational
and tactical information to law enforcement agencies

the socio-demographic characteristics of sus-
pects/accused; data from the probation service
on the implementation of conditions for parole;
data from the main police department on com-
mitted criminal offenses. Such information is
used to solve the following tactical and oper-
ational tasks of law enforcement agencies: risk
assessment for crime recidivism; determining
the optimal period for confessing to an offense;
developing strategies for crime prevention;
and devising actions for crime investigation.

The proposed IM is designed to provide rel-
evant information to ensure the effective oper-
ation of law enforcement agencies. It is based
on applied solutions developed by the author in
previous works: methods for predicting crimi-
nal recidivism based on ML and big data; meth-
ods for crime profiling based on ML; methods
for analyzing criminal environment interrela-
tionships; methods for identifying “hot spots”
based on ML (Kovalchuk, 2022; Kovalchuk et
al.,, 2022; Berezka et al., 2022; Kovalchuk, 2023;
Kovalchuk et al., 2023). The methods used
have demonstrated high accuracy and quality
of results on real crime data. The created IM is
based on the use of ML and big data methods,
which are also applicable to new datasets on
crime. Such an IM can be easily implemented
in the unified judicial information system
of Ukraine and adapted to the operating stand-
ards of similar judicial IS of the EU.

The digitalization of justice is not just
a modernization of processes, but also ensur-

ing fairness and security in society. The pro-
posed innovative comprehensive approach
to the formation of an IP for law enforcement
agencies using analytics, machine learning,
and artificial intelligence methods can become
the basis for the formation of an effective 1P
for the activities of law enforcement agencies.
The developed IM based on ML and big data
for providing operational and tactical informa-
tion to law enforcement agencies can be easily
implemented in the unified judicial information
system of Ukraine and adapted to the operat-
ing standards of similar judicial IS of the EU.
The implementation of such a model will help
to increase the effectiveness of police investiga-
tions and improve the functioning of the justice
system as a whole.

5. Conclusions.

The article considers the need for digitali-
zation of the judiciary and the activities of law
enforcement agencies as an integral part of it.
Proper IP is a key factor in the digital trans-
formation of the activities of law enforcement
agencies in the field of justice. It allows effective
processing of huge volumes of digital evidence,
identifying patterns of crime by analyzing big
data, as well as applying the latest tools of dig-
ital forensics.

The analysis of the features of digitaliza-
tion of law enforcement agencies in the context
of the digital transformation of the judiciary gives
grounds to draw the following conclusions: I. The
variability and technological nature of the criminal
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environment necessitate the digitalization of law
enforcement agencies and continuous improve-
ment of IP; I1. There is an urgent need to develop
new methods and non-stationary approaches to
analyze crime problems based on analytical meth-
ods and innovative technologies; III. To ensure
proper justice, a reliable IP for law enforcement
agencies must be developed to ensure effective
interaction between courts and law enforcement
agencies at various stages of legal proceedings;
IV. To form effective strategies for law enforce-
ment actions, applied IMs based on data analyt-
ics and new technologies such as ML, big data
and Al should be developed; V. It is advisable to
improve the existing IP of cyber defense to guar-
antee confidentiality and integrity of information,
protection against data leaks; VI. The use of big
data technologies and predictive analytics ensures
the detection of patterns and prediction of crime
based on huge arrays of diverse information; VII.
To overcome resource constraints, law enforce-
ment agencies should use innovative investiga-
tion tools and methods based on data analytics;
VIII. Modern law enforcement agencies require
the development of innovative IS for organizing,
analyzing, storing, and presenting data; IX. The
informatization of the justice system requires
the improvement of legal norms for the use of IT
to ensure the information activities of law enforce-
ment agencies by EU standards.

The digitalization of the judiciary,
and proper IP for the activities of law enforce-
ment officers with the use of the latest technol-
ogies is a prerequisite for building a modern
justice system capable of effectively protecting
the rights and freedoms of citizens in the era
of digital transformation of society. The transi-
tion from paper to digital processes will allow
law enforcement officers not to lag behind leg-
islative changes and increase the productivity
and speed of investigations of offenses. With
the proper implementation of high technologies,
law enforcement officers will be able to more
effectively combat crime, better allocating time
and resources. A further direction of research
will be the adaptation of the proposed IM for
providing operational and tactical informa-
tion to law enforcement agencies to the stand-
ards, requirements and context of Ukraine
and the EU to integrate it into a unified judicial
information system.

References:

Baek, M.-S., Park, W., Park, J., Jang, K.-H.,
& Lee, Y.-T. (2021). Smart policing technique with
crime type and risk score prediction based on machine
learning for early awareness of risk situation. I[EEE
Access, 9, 131906-131915.

Bennett, D., & Brown, K.V. (2018). Your DNA
is out there. Do you want law enforcement using

50

it? Bloomberg Businessweek. URL : https://www.
bloomberg.com/news/features/2018-10-27 /your-
dna-is-out-there-do-you-want-law-enforcement-us-
ing-it.

Berezka, K., Kovalchuk, O., Banakh, S., Zly-
vko, S., & Hrechaniuk, R. (2022). A Binary Logis-
tic Regression Model for Support Decision Making
in Criminal Justice. Folia Oeconomica Stetinensia,
22 (1), 1-17. DOT: https://doi.org/10.2478 /foli-
2022-0001.

Djenna, A., Barka, E., Benchikh, A., & Khadir,
K. (2023). Unmasking Cybercrime with Artifi-
cial-Intelligence-Driven ~ Cybersecurity — Analyt-
ics. Sensors, 23, 6302. DOT: https://doi.org/10.3390/
$23146302.

Egbert, S. (2019). Predictive policing and the
platformization of police work. Surveill. Soc., 17(1/2),
83-88. DOL https://doi.org/10.24908/
ss.v17i1,/2.12920.

Gkougkoudis, G., Pissanidis, D., & Demertzis,
K. (2022). Intelligence-Led Policing and the New
Technologies Adopted by the Hellenic Police. Digi-
tal, 2, 143-163. DOL: https://doi.org/10.3390,/digi-
tal2020009.

Ho, J.-H., Lee, G.-G., & Lu, M.-T. (2020).
Exploring the Implementation of a Legal AT Bot for
Sustainable Development in Legal Advisory Insti-
tutions. Sustainability, 12, 5991. DOI: https://doi.
org/10.3390/su12155991.

Hollywood, J. S., & Winkelman, Z. (2018).
Improving  Information-Sharing  Across  Law
Enforcement: Why Can’'t We Know? Criminal Jus-
tice. 32 p. URL : https://www.ojp.gov/pdffiles1/nij/
grants/249187.pdf.

Jehangir, B., Radhakrishnan, S., & Agarwal,
R. (2023). A survey on Named Entity Recognition

datasets, tools, and methodologies. Natural Lan-
guage Processing Journal, 3, 100017. DOTI: https://
doi.org/10.1016/j.n1p.2023.100017.

Kovalchuk O. (2022). Modeling the risks of the
confession process of the accused of criminal offenses
based on survival concept. Scientific Journal of TNTU,
108(4), 27-37. DOI https://doi.org/10.33108/
visnyk _tntu2022.04.

Kovalchuk, O. (2023). Correspondence analysis
for detecting risk factors for criminal recidivism. Sci-
entific Journal of TNTU, 111(3). 35—-47. DOT: https://
doi.org/10.33108 /visnyk tntu2023.03.

Kovalchuk, O., Banakh, S., Masonkova,
M., Burdin, V., Zaverukha, O., & Ivanytskyy, R.
(2022). A Scoring Model for Support Decision Mak-
ing in Criminal Justice. In Proceedings of the 12th
International Conference on Advanced Computer
Information Technologies, 116—-120. DOT: https://
doi.org/10.1109/ACIT54803.2022.9913182.

Kovalchuk, O., Karpinski, M., Banakh, S.,
Kasianchuk, M., Shevchuk, R., & Zagorodna N.
(2023). Prediction Machine Learning Models on
Propensity Convicts to Criminal Recidivism. Infor-
mation, 14(3), 161. DOL: https://doi.org/10.3390/
info14030161.

Maliphol, S., & Hamilton, C. (2022). Smart
Policing: Ethical Issues & Technology Management



5/2023

ADMINISTRATIVE LAW AND PROCESS

of Robocops. In Proceedings of the 2022 Portland
International Conference on Management of Engi-
neering and Technology (PICMET), Portland, OR,
USA, pp. 1-15. DOL https://doi.org/10.23919/
PICMET53225.2022.9882871.

Mitchell, B. (2018) The FBI is looking to
the cloud to stop the next terrorist attack. Fed-
Scoop. URL : https://fedscoop.com/fbi-data-aws-
christine-halvorsen/.

Santos, A., Jenkins, I., & Mariani, J. (2019).
Leveraging data for law enforcement insights. Inves-
tigative analytics. URL: https://www2.deloitte.com/
xe/en/insights/industry/public-sector/law-enforce-
ment-investigative-analytics.html.

Sarzaeim, P., Mahmoud, Q.H., Azim, A., Bauer,
G., & Bowles, I. (2023). A Systematic Review of
Using Machine Learning and Natural Language Pro-
cessing in Smart Policing. Computers, 12, 255. DOL:
https://doi.org/10.3390 /computers12120255.

Teremetskyi, V., Boiko, V., Malyshev, O.,
Seleznova, O., & Kelbia, S. (2023). Electronic
Judiciary in Ukraine: Problems of Implementa-
tion and Possible Solutions. Amazonia Investiga,

12(68), 33-42. DOI: https://doi.org/10.34069/
AT/2023.68.08.3.

Trendall, S. (2019). How the police wants to use
AT and analytics to ‘adopt a public-health approach to
crime. Public Technology. URL : https://cleph.com.au/
index.php/resources/blog/how-police-wants-use-ai-
and-analytics-adopt-public-health-approach-crime.

Yang, F. (2019). Predictive policing.
In Oxford Research Encyclopedia of Criminology
and Criminal Justice. Oxford University Press:
Oxford, UK. DOI: https://doi.org/10.1093/acre-
fore/9780190264079.013.508.

Yu, H., Liu, L., Yang, B., & Lan, M. (2020).
Crime Prediction with Historical Crime and
Movement Data of Potential Offenders Using a
Spatio-Temporal Cokriging Method. ISPRS Int.
J. Geo-Inf. 9, 732. DOI: https://doi.org/10.3390/
1jgi9120732.

Zhang, X., Liu, L., Xiao, L., & Ji, J. (2020).
Comparison of machine learning algorithms
for predicting crime hotspots. [EEE Access, 8,
181302-181310. DOL:  https://doi.org/10.1109/
ACCESS.2020.3028420.

Onvea Kosanvuyk,

xandudam  Qisuxo-mamemamuunux Hayx, doyenm, Odouenm Kagedpu meopii npasa ma
KOHCMuUmMyuionaniamy, 3axionoyxpaincokutli Hayionanohuil yHieepcumem, eyi. Jlveiecoxka, 11,
m. Tepnoninw, Yepaina, 46009, olhakov@gmail.com

ORCID: https://orcid.org/0000-0001-6490-9633

Scopus Author ID: 57782473100

AUTKATAJISALLA ITIPABOOXOPOHHUX OPTAHIB
Y IUOPOBIN TPAHCOOPMAIIIL CYTOYNHCTBA

AHotauis. Mema. JlociizKeH s CIPSIMOBAHO HA BUBYEHHST 0coOIMBOCTEl 1udpoBisallii 1paBooxo-
POHHKX OpraHiB K CKJAagHuKa mudpoBoi TpaHchopMalii cyZ0unHCTBa Ta po3poleH s IHHOBaIIiiHOT
inopmartiitnoi mogeni (IM) ass popmyBanHs HaziliHoro iHbopMartiitHoro sabesneuernst (13) npaso-
OXOPOHHUX opraHiB. OCHOBHUMY 3aBJAHHSMU € aHaJi3 0cobIMBOCTEl IUPOBI3allii AisILHOCTI TPaBO-
OXOPOHHWX OPTaHiB Ta 3aCTOCYBAHHS iHHOBAIIII UIsT CTBOPeHHS HafiiiHoro 13, a Takox (opmymoBaHHs
PEKOMEHIALLI 1110710 3a0e3IeueHHsI HAJIe)KHOTO PiBHS [U(BPOBI3allii IPABOOXOPOHHKX OPTraHiB y KOHTEK-
cri udposoi Tpanchopmarii cygountcTBa. Memoou docaioxcenns. Y nocaiazKeni 6y10 BUKOPUCTAHO
KOMILTTEKCHWI MiKIUCITUTUIIHAPHUHN Ti/IXif, 10 iHTeTrpyBaB pi3HOMaHITHI HaykoBi Metomu. Kommapa-
TUBHUI1 aHAJII3 3aCTOCOBYBABCS /IS OTJISLY JITEPATYPHUX JIKEPeJl Ta HAsIBHUX HAIPAIOBaHb i3 MUTAHb
1 pooi Tpanchopmaliii mpaBooxoponnoi chepu. CrcteMHMii aHAII3 TO3BOJIUB PETETHHO BUBYUTH CIIe-
1udiky cTBOpeHH: iHhOPMAIiiTHUX CHCTEM [T OpPraHiB mpaBonopsaky. MeTtoaun kiacndikaliii Ta cTpyk-
TypyBaHHSI JAHUX OyJIM 3ajydeHi /uisi aHamnisy pisHux Buis indopmarii, mo 3abesmedye isbHICTD
ITPABOOXOPOHIIIB MiJl Yac MPOBEIECHHS ONEePATUBHO-PO3IIYKOBUX 3aX0/IiB, CJIUNX JIiii, aHAJI3Y 3JI0YMHIB
i poscrizyBanb. MojieTioBaHHsT BUKOPUCTOBYBATIOCS /st pO3pOOJIeHH iHHOBaIiiiHoi IM u1st mpaBooxo-
POHHUX OPTaHiB Ha OCHOBI CHTE3y aBTOPCHKUX MOJIETIEH, 3aTIPOTIOHOBAHKX Y TIOTIEPEIHIX OCIIIPKEHHX.
Mertoz cuHTE3y 103BOJIMB [IOETHATU Ta IHTETPYBATH 111 pillleHHs, 3acHoBaHi Ha ML Ta TexHoJiorisax BeJu-
KWX JTaHuX, B €uny innosatiitny IM y ckmazi indopmariiinoi cucremu (1C) mpaBooXopoHHIX OpTraHiB.
Pesyavmamu. [1i1st 3a0e31iedeHHst HAJIEKHOTO PiBHST U(POBI3allii IPaBOOXOPOHHUX OPraHiB y KOHTEKCTI
1hpoBoi TpaHcdopmaliii cygourHCTBa HEOOXIAHO BpaxyBaTh Taki acrektu: I. 3abesnednTu AiaKuTai-
3allifo MisSTHHOCTI MPaBOOXOPOHHKX OpraHiB Ta mocTiiine Brockonanenns 13; I1. Hamarogut pozpobien-
HsT HOBHX METO/[iB Ta HECTAI[IOHAPHUX ITIAXO/IIB 10 aHAI3Y IPOOJIEM 3II0YHHHOCTI HA OCHOBI AHATI THYHIX
METOIiB Ta inHoBaniitnux Texuosoriit; 111, [laa sailicHeHHs HaNEKHOTO PABOCY/Ist PO3POOUTH HajiliHe
13 paBOOXOPOHHIX OPTraHiB, 110 3a6e3MeUnTh ePeKTUBHY B3AEMOJIIIO CY/IiB 1 MPABOOXOPOHHIX OPTaHiB Ha
pisHuX craigx cynounHctsa; [V. s hopmyBanHs eeKTHBHUX cTpaTeriii il IPaBOOXOPOHHUX OPTaHiB
HAJIeXKUTb CTBOPUTU NpUKIaaHi [M Ha OCHOBI aHAMITUKY aHUX Ta HOBITHIX TEXHOJOTIH, Takux g9k ML,
big data and AL, V. Biockonaiutu Hasisre [3 kiGepsaxucty /s rapaHTyBaHHsA KOH(iAeHIiiHOCTI i 1itic-

51



5/2023
ADMINISTRATIVE LAW AND PROCESS

HocTi indopmartii, 3axucTy Bit BuTOKiB anux; VI. BukopructoByBaTi TEXHOJIOTIT BEINKUX JTAHUX T TIPE/T-
WKTUBHOI aHATITHKY JIJ/IST BUSIBJIEHHST 3aKOHOMiPHOCTEN i TPOTHO3YBAHHS 3JI0YNHHOCTI HAa OCHOBI BeJH-
4e3HUX MacUBiB pisHoMaHiTHOI iHGopmaii; VIIL. BukopucroByBary iHHOBaIiiiHi IHCTPYMEHTH Ta METON
DO3CJIlyBaHHS Ha OCHOBI aHAJITHKHU JAHKX [UIsI IIOI0JIaHHST 0OMEKEHDb PECYPCIB IPABOOXOPOHHKX Opra-
Hi; VIIL. Pospo6uru inHosaiiiini IC aist oprauisanii, ananisy, sbepiratts ta npeacrasieHHs ganux; 1X.
Viockonamutu mpaBosi Hopmu Bukopuctantst 1T s 3abesneuenns iHGOpMALiiiHOL AiSIBHOCTI TPaBO-
OXOPOHHUX OPTaHiB BiMoBiHO 110 cTanaaptiB €C. Bucnosxu. [ludbposa Tpancdopmartis mpaBooXopoH-
HUX OPraHiB IIOKJINKaHa 3a0e3I1eYNTH OIePATUBHICTh pearyBaHHsl Ha 3JI0YMHHICTh, SIKICTh PO3CJIIyBaHb
i 1IPO30PICTh HA TUISAXY /IO €JIEKTPOHHOTO cyaoYnHCTBA. OCHOBHUMM BUKJIMKaMu st popmyBanus 13
€ mpobJieMH 3 iHTErparieio Janux i3 pisHuX JKepes Ta BiAcyTHICTh iHHOBaIiiHuX [M 17151 posmmpenol
aHAMTUKY JaHuX. BpoBapkeHnHa HOBITHIX TEXHOIOTIN 00pobaeHns nannx, sk-or ML, Al Ta amamiTukn
BEJIMKKX JAHUX, MOJKE OMOMOITH [IPABOOXOPOHHUM OPraHaM MO0JAaTH OOMEKEHHS PECYPCIB, BUSIBJISITH
MIPUXOBAHI 3B’SI3KM MiXK JAHUMU Ta ITPUCKOPUTU POZKPUTTS 3JI0YUHIB. 3arPOTIOHOBAHIIT 1HHOBATIIHHWIT
KOMIIJIEKCHIH TTi/IXi7 10 hopmyBaHH: [3 Moske cTaTt OCHOBOIO /715 TiABUIIEHHS e(heKTHBHOCTI [iSITTBHOC-
Ti IPABOOXOPOHHKX OPraHiB y MesKax 3arajibHoi 1indposisaltii Cyl0uMHCTBA.

Kmouogi ciosa: nndposa tpancdopmaliisi, Cy[04MHCTBO, IPABOOXOPOHHI OpraHu, MPaBoOBi HOPMH,
inopmaniitni TexHoJorii, inopmariiiHa cucrema, iHpopmatiiiiHe 3abesnederns, Kibepoesiexa, Cy/.
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