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PRINCIPLES OF INFORMATION
AND COMMUNICATION SUPPORT
FOR EDUCATIONAL PROCESS IN UKRAINE

Abstract. Purpose. The purpose of the article is to reveal the principles of information
and communication support for the educational process in Ukraine, relying on a comprehensive analysis
of the theory of administrative and information law, systematisation of legal regulations and determination
of practical activities of the actorsinvolved in the educational process. Results. In the article, it is determined
that the principles of information and communication support for the educational process in Ukraine are
the fundamental provisions and ideas governing the basis of and trends in the regulating of administrative,
information and communication relations in education, ensuring systematic and consistent legal provisions
on the use of information and communication technologies in the educational process, and guaranteeing
the exercise of educational and information rights and freedoms of participants in the educational process.
Conclusions. 1t is concluded that the system of principles of information and communication support
for the educational process in Ukraine is based on constitutional provisions and special legislation,
which creates a solid legal basis for regulating the use of information and communication technologies in
education. The principles of information and communication support for the educational process in Ukraine
are primarily aimed at ensuring equal access to educational resources and technologies for all participants,
regardless of their social, economic or physical capabilities. The system of principles of information
and communication support for the educational process in Ukraine is not sustainable, as it should quickly
adapt to changing conditions and individual needs of participants in the educational process. An integral
part of the system of principles of information and communication support for the educational process is
data security, as it is now important to ensure a high level of protection of information and personal data
of participants in the educational process, which is crucial in the modern information society.

Key words: state information policy, information support, information society, information,
coordination, mechanism, education, procedures, actors, technologies.
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1. Introduction

In the modern world, information
and communication technologies (ICTs)
become an integral part of the educational
process. While the digitalisation of education
opens up new opportunities for access to knowl-
edge, interactive learning and collaboration,
it should also be clearly regulated and guided
by appropriate principles to ensure the effec-
tive use of ICT. The COVID-19 pandemic has
highlighted the importance of distance learning
and the use of ICTs in ensuring the continuity
of the educational process.

In the context of rapid technological devel-
opment, it is important to ensure equal access
to educational resources for all participants
in the process, regardless of their place of res-
idence, social status or physical abilities. The
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growing use of ICTs in education is accompanied
by increased cybersecurity risks and the threat
of losing confidential information. Accord-
ingly, the study of the principles of information
and communication support enables the devel-
opment of effective measures to protect data
and information security of the participants in
the educational process.

Leading scholars in the field of adminis-
trative and information law have focused on
the issues of information and communication
support for the educational process in Ukraine:
I.V. Aristova, O.M. Bandurka, K.I. Bieliakov,
0O.V. Dzhafarova, O.Yu. Drozd, T.O. Kolomoi-
ets, V.K. Kolpakov, A.T. Komziuk, V.I. Olefir,
1.V. Panova, S.O. Shatrava, and others.

With due respect to the achievements
of scholars, a new approach is now needed to
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form the theoretical basis and practical imple-
mentation of the updated model of information
and communication support for the educa-
tional process in Ukraine from the perspective
of administrative and information law.

However, the current problems of optimis-
ing the use of resources and providing quality
services at the local level in Ukraine underline
the relevance of research in the field of amalga-
mated territorial communities.

The purpose of the article is to reveal
the principles of information and communi-
cation support for the educational process in
Ukraine, relying on a comprehensive analysis
of the theory of administrative and informa-
tion law, systematisation of legal regulations
and determination of practical activities
of the actors involved in the educational pro-
cess.

2. General approaches to defining princes

In scientific and educational literature,
principles are characterised as the most general
requirements for social relations and partici-
pants thereof, as well as the initial guiding prin-
ciples, starting points that convey the essence
of law and derive from the ideas of justice
and freedom, determine the general direction
and most essential features of the current legal
system (Tsvik, Petryshyn, Avramenko, 2009,
pp. 197-198).

The concept of "principle” in Latin means
"beginning”, "primary basis", "primacy". Since
ancient times, the principle has been considered
the foundation of any social system (including
the legal system), the requirements thereof
applying to all phenomena that belong to this
system. The principles do not formulate specific
rights and obligations and are not always backed
by specific legislative sanctions, but the nature
of the state itself (democratic, totalitarian, etc.)
can largely determine the principles on which
the legal order is based (Tsvik, Petryshyn, Avra-
menko, 2009, pp. 197-198).

The leading role of principles is ensured
by their direct or indirect enshrining in legal
provisions. Principles that are not enshrined
in legal provisions are ideas of law and belong
to the sphere of legal consciousness. These ide-
as-principles precede the creation of a system
of law. Principles of law may be explicitly stated
in legislation or may be derived from its general
meaning. Although in most cases the principles
are directly enshrined in preambles and gen-
eral articles of legal regulations, it is necessary
to develop and specify them in separate rules
of conduct. Moreover, the principles become
a guideline for law-making and law enforce-
ment activities of state bodies, an indisputable
requirement for such activities (Tsvik, Petry-
shyn, Avramenko, 2009, pp. 197-198).
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If the scope is narrowed down to informa-
tion law, for example, I.V. Panova understands
the principles of information law as fundamen-
tal (basic) ideas, provisions, requirements that
characterise the content of information law,
reflect the laws of its development and deter-
mine the directions and mechanisms of regu-
lating social relations in the information sector.
The principles of information law of Ukraine
are based on the provisions of the main consti-
tutional provisions that enshrine information
rights and freedoms, guarantee their exercise, as
well as on the specific features and legal proper-
ties of information as an object of legal relations
(Panova, 2009, pp. 41-48).

According to T. Katkova, the principles
of information law are the rules and ideas
enshrined in the legal provisions governing
information relations which define the essence
and content of information law, make its rules
and institutions systemic, and enable consider-
ation of the integrity of the mechanism of reg-
ulating information relations in society. Princi-
ples and provisions are closely interconnected,
as evidenced by the fact that principles are
necessarily reflected in legal provisions, which
in turn shall be consistent with legal principles
(Katkova, 2019).

Therefore, we argue that the principles
of information and communication support
for the educational process in Ukraine are
the fundamental provisions and ideas govern-
ing the basis of and trends in the regulating
of administrative, information and communica-
tion relations in the field of education, ensuring
systematic and consistent legal provisions on
the use of information and communication tech-
nologies in the educational process, and guar-
anteeing the exercise of educational and infor-
mation rights and freedoms of participants in
the educational process.

The principles of information and commu-
nication support for the educational process
in Ukraine are based on constitutional provi-
sions, allow for the peculiarities of information
as an object of legal relations and the specif-
ics of the subjects of the educational process,
and are aimed at creating an effective, trans-
parent and accessible educational environment
through information and communication tech-
nologies.

3. Legal and regulatory framework for
the educational process in Ukraine

Article 6 of the Law of Ukraine "On Edu-
cation" stipulates that the principles of public
policy on education and the principles of edu-
cational activity are: human centredness; rule
of law; ensuring the quality of education
and the quality of educational activity; ensur-
ing equal access to education without discrim-
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ination on any grounds, including disability;
development of an inclusive educational envi-
ronment, including in educational institutions
that are most accessible and close to the place
of residence of persons with special educational
needs; ensuring universal design and reasonable
accommodation; scientific nature of education;
diversity of education; integrity and continuity
of the education system; transparency and pub-
licity of making and implementing management
decisions; responsibility and accountability
of educational authorities and educational insti-
tutions, other actors of education to the society;
institutional separation of control (supervision)
functions and functions of ensuring the activi-
ties of educational institutions; integration with
the labour market; inseparable connection with
world and national history, culture, national
traditions; freedom to choose the types, forms
and pace of education, educational programme,
educational institution, other actors of edu-
cation; academic integrity; academic freedom;
financial, academic, personnel and organisa-
tional autonomy of educational institutions
within the limits established by law; human-
ism; democracy; unity of education, upbring-
ing and development; formation of patriotism,
respect for the cultural values of the Ukrain-
ian people, its historical and cultural heritage
and traditions; formation of a conscious need
to comply with the Constitution and laws
of Ukraine, intolerance of their violation; forma-
tion of respect for human rights and freedoms,
intolerance of humiliation of honour and dig-
nity, physical or psychological violence, as well
as discrimination on any grounds; formation
of a conscious need to observe the Constitution
and Laws of Ukraine, intolerance to their viola-
tion; formation of the civic culture and culture
of democracy; formation of the culture of healthy
lifestyles, environmental culture and caring
attitude to the environment; non-interference
by political parties into the educational pro-
cess; non-interference by religious organisa-
tions into the educational process (except for
instances established by this Law); versatility
and balance of information on political, world-
view and religious issues; public-social gov-
ernance; public-social partnership; public-pri-
vate partnership; promoting life-long learning;
integration into the international educational
and scientific space; intolerance to corruption
and bribery; affordability of all forms and types
of educational services offered by the State for
every citizen. Education in Ukraine should be
built on the principle of equal opportunities for
all (Law of Ukraine On Education, 2017).

This system of principles is very voluminous
and does not apply to the process of information
and communication support.

In the course of the analysis of legal reg-
ulations, V. Savishchenko concludes that
the principles of education can be classi-
fied according to three criteria: pedagogical,
socio-political and axiological. The pedagogical
criterion is determined by the level of knowl-
edge of the regularities of the processes of edu-
cation and upbringing; the socio-political cri-
terion is determined by the level and direction
of development of society, public policy on edu-
cation; the axiological criterion is determined
by the priority moral and ethical values (Sav-
ishchenko, 2016, pp. 127-130). Comparison
of the principles of education of the current legis-
lation with the developed principles of didactics
has enabled the scientist to argue that the legal
regulations do not reflect all the principles that
meet the current level of pedagogical science
and the needs of society and the state. These
are the principles of: pedagogical emphasis,
systematicity and consistency, consciousness,
encouragement, accessibility, continuity of edu-
cation, diversity of education, strength, cooper-
ation, competence, public awareness, freedom
and pluralism, and the priority of education in
the life of society and the country. The imple-
mentation of educational ideals and principles
involves the creation of socially accepted rules
of conduct and their regulatory and legal frame-
work through relevant regulations. Each prin-
ciple of education is based on the complement
of the previous one, and they all exist effectively
only in interaction and absolute integrity. Fail-
ure to respect individual principles of education
can lead to its destruction (Savishchenko, 2016,
pp. 127-130).

According to T. Maiboroda, the basic
and specific principles typical for state reg-
ulation in general and the education sector
ensure the following: efficiency, which implies
the provision of quality educational services
and obtaining the final economic effect asaresult
of state intervention in the form of positive
socio-economic externalities; fairness, which
implies that the state ensures equal conditions
of education and access to it for different social
categories of citizens (i.e., an inclusive environ-
ment without any signs of discrimination on
the basis of humanism and democracy); — sta-
bility at the macro and micro levels, which is
manifested in ensuring sustainable development
of society and the state, establishing cross-sec-
toral partnerships and integration; systematic-
ity, i.e. the use of comprehensive state regulatory
tools, with due regard for the impact on other
areas of economic activity (including the labour
market); adequacy, which is manifested in mon-
itoring and assessing the feasibility of individual
measures and actions by the state and adjusting
them in accordance with the environment; opti-
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mality, i.e. the balanced use of administrative
and economic measures of direct and indirect
influence; gradual and phased implementa-
tion of state regulatory measures and possible
changes (Maiboroda, 2019, pp. 54—55).

With the consideration of the special leg-
islation and the perspectives of scientists, we
believe that the system of principles of informa-
tion and communication support for the educa-
tional process in Ukraine is based on the follow-
ing principles

— accessibility;

— continuity of learning:

— interactivity:

— adaptability;

— innovation;

— security;

— transparency,

— integration;

— personalisation;

— cooperation;

— environmental friendliness;

— legal compliance.

4. Conclusions

In general, the system of principles
of information and communication support for
the educational process in Ukraine is based on
constitutional provisions and special legisla-
tion, which creates a solid legal basis for regu-
lating the use of information and communica-
tion technologies in education. The principles
of information and communication support for
the educational process in Ukraine are primar-
ily aimed at ensuring equal access to educa-
tional resources and technologies for all partic-
ipants, regardless of their social, economic or
physical capabilities. The system of principles
of information and communication support for
the educational process in Ukraine is not sus-
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tainable, as it should quickly adapt to chang-
ing conditions and individual needs of partic-
ipants in the educational process. An integral
part of the system of principles of information
and communication support for the educa-
tional process is data security, as it is now
important to ensure a high level of protection
of information and personal data of partici-
pants in the educational process, which is cru-
cial in the modern information society.
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TIPUHITUITN IHOOPMAIIMTHO-KOMYHIKAIIITHOTO 3ABE3IIEYUEHHS

OCBITHBOTO IIPOIIECY B YKPAIHI

Anoraris. Mema ctatTi TIOJSITaE B TOMY, 100 Ha OCHOBI KOMIIEKCHOTO aHaJi3y Teopil aaMiHicTpa-
TUBHOTO Ta iH(OPMAILIHOTO PpaBa, CHCTeMaTH3allii HOPMATUBHO-TIPABOBHX aKTiB, TA BU3HAYEHHS IIPAK-
THYHOT AisJIbHOCTI Cy6’€KTIB OCBITHBOTO MPOIIECY, PO3KPHUTH MPUHIIUIIN iH(MOPMaIiiHO-KOMYHIKaI[iiiHOTO
3a0e31eueH s OCBITHBOTO IIPOIeCy B YKpaiHi. Pezyavmamu. Y cTarTi BUSHAUEHO, 110 IPUHIMIN iHDOP-
MalliiiHO-KOMYHIKalliliHOrO 3abe3IieueHHs OCBITHBOIO Mpolecy B YKpaidi — 1ie (hyHIaMeHTaIbHI 100~
JKEHHsI Ta ijiel, 1[0 BUBHAYAIOTh OCHOBU Ta HAMPIMKY PEryJIIOBAHHS a[MiHICTPATUBHUX, iH(DOPMAIITHIX
Ta KOMYHIKallifiHuX BifHOCHH y cepi 0CBiTH, 3a0€311€4yI0Th CHCTEMHICTh Ta Y3TOMKEHICTh IPABOBUX
HOPM, 1110 PEryJII0I0Th BUKOPUCTaHHS iH(OPMAILiitHO-KOMYHIKaI[ IHUX TEXHOJIOTIii B OCBITHbOMY TIpOTIEci,
Ta TapaHTyIOTh Peasisaliio OCBITHIX Ta iHpopMaIiiiHiX mpaB Ta cBOOO/ yYaCHUKIB OCBITHBOTO TIPOIIECY.
Bucnosxu. 3pobiieHO BUCHOBOK, 110 CUCTeMa IIPUHIUIIE iHGOpMaIliiHO-KOMYHIKaliiHOro 3a0e3iedeH-
HsI OCBITHBOTO TIPOIECY B YKpaiHi 6a3yeTbcsi Ha KOHCTUTYL[IHHUX TOJIOKEHHSIX Ta CHElialbHOMY 3aK0-
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HOJIABCTBI, 1[0 CTBOPIOE MIIHUI MPaBOBUI (DYHIAMEHT JIJIsT PETYJIIOBAHHS BUKOPUCTaHHS iH(OpMaIriii-
HO-KOMYHIiKalifiHux TexHosmoriii B ocsiri. [Ipuipanm indopmaiiiino-KoMyHiKaiiiiHoro 3abesneueHHs
OCBITHBOTO IIpoIleCy B YKpaiHi, B 11epIily yepry, CpsAMOBaHi Ha 3a0e31eueHH s PIBHOTO JOCTYITY 10 OCBITHIX
PecypcCiB Ta TEXHOJIOTII /IS BCIX YUYACHUKIB, HE3JIE3KHO BiJl IXHIX COIia/IbHUX, EKOHOMIYHUX YN (Di3UIHUX
Mok mBocteil. CucreMa IPUHIUIIB iHMOPMAIIHHO-KOMYHIKaI[IITHOTO 3a0e311e4eHHsT OCBITHBOTO IIPOIe-
cy B YKpaiHi He € cTaJol0, a/i;Ke OBUHHA IIBUIKO aalTyBaTUCS /10 3MIHHUX YMOB Ta iHWBITyaJbHUX
notpeb yYacHUKIB OCBITHBOTO mpotiecy. HeBix'eMHOO CKIaIoBOI0 CHCTeMH TIPUHIIUITB iH(hopMaltiiiHo-
KOMYHIKaI[iifHOTo 3a06€3MedeH st OCBITHBOTO MpoIiecy € Ge3reKa JaHuX, ajke HUHI BAKJINBO 3a0€3MeYnTH
BUCOKUI1 piBeHb 3axucTy iH(OPMAILT Ta 0COOUCTUX JAHUX YYACHUKIB OCBITHBOT'O TIPOIIECY, L0 € KPUTUYHO
BaKJIMBYM B YMOBAX Cy4acHOTO iH(OpMaIiitHOTO CyCIiTbCTBa.

Kiouosi cioBa: jepkasHa iHbopMaliiiiHa nosituka, iHdopmaiiiine sabesneuenns, iHopmariiine
CYyCIIBCTBO, IHPOPMALLisl, KOOPAUHALLSL, MEXaHI3M, OCBITa, IPOLELYPH, CY0O'€KTH, TEXHOJIOTII.
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