6/2023
INFORMATION LAW

UDC 342.721
DOIT https://doi.org/10.32849,/2663-5313/2023.6.14

Andrii Kolesnikoov,

PhD in Economics, Associate Professor at the Department of Security and Law Enforcement,
West Ukrainian National University, 11, Lvivska Street, Ternopil, Ukraine, postal code 46009,
Kole.ua@gmail.com

ORCID: orcid.org/0000-0003-3064-4133

Kolesnikov, Andrii (2023). State Policy of Ukraine in the Field of Justice Digitalization.
Entrepreneurship, Economy and Law, 6, 78—82, doi https://doi.org/10.32849/2663-5313,/2023.6.14

STATE POLICY OF UKRAINE IN THE FIELD
OF JUSTICE DIGITALIZATION

Abstract. Purpose. The purpose of the article is to study the state policy of Ukraine in the field of justice
digitalization and substantiate the ways of its further development. Research methods. The structure
of the article involves solving analytical, theoretical, and prognostic tasks. The tasks require the use of certain
research methods and scientific materials. The study of the shortcomings in the implementation of the state
policy of digitalization of justice is carried out using the problem-search method. The regulatory framework
analysis of the digitalization of justice is carried out using structural-functional and systemic methods. The
author used the method of abstraction, which made it possible to highlight important aspects that needed
to be addressed while studying certain problems of the Unified Judicial Information Telecommunication
System. The author applied the method of scientific generalization to substantiate the conclusions. Results.
The article examines the relevance of integrating the latest information technologies into the judicial system
of Ukraine to increase its efficiency, transparency, and accessibility to citizens. The article described the key
aspects of the digital transformation of justice which include the implementation of the Unified Judicial
Information and Telecommunication System and cybersecurity. The author emphasizes the need to improve
the digital literacy of judges and judicial officers for the successful implementation of digital reforms. It
is noted that such measures will facilitate the effective exchange of data between different authorities,
increase public confidence in the judiciary, and ensure equal access to justice for citizens. Conclusions. The
modern development of the judicial system requires the introduction of the latest information technologies
to increase the efficiency, transparency, and accessibility of justice for citizens. The digital transformation
of justice has the potential to fundamentally change the traditional model of legal services, ensuring synergy
between the latest technological capabilities and legal instruments for protecting human rights and freedoms.
The implementation of the Unified Judicial Information and Telecommunication System and cybersecurity
are critical to creating a single information space for judicial proceedings, which will facilitate the rapid
exchange of data and increase trust in the judiciary. It is also important to focus on improving the digital
literacy of judges and judicial officers, which is essential for the successful implementation of digital reforms
in the justice sector.
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1. Introduction

Forming a state policy for the digital trans-
formation in the justice administration is
a relevant and strategically important task. It
is required to ensure the effective functioning
of the judicial system, to increase access to jus-
tice and its transparency, as well as to strengthen
public trust in the judiciary. This involves a sys-
tematic approach, which includes legislative
initiatives, technological innovations, educa-
tional programs, and public engagement.

The digital transformation of judicial pro-
ceedings involves the comprehensive implemen-
tation of innovative technologies in all areas
of court activities, from electronic document
management to the use of artificial intelligence
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for analyzing judicial practice. This allows for
optimizing court processes, increasing their effi-
ciency and responsiveness, providing conven-
ient and quick public access to justice, as well as
reducing the workload on judges and court staff.

We have previously investigated certain
aspects of justice digitalization (Bryntsey,
2016).

Methods. The structure of the article aims
to solve analytical, theoretical, and prognostic
tasks, requiring the use of specific research meth-
ods and scientific materials. The author studied
disadvantages in implementing the state justice
digitalization policy using the problem-search
method. The analysis of the legal framework for
justice digitalization was carried out using struc-
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tural-functional and systemic methods. When
examining specific issues of the UJITS function-
ing, the abstraction method was used, allowing
the identification of important aspects requiring
solution. The scientific generalization method
was used to substantiate the conclusions.

The article aims to investigate Ukraine's
state policy in the field of justice digitalization
and substantiate the ways for its further devel-
opment.

Ensuring systematic and logical pres-
entation of the material determined the divi-
sion of the article into the following sections:
introduction, basic principles, implementation
of the Unified Judicial Information and Tele-
communication System, implementation chal-
lenges, development prospects, and conclusions.

Basic Principles

The development of state policy for the dig-
ital transformation in the justice administra-
tion should be based on clear strategic goals
and objectives defined at the highest state
level. Among these, it is worth noting amend-
ments to the Law of Ukraine "On the Judiciary
and the Status of Judges." The amendments
concern additional informing of court parties
through the Unified State Web Portal of Elec-
tronic Services and the "Diia" mobile applica-
tion (Pro vnesennia zmin do Zakonu Ukrainy
"Pro sudoustrii i status suddiv", 2022).

One of the key directions of the state poli-
cy's digital transformation should be the attrac-
tion of citizens to more intensive use of the elec-
tronic justice system. This activity involves
ensuring the ability to file claims, complaints,
petitions, and other procedural documents
electronically, conducting court hearings via
videoconferencing, maintaining electronic case
files, and electronic document management.
Currently, the Ministry of Digital Transfor-
mation is working on updating the concept
of an electronic court, which will allow citizens
to have even more digital functions. At present,
around 50,000 court employees and more than
6.7 million citizens, notaries, lawyers, investi-
gative bodies, and business representatives use
electronic court services. The number of court
decisions reviewed in the period 2021-2023

amounted to 16,904,405 (Tsyfrovizatsiia
sudovoi sfery).
Special  attention  requires  creating

and developing the information and commu-
nication infrastructure of the judicial system.
State policy should provide for the elaboration
of a unified judicial information and telecom-
munication system that would ensure uninter-
rupted data exchange between courts, public
authorities, and other participants in the judi-
cial process. This requires the implementation
of modern secure electronic document manage-

ment systems, the development of data process-
ing centers, the introduction of cloud technol-
ogies, etc.

An important sphere of state policy is ensur-
ing information security and cybersecurity in
the judicial system. State policy should pro-
vide for the development and implementation
of effective mechanisms to protect the infor-
mation resources of courts from unauthorized
access, cyber-attacks, viral threats, and other
cyber incidents. This requires the creation
of specialized cybersecurity units, the intro-
duction of modern intrusion detection and pre-
vention systems, means of cryptographic infor-
mation protection, and the development
of cybercrimes response plans.

The development of state policy on the use
of artificial intelligence and big data analytics in
legal proceedings also requires attention. These
technologies can significantly increase the effi-
ciency of judges and court staff by helping them
quickly find and analyze relevant case law, iden-
tify potential risks and trends, and make predic-
tions. Currently, an element of such a policy is
the Concept for the Development of Artificial
Intelligence in Ukraine. The document has
a separate subsection dedicated to the admin-
istration of justice (Kontseptsiia rozvytku
shtuchnoho intelektu v Ukraini, 2020).

An important aspect is also the creation
of a unified information space for legal pro-
ceedings by integrating the information sys-
tems of courts, registers, cadastres, and other
state information resources. This will ensure
the prompt exchange of data between var-
ious authorities, contribute to the effective
and immediate consideration of court cases,
and increase the level of information openness
in courts.

2. Implementation of the Unified Judicial
Information and Telecommunication System

One of the main steps in justice digitali-
zation was the adoption by the High Council
of Justice of the "Regulation on the Procedure
for the Functioning of Separate Subsystems
(Modules) of the Unified Judicial Informa-
tion and Telecommunication System" (Zurian,
2020) (the Regulation). The system was created
with the aim of: "forming a single information
space for bodies and institutions of the justice
system; inter-agency circulation of information,
its exchange; ensuring maximum transparency
and accessibility of the justice system for soci-
ety; accelerating the consideration of court cases
and proceedings; automation of work; transi-
tion to digital versions of documents in court
proceedings; digitization of court archives; pro-
viding users of the UJITS with quick access to
information, taking into account access rights;
ensuring confidentiality, integrity, and avail-
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ability of information in the UJITS; uniform
application by courts of substantive and proce-
dural law, practices of organizing judicial pro-
ceedings” (Teremetskyi, Duliba, 2023, p. 133).

The regulation defines 20 main functions.
Implementation of those functions will contrib-
ute to the digitalization of the justice system.
The overall UJITS system implies the exist-
ence of three modules: the "Electronic Cabinet"
subsystem, the "Electronic Court" subsystem,
and the videoconferencing subsystem. The con-
cept of UJITS is defined as "a set of information
and telecommunication subsystems (modules)
that ensure the automation of processes of activ-
ity of courts, bodies and institutions in the jus-
tice system defined by legislation and this Reg-
ulation, including document flow, automated
distribution of cases, exchange of documents
between the court and participants in the court
process, recording of the court process and par-
ticipation of participants in the court session
via videoconference, compilation of operational
and analytical reports, provision of informa-
tion assistance to judges, as well as automation
of processes that ensure financial, material,
organizational, staff, information and telecom-
munication and other needs of UJITS users"
(Zurian, 2020).

The full construction of the UJITS mod-
ules is defined in the Concept of the Program
for Informatization of Local and Appeals Courts
and the Project for the Construction of the Uni-
fied Judicial Information and Telecommunica-
tion System for 2022-2024, which outlines a list
of 17 functionalities: subsystems ("Electronic
Cabinet", "Electronic Court", electronic doc-
ument flow, personnel management and finan-
cial and economic activities, "Judge's Dossier”,
automated case distribution, "Judicial Power
Contact Center”, "Electronic Archive", "Case
Law", analytics, statistics, planning, reporting,
"Open Data Sets"), modules (recording ses-
sions with technical means, providing video
broadcasts and videoconferencing, automated
interaction with other automated systems,
"Information Security and Access Manage-
ment") and other functionalities (web portal
Judicial Power of Ukraine, Unified State Reg-
ister of Judgments (USR]J), Unified State Reg-
ister of Enforcement Documents (USRED),
etc. (Kontseptsiia prohramy informatyzatsii
mistsevykh ta apeliatsiinykh sudiv, 2022). At
the same time, the author agrees with research-
ers who extend the phenomenon of electronic
courts beyond the UJITS. Digital court ensures
the use of various technologies for the adminis-
tration of justice, which is broader than the per-
ception of a separate UJITS module (Rusanova,
2021, p. 241). Thus, this tool is an integrated
communication system that creates a new infor-
mation space in the administration of justice
and expands the possibilities for protecting
human and civil rights and freedoms.
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The full implementation of UJITS requires
more systematic legislative regulation, taking
intoaccount the specifics of remote and electronic
justice, especially in conditions of martial or
emergency law (Oliinychuk, Oliinychuk, Kole-
snikov, 2021). At the same time, an important
criterion for the effective functioning of remote
justice is maintaining a balance between ensur-
ing the right to access to justice and guaranteeing
the safety of participants in the legal process.

3. Implementation Challenges

Despite certain measures to update tech-
nical means and develop the Unified Judicial
Information and Telecommunication System
(UJITS) in previous years, the level of provision
of informational means in courts and institu-
tions of the justice system remains insufficient.
The Concept of the Program for Informatization
of Local and Appeals Courts and the Project for
the Construction of the Unified Judicial Infor-
mation and Telecommunication System states
that this indicator was about 82% of the nor-
mative need. In particular, only 82% of judges
are provided with personal computers, and 67%
of courtrooms are equipped for audio/video
recording and video conferencing tools.

A significant part of the existing equip-
ment (over 42%) has been in use for 6 or more
years, which creates risks of failure due to
aging and the inability to repair (Kontseptsiia
prohramy informatyzatsii mistsevykh ta apeli-
atsiinykh sudiv, 2022). Network equipment is
mostly represented by low-speed devices with-
out proper information security. The software is
also morally outdated and does not allow for full
automation of court activities.

Another problem is that interaction with
state registers takes place through separate
modules instead of a single node. The existing
systems do not meet the requirements for tech-
nical information protection.

An important issue that does not allow for
a proper level of informatization and implemen-
tation of UJITS is insufficient funding for both
capital and operating expenditures.

O. Bryntsev notes that one of the most impor-
tant problems in e-justice today is the mismatch
between information technologies and proce-
dural rules. This hinders the domestic judicial
system from transitioning to a qualitatively new
information technology level (Bryntsev, 2016).

From a systematic approach, the author
notes that the judicial system was institu-
tionally unprepared for the implementation
of the initially planned 13 UJITS subsystems.

The issues of digital literacy among judges,
court staff, and other participants in the judicial
process deserve special attention. State policy
should provide for the development and imple-
mentation of training and retraining programs
in digital technologies application, as well as
measures to promote and explain the advan-
tages of the digital transformation of justice.
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4. Development Prospects

At the same time, we agree with the position
of S. Kravtsov, S. Pravnyk and L. Moshura that
solving the issues of technical support and liter-
acy of judges and court staff will not determine
a potential breakthrough in the use of the e-jus-
tice system. To reach the breakthrough, it is nec-
essary to implement state programs to improve
the digital literacy of the population, including
the use of the latest judicial services (Kravtsov,
Pravnyk, Moshura, 2021, p. 227). Today, some
projects for using digital services are being imple-
mented in the administration of justice, but they
are not popular among the general population.

The key result of the digitalization of justice
is the minimization of paper-based document
flow. Currently, documents received through
the electronic cabinet require mandatory printing
and storage in paper form, which negates the key
advantage of electronic justice — the protection
of human and civil rights and freedoms in digital
format. The further development of electronic
justice aims to eliminate the need for paper form
of documentation and the administration of elec-
tronic justice exclusively in digital format. Such
result necessitates the development of additional
information protection tools and amendments to
the normative documents regulating the imple-
mentation of electronic justice.

Another prospect of digital technologies in
the justice administration is the potential use
of artificial intelligence. While AT use as a inde-
pendent judge is not timely and can’t be a subject
of discussion in the near future, it can be used
as an auxiliary tool in the practice of Ukrainian
judicial proceedings in the near future (at least in
atest mode). One of such application is the imple-
mentation Al to solve partially the court sec-
retary's functions, including: court summons
and notices; checking the presence and absence
of persons; technical recording of court hearings;
keeping a record of court proceedings; sending
copies of court decisions; issuing writs of execu-
tion; arranging case files; preparing information
on cases scheduled for consideration; and com-
pliance with internal labor regulations [Zurian,
2020, pp. 176-177].

3. Conclusions

The current development stage of the judicial
system requires the integration of cutting-edge
information technologies to enhance the effi-
ciency, transparency, and accessibility of justice
for citizens. The digital transformation of justice
has the potential to radically change the tradi-
tional model of providing legal services. This
will ensure a symbiosis of advanced technolog-
ical capabilities and legal instruments for pro-
tecting the rights and freedoms of individuals
and citizens. The implementation of such a pol-
icy will improve the efficiency, responsiveness,
and transparency of the judicial system, ensure
equal public access to justice, and strengthen
public trust in the judiciary.

The implementation of the Unified Judi-
cial Information and Telecommunication Sys-
tem and ensuring cybersecurity are critically
important steps towards creating a unified
information space for judicial proceedings.
These achievements will facilitate prompt data
exchange and increase public trust in the judi-
ciary. It is also necessary to enhance the digital
literacy of judges and judicial staff, which is cru-
cial for the successful implementation of digital
reforms in justice system.
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JIIEP;KABHA IIOJITUKA YKPATHU Y COEPI [IUDPOBI3AIIIL

PABOCY/IJIST

Anotauis. Mema. [locsijukeHHst iepKaBHOI MOMITHKY YKpainu y cdepi 1mmdposisaiti mpaBocyyist
Ta O6lg)yHTyBaHH${ IUISAXIB il TofasbIoro possuTky. Memoou docnidvcenns. 11o0ynoBa CTpyKTypu CTarTi
repe1dayae BUPIIEH s aHAITUYHIX, TEOPETHYHUX, Ta POrHOCTUYHIX 3aBJaHb, 1[0 3yMOBJIOE HEOOXITHICTD
BUKOPHCTAHHST OKPEMUX MeTO/IiB HAYKOBOTO JIOCJIJKEHHS Ta HAyKOBUX MaTepiasiB. /loc/IijukeHHsT HeIOMIKIB
peasmiartii iep:kaBHOI TIOMTHKI TUGPOBI3aIlii TPABOCY/UTS 3MHICHEHO 3 BUKOPHCTAHHSIM MPOOIEMHO-TIOMIYKO-
BOTO METO/LY. AHAJII3 HOPMATHBHO-TIPaBOBOI Oas3u IM(POBizalLii MPABOCY/IA 3AHCHEHO 3a I0OMOTOIO CTPYKTYP-
HO-(DYHKILIOHATIBHOTO Ta CCTEMHOTO MeTO/iB. [Ipu JoCIiKeHH I OKpeMuX 1po0ieM (DYHKIIOHYBaHHSI gCITC
BUKOPHCTAHO METO]T abCTParyBaHHsl, 10 J03BOJINIIO BHOKPEMHUTH BKJIMBI aCIIEKTH, 1110 TIOTPEOYIOTh BUPIIIEH-
Hst. [lpu 06rpyHTYBaHHI BUCHOBKIB BUKOPUCTAHO METOJl HAYKOBOIO y3arajibHeHHs. Pesyomamu. Y crarti pos-
TJISIIAETHCS aKTYATBHICTD IHTErpartil HOBITHIX iH(OPMAITiTHIX TeXHOJOTIH Y CY/IOBY CHCTeMY YKpaiHW IS TTiji-
BUIIEHHS i1 e)eKTUBHOCTI, TIPO30POCTI Ta IOCTYIHOCTI /151 TpoMajistH. OIMICYIOThCS KITIOUOBI aCTIeKTH I1hPOBOi
TpancdopMartii TpaBoCy7UIs, BKIIOYAIOYN BIPOBA/FKEHHsT €MHOT ¢y10B01 iHPOPMAILITHO-TeIeKOMYHIKAITHOT
crcTemu Ta 3abesnedents Kibepoesnexn. HaromonnyeTrbest Ha HeoOXIIHOCTI MiBUITIEHHST IM(POBOI rPaMOTHOC-
Ti CyJUIiB Ta TIPAI[iBHUKIB CY/I0BOI CUCTEMU JIJIs YCIIIIHOTO BIPOBAJLKEHHS 1IMGPOBHX pehopM. 3azHaueHo, 1110
TaKl 3aXO/IH CIPUATUMYTb e(DEKTHBHOMY OOMIHY JIaHUMU MiK PISHUMU OpraHaMy BJIa/IH, TABULIEHHIO PIBHSI
JIOBIPH CYCITJIBCTBA JI0 CY/IOBOI TIIKK BJIajin Ta 3abe3redarh PIBHUI I0CTYIT TPOMAISH 10 MpaBocyyist. Bucho-
6xu. CydacHHIT PO3BUTOK CY/IOBOI CUCTEMHU BHMAra€ BIPOBA/UKEHHS HOBITHIX iH(OPMAIIIFTHAX TeXHOJIOTII /115t
TT/BUIIEH S eheKTHBHOCTI, TIPO30POCTI Ta IOCTYITHOCTI TTpaBocy st uist rpoma/istH. [ndposa tpancdopmartist
HPABOCY/IS MA€E MOTEHITiA KAPMHAIBHO 3MIHIUTU TPAAULIAHY MOJIE/b HAAHHST IIPABOBUX TIOCIIYT, 3abe3edy-
104N CHHEPTiT0 Mi’K HOBITHIMU TEXHOJIOTTUHUMI MOKJITBOCTSIMH Ta TIPABOBUMH iHCTPYMEHTAMH 3aXVICTY TIPaB
i cBobo oI, Briposapkenns €11uHoi cya0Boi iHpopMaIliiiHo-TeeKOMYHIKaIiiiHOT CCTeMH Ta 3a0e3TedeH-
Hs1 KibepOesIieKH € KpUTHYHO BasKJIMBUMH JIJIs1 CTBOPEHHSI €IMHOTO IH(OPMAIIIHHOTO IIPOCTOPY CYAOUMHCTB, IO
CIIPUSTUME OIEPATUBHOMY OOMIHY JIAHMMH Ta ITABUILEHHIO I0BIPU /10 CY/I0BOI BJIaJi. BaykMBo Takok 30cepet-
UTHCS HA THABUIIEHHI I(POBOI TPAMOTHOCTI CY/UIB Ta MPAIIIBHUKIB CYZIOBOI CHCTEMH, MO € HEOOXITHIM ISt
YCIIIHOI peatizartii iugpoBrux pe:;gopM y cepi mpaBocy s,
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