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THE ESSENCE OF ADMINISTRATIVE

AND LEGAL PROTECTION OF CRITICAL
INFRASTRUCTURE FACILITIES

OF THE FINANCIAL SECTOR OF UKRAINE

Abstract. Purpose. The purpose of the article is to reveal the essence of administrative
and legal protection of critical infrastructure of the financial sector of Ukraine. Results. The article
reveals the essence of administrative and legal protection of critical infrastructure of the financial
sector of Ukraine. It is determined that administrative and legal protection of critical infrastructure
facilities of the financial sector of Ukraine is a system of security and protective measures implemented
by authorised actors of the national critical infrastructure protection system to ensure the stability
and security of the financial services market segments which form the financial sector of critical
infrastructure of Ukraine. Conclusions. To characterise its essence, it is proposed to focus on the following
aspects: 1) The administrative and legal protection of critical infrastructure facilities of the financial
sector of Ukraine is an element of the mechanism of the national security system; 2) The administrative
and legal protection of critical infrastructure facilities of the financial sector of Ukraine originated as
a response to the need to ensure the safety of critical financial transactions and administrative actions,
the violation of which causes significant damage to economic processes or the course of social relations
that are directly dependent on the stable functioning of the distribution of cash flows or the proper
exercise of financial and administrative functions of the authorised authorities; 3) The administrative
and legal protection of critical infrastructure facilities of the financial sector of Ukraine is implemented on
the basis of legislative and departmental regulatory and legal framework; 4) The administrative and legal
protection of critical infrastructure facilities of the financial sector of Ukraine is comprehensive, enabling
(if necessary) a transitional transformation of actions taken from purely security to directly protective ones
without changing the institutional or procedural component of its implementation; 5) The administrative
and legal protection of critical infrastructure facilities of the financial sector of Ukraine as a set of relevant
measures is a representation of the existence of specialised activities in the law application context,
which has its own purpose, tasks and functions; 6) The administrative and legal protection of critical
infrastructure facilities of the financial sector of Ukraine is a continuous ongoing process, the intensity
of which (activity, readiness) depends on the state of the internal and external security environment.

Key words: administrative and legal protection, banking sector, security and protection measures,
critical infrastructure, national system of critical infrastructure protection, financial sector, financial
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1. Introduction

It will not be news that meeting the general
needs of society, including both individual needs
and especially collective needs, is fundamentally
conditioned by the existence of institutions
that provide the financial resources necessary
to purchase all those goods and services that
represent what experts define as public needs
(Onet, 2018). The process by which money is
produced, accumulated, consumed or spent
drives the economy and contributes to social
development. From this perspective, it can be
said that: ‘in a modern economy, the financial
sector plays an important role through financial

50

intermediation, where funds flow from savers to
investors’ (European Commission, 2015).

In the context of market restructuring
of the national economy, the financial sector
not only performs the functions of monetary
support, but also mobilises and transforms free
savings into investment resources for expanded
economic reproduction, meets the needs
of entities in financial services and thereby
ensures economic growth (Shkolnyk, Semenoh,
2013). In other words, it is logical to assume
that certain elements of the financial sector
of Ukraine's economy can be naturally defined
from the perspective of critical infrastructure,
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which,  accordingly,
and defence.

Thisisconfirmed by the provisionsof the Law
of Ukraine ‘On Critical Infrastructure’, which
recognises banks and other entities operating
in the financial services markets as critical
infrastructure. These objects form the relevant
sector for the purpose of organising the effective
provision of its security and resilience (Law
of Ukraine On Critical Infrastructure, 2021).
In addition, this Law provides that the specifics
of the implementation of public policy on
critical infrastructure protection are determined
for the critical infrastructure sectors (Law
of Ukraine On Critical Infrastructure, 2021)
m, and therefore it is justified to state that
critical infrastructure facilities of the financial
sector of Ukraine are under the administrative
and legal protection.

Therefore, the purpose of the article
is to reveal the essence of administrative
and legal protection of critical infrastructure
of the financial sector of Ukraine.

The issues being analysed have not been
covered in scientific literature, but scholars
such as S. Bulavina, T. Davydova, T. Zhuk,
L. Kozhura, V. Krykun, N. Petryna, V. Pitateley,
A. Semenoh, N. Trotiuk, V. Tsvih, 1. Shkolnyk
and others have established the foundation
for the development of scientific thought in
the discourse of the issues raised.

2. Definition of the terms
and ‘protection’

In the general context, the categories
of ‘security’ and ‘protection’ are used as
synonyms or similar concepts in terms
of purpose, tasks, and methods. At the same
time, scholars also sometimes do not distinguish
between these terms (Bulavina, Davydova,
2017). In addition, Council Directive
2008/114/EC  of 8 December 2008 on
the identification and designation of European
critical infrastructures and the assessment
of the need to improve their protection contains
a provision that defines ‘security and protection’
as a single concept covering all activities
aimed at ensuring the functionality, continuity
and integrity of critical infrastructures in order
to prevent, mitigate and neutralise a threat,

requires  protection

‘security’

risk or vulnerability (Council Directive
on the identification and determination
of European critical infrastructures

and assessment of the need to improve their
protection, 2008; Zhuk, 2021).

A more comprehensive analysis
of the understanding of the essence
of the categories ‘protection’ and ‘security’
and their correlation reveals that in most
cases the former is perceived as a component
of the latter. For example, D. Horbas argues

that the latter is defined as a set of measures
aimed at preventing violations of certain
socially important objects and values, as well as
at protecting them. In conclusion, the scientist
points out that in this case the concept
of ‘protection’ is absorbed by the concept
of ‘security’ (Horbas, 2008). A similar approach
is taken by the authors of the textbook
on Administrative Law under the general
editorship of V. Halunko (2005), who argue
that ‘security’ is a broader concept that includes
prevention of violations of rights and freedoms,
while ‘protection’ is its component and consists
in taking measures after a violation of rights.
Security involves methods of persuasion, while
protection involves methods of coercion.

We support the opinion of V. Krykun that
this approach is not true, because the analysis
of the provisions of the current national
legislation reveals the opposite situation. It
follows that regardless of the type of social
relations subject to security, in all cases, as
well as in most other legislative definitions
of the category ‘security’, its essence is
revealed through the prevention or avoidance
of the relevant undesirable consequences. If
we analyse the approaches of the legislator
to understanding the essence of the category
‘protection’, we will see that in addition
to prevention, a number of its components
of this phenomenon will be listed. For
example, according to Article 4 of the Code
of Civil Protection of the Population of Ukraine
of 2 October 2012, civil protection is a function
of the state aimed at protecting the population,
territories, environment and property from
emergencies by preventing such situations,
eliminating their effects and assisting victims in
peacetime and in a peacetime and special period
(Code of Civil Protection of the Population
of Ukraine, 2012; Krykun, 2021).

We agree that security involves
the application of preventive measures
and the use of persuasion to avoid violations
of the established rules. Protection, on the other
hand, is more focused on responding to existing
violationsusingcoercivemethods, butatthesame
time, there is a certain interconnectedness
between protection and security measures.

According to S. Bulavina and T. Davydova,
security of rights is aimed at preventing
violations  of  rights and  obligations,
and protection is aimed at restoring violated
rights and obligations or compensation for lost
rights as aresult of a violated right. They differ in
terms of the timeframe for application. Security
is permanent, as prevention, and protection
is applied as a result of a breach of rights
and obligations. They also differ in the tools
used. Security is characterised by a wider
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range of measures — ideological, economic,
legal, etc., while protection is the use of purely
legal methods. The solution to the problem
of effective protection and defence of rights is
directly dependent on the development of legal
regulations governing the relations of security
and protection, and on the ability of scholars
to find the boundaries of their non-identity
(Bulavina, Davydova, 2017).

Accordingly, scientific approaches to
defining the concepts of human rights
protection and security emphasise their

difference in content, methods and structure,
while recognising their interdependence in
the context of more general processes.

However, we do not deny that protection
can be interpreted more broadly, including
the processes of emergence, formation,
development, stabilisation and extinction
of needs, interests and rights. This implies
that protection should be provided not after
(Tsvykh, 2002) the unlawful acts have been
committed, but before they are committed.
In this regard, it is more correct to define
protection as actions aimed at stopping or
preventing violations (Tsvykh, 2002), as well
as eliminating the consequences in case of their
commission.

3. Definitions of ‘administrative and legal
protection’ and ‘administrative and legal
security’

Inthecontextofthestudy,thisinterpretation
is also applicable, since in accordance with
the provisions of the current legislation,
the protection of critical infrastructure
involves all activities carried out before or
during the creation, operation, restoration
and reorganisation of a critical infrastructure
facility, aimed at timely detection, prevention
and neutralisation of threats to the safety
of critical infrastructure facilities, as well as
minimisation and elimination of effects in case
of their implementation (Law of Ukraine On
Critical Infrastructure, 2021).

Thus, the legislator has decided to consider
this issue from the perspective of including
security in the protection system, which is
not unreasonable, since the field under study
is characterised by the existence of a national
system of critical infrastructure protection
(in the institutional aspect), which is quite
objectively able to combine the implementation
of both preventive measures and response to
deviations from the norm.

It should be noted that the term ‘legal
protection’ in administrative law is mostly
limited to the activities of competent public
authorities, administration and local self-
government bodies (Trotsiuk, Petryna, 2015),
which objectify the implementation of relevant
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measures. Specialised activities are referred to
as administrative and legal protection.

In regards to the essence of administrative
and legal protection, it is important to note that
it is associated with the appropriate branch
of law. Ukrainian legislation and scientific
works do not present a single perspective
on how to understand this legal category.
This concept is frequently associated with
the words 'administrative and legal protection’'
or 'administrative and legal support.' It is also
used in different ways, with different scope
of content. (Kozhura, 2015).

In the general context, it is important to
recognise that the term applies to the legal
relationship of protecting the rights, freedoms,
and legitimate interests of a person. For example,
the authors of the textbook on Administrative
Law under the general editorship of V. Halunko
understand administrative and legal protection
as dynamic (active) actions of public
administrationaimedatrestoringviolated rights,
freedoms and legitimate interests of individuals
and legal entities, removing obstacles to their
implementation by means of administrative law
with the possibility of applying administrative
coercion measures and bringing perpetrators
to administrative liability (Halunko, 2005).
Alternatively, scholar L. Kozhura defines it as
the organisational and legal activities of public
administration bodies, which are performed on
the basis of administrative and legal provisions,
supported by a system of legal guarantees;
the essence of which is to ensure and protect,
through legal remedies, the rights of individuals
from unlawful acts with the prosecution
of offenders to legal liability (Kozhura, 2015).

In general, in their interpretations
of the essence of this category, scholars rather
clearly and correctly emphasise the totality
of legal relations which are subject to protection
through the established regulatory guidance to
this effect and the developed procedural aspect
of the implementation of relevant measures
by administrative law, but by disobjectifying
this category, they make the mistake
of automatically revealing its essence through
legal relations associated with human and civil
rights, although they are the main, but not
the only object of unlawful encroachment. It
would be more appropriate to refer to legally
protected values and interests that may either
belong to a particular person, their group or
the state in general. In other words, two main
objects of unlawful encroachment exist: a single
or public interest (value, benefit) protected by
law. With regard to the latter, the resolution
of the Grand Chamber of the Supreme Court
states that the needs of a significant number
of individuals and legal entities, which are
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important for a significant number of individuals
and legal entities and are provided by public
administration entities in accordance with
the legally established competence (Resolution
of the Grand Chamber of the Supreme Court,
2019), form the category of ‘public interests’.

This statement enables to argue that
administrative and legal protection, as
well as administrative and legal security
or administrative and legal  support,
should be considered more logically from
the perspective of independent regulatory
processes with different tasks and mechanisms
of implementation. Generally and schematically,
their correlation can be represented as follows:
support is focused on security and protection,
and security and protection are implemented in
close interaction. Moreover, the very definition
of administrative and legal protection should
be considered from the dual interpretation
of the objective component. This means that
in addition to the legal relationship of a person
to a particular interest (usually the right to
something), its immediate state should be
regarded from the perspective of ensuring
protection against changes in properties or
characteristics, damage or destruction in
general.

For example, V. Pitatelev's opinion
that administrative and legal protection
of agricultural land is a dynamic action
of the public administration aimed at restoring
theviolated right to agricultural land in Ukraine,
minimising obstacles to its legal possession, by
means of administrative law with the possibility
of applying administrative coercion measures
and bringing the perpetrators to administrative
liability seems controversial (Pitatieliev, 2017).
The author has limited its content to legal
relationsofaperson tosuchagood, whileit would
be more appropriate to refer to agricultural
land itself as a value requiring comprehensive
protection and preservation. In this context,
administrative and legal protection is not
limited to aspects of land ownership and use,
but also includes environmental, economic
and social factors affecting the condition
and quality of land resources.

Therefore, the essence of administrative
and legal protection of critical infrastructure
of the financial sector of Ukraine. It is
determined that administrative and legal
protection of critical infrastructure facilities
of the financial sector of Ukraine is a system
of security and protective measuresimplemented
by authorised actors of the national critical
infrastructure protection system to ensure
the stability and security of the financial services
market segments which form the financial sector
of critical infrastructure of Ukraine.

4. Conclusions

To sum up, in the absence of administrative
and legal protection of critical infrastructure
in Ukraine's financial sector, it is unlikely that
the financial services market in Ukraine will
be able to ensure an adequate level of security
and stability.

To characterise its essence, we suggest to
focus on the following aspects:

1) The administrative and legal protection
of critical infrastructure facilities of the financial
sector of Ukraine is an element of the mechanism
of the national security system;

2) The administrative and legal protection
of critical infrastructure facilities of the financial
sector of Ukraine originated as a response to
the need to ensure the safety of critical financial
transactions and  administrative  actions,
the violation of which causes significant damage
to economic processes or the course of social
relations that are directly dependent on the stable
functioning of the distribution of cash flows or
the proper exercise of financial and administrative
functions of the authorised authorities;

3) The administrative and legal protection
of critical infrastructure facilities of the financial
sector of Ukraine is implemented on the basis
of legislative and departmental regulatory
and legal framework;

4) The administrative and legal protection
of critical infrastructure facilities of the financial
sector of Ukraine is comprehensive, enabling (if
necessary) a transitional transformation of actions
taken from purely security to directly protective
ones without changing the institutional or proce-
dural component of its implementation;

5) The administrative and legal protection
of critical infrastructure facilities of the financial
sector of Ukraine as a set of relevant measures is
a representation of the existence of specialised
activities in the law application context, which
has its own purpose, tasks and functions;

6) The administrative and legal protection
of critical infrastructure facilities of the financial
sector of Ukraine is a continuous ongoing
process, the intensity of which (activity,
readiness) depends on the state of the internal
and external security environment.
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CYTHICTb AIMIHICTPATUBHO-IIPABOBOT'O 3AXNCTY OB’€KTIB.
KPUTUYHOI IHOPACTPYKTYPU ®IHAHCOBOI'O CEKTOPY YKPAIHU

Anorauis. Mema. MeToio cTaTTi € PO3KPUTTSI CYTHOCTI a/IMiHiCTPATHBHO-IIPABOBOTO 3aXKCTY KPHU-
TUYHOI iH(ppacTpykTypu (inancoBoro cekropy Ykpainu. Pesyavsmamu. Ctarts 1pUCBsiYeHa PO3KPUTTIO
CYTHOCTI aIMiHICTPATUBHO-IIPABOBOTO 3aXUCTY KPUTUYHOI iHPPACTPYKTYpU (BiHAHCOBOTO CEKTOPY YKpa-
inm. Busnademo, mo aaMiHiCTPaTHBHO-TIPABOBHUIT 3aXKCT 06'€KTIB KPUTHIHOI iH(ppacTpyKTypH (iraH-
COBOTO CEKTOPY YKpaiH! € CHCTEMOIO 3aXO/[iB OXOPOHHOTO Ta 3aXMCHOTO CIIPSIMYBAHHS, PEasi30BaHOIO
YIOBHOBaKEHUMU Cy0'€KTaMU HAIIOHAIBHOI CUCTEMMU 3aXKMCTY KPUTHYHOI iHPPaCTPyKTYypH a1/ 3a06€3-
TeYeHHsT CTIHKOCTI Ta Ge3MeKn CETMEHTIB PUHKY (hiHAHCOBUX TIOCJYT, 10 (GOPMYIOTh (hiHAHCOBHIH CEK-
TOP KPUTHYHOI iH(pacTpyKTypH Ykpainu. Bucnosxu. Xapakrepusyoun HOTO CyTHICTb 3aIIPOIIOHOBAHO
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0OMEKUTHCH TAKUMU TOOKeHHAME: 1) aMiHICTPaTHBHO-TIPABOBUIT 3aXKCT 06’ €EKTIB KpUTHYHOI iHppa-
CTPYKTYpH (DIHAHCOBOTO CEKTOPY YKpaiHU € eJIeMEHTOM MeXaHi3My cucTeMu 3a0e3NedeHHs HallioHA b+
HOI Ge3rex; 2) aJMiHICTPATHBHO-TIPABOBUIL 3aXUCT 00’€KTIB KPUTUYHOI IHPPacTPyKTYpH (HiHAHCOBOrO
cexTopy YKpaiH! BHHHK sIK Peakilis Ha HeoOXiAHICTh 3a0e3MeYeHHs CXOPOHHOCTI KPUTHYHO BasKIMBUX
(hinaHCcOBUX omepartiil Ta aMiHICTPATUBHUX /Iill, TIOPYIIEHHS SKUX 3aBJIA€ 3HAUHOI KON €KOHOMIUHUM
poiiecam abo repebiry KoJia CyCIijibHIX BiIHOCUH, [0 € TIPSIMO 3aJIEKHUMU Bijl CTaOLIbHOTO (QyHKILOHY-
BaHHS PO3MO/IITY IPOIMIOBUX TIOTOKIB UM HAJIEXKHOTO 3/iHicHeHHs (hiHAHCOBO-aIMiHICTPATUBHUX (PYHKITiit
YIOBHOBayKEHNX OPraHiB BJIau; 3) aAMiHICTPATHBHO-IPABOBUIT 3aXKMCT 06'EKTIB KPUTHYHOI iH(pacTpyK-
Typu (hiHAHCOBOTO CEKTOPY YKPAiHU Peasi3yeThCsi HA OCHOBI HASBHOCTI 3aKOHO/IABYOTO Ta BiZIOMUYOTO
HOPMaTHBHO-TIPABOBOTO 3a6e3MeUeHHsT; 4) aMiHiCTPATHBHO-IIPABOBHH 3aXUCT 00’€KTIB KPUTHYHOI iH(-
pacTpykTypu (hiHAHCOBOTO CEKTOPY YKPAiHU Ma€ KOMILIEKCHUIA Xapakrep, 10 00'€KTUBY€E MOKIUBICTh
(11pu HeoOXigHOCTI) 6€3 3MiHU IHCTUTYIIHOI YU [POLELYPHOI CKIIAL0BOI HOrO 3/iHCHEHHST BUHUKHEHHS
nepexiznoi TparcopMaliii BYNHIOBAHKX iii 3 CYTO OXOPOHHUX /10 6E3M0CEPeIHbO 3aXUCHUX; 5) aaMiHi-
CTPATHBHO-TIPABOBHH 3aXMUCT 00’EKTIB KPUTHIHOI iH(PPACTPYKTYpH (HiHAHCOBOTO CEKTOPY YKpaiHu sk
CYKYITHICTD BIJIIIOBIZIHUX 3aXO/IiB € Pelpe3eHTalli€l0 iICHyBaHHS y IIpaBOpeasIi3alliiiHiil IIOIHI crielia-
JIi30BaHOI isIIbHOCTI, 1110 MA€ BIACHY METY, 3aB/aHHs Ta PYHKIIT; 6) afMiHiCTPAaTUBHO-ITPABOBUI 3aXUCT
00'€KTiB KpUTUYHOI iH(DPACTPYKTYpU (DIHAHCOBOTO CEKTOPY YKpaiHu € OesnepepBHUM TOCTIHHO 3.iii-
CHIOBAHUM ITPOIIECOM, IHTEHCUBHICTD SIKOTO (AKTUBHICTDb, TOTOBHICTD ) 3aJI€KUTH Bijl CTAHy BHYTPILIHBOTO
Ta 30BHINIHBOTO (GE3IIEKOBOTO CEPeIOBUIIA.

Kii0uoBi c10Ba: aiMiHiCTPaTUBHO-IIPABOBHIA 3aXKCT, DaHKIBCHKII CEKTOP, 3aX0/I OXOPOHH Ta 3aX1C-
TY, KpUTUYHA iHPPACTPYKTYpa, HAI[IOHAJIbHA CUCTEMA 3AXUCTY KPUTUIHOI iHPPACTPYyKTYpH, (hiHAHCOBUIT
cexTop, piHAHCOBI TTOCITYTH.
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