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DIGITAL LAW IN THE SYSTEM OF UKRAINIAN LAW:
ANALYSIS OF PARTIES

Abstract. Purpose. The purpose of the article is to establish the role of digital law in regulating social
relations and to outline the main issues of determining its legal nature from the perspective of actor analysis.
Results. The article analyses the criteria for distinguishing digital law as an independent branch of law. It
is emphasised that the use of digital technologies leads to the formation of a separate branch of law which,
so to speak, “autonomously” regulates social relations in the field of digitalisation independently of other
branches, using its regulatory methods through digital technologies. Digital technologies are not only a way
to give a new form to existing social relations, but also a tool for qualitative changes in the conduct of parties
to legal relations. In addition, modern digital practice leads to a certain blurring of the boundaries between
absolute and relative rights, in particular in the context of the implementation of legal remedies. In the context
of distinguishing digital law as an independent branch, it is important to emphasise that some legal relations
exist only in a special digital environment, which significantly changes the nature of interaction between
their participants, sometimes actually creating a new digital legal reality characterised by the integration
of the digital and real worlds, public and private platforms, private and public networks, etc. Obviously, this
circumstance cannot be ignored by the national legislator. Conclusions. It is concluded that Ukraine's digital
law is specific and independent in nature. The basis for this statement is the criteria enabling to state that
digital law is relatively independent. It is not only about using a specific conceptual apparatus, determining
the legal status of the parties to legal relations, which are essential for the exercise of digital rights, but also
about the formation of a system of regulatory framework for digital legal relations, in which self-regulatory acts,
technical and even ethical provisions that ensure the formation of their own arsenal of means of interaction
between participants in digital legal relations continue to occupy a special place. Modern legal relations, based
on digital technologies, actively influence relations outside the digital world. In fact, we mean a qualitatively
new development of law and regulatory framework that fundamentally changes traditional approaches to
building social relations in the context of interaction between individuals, society and their contacts with
public authorities. However, this new digital legal reality poses additional risks for parties to legal relations, as it
requires to be regulated systematically and consistently, and therefore the issue of forming digital law, defining
its legal nature and place in the Ukrainian legal system is relevant and timely.
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1. Introduction

The digitalisation of all sectors of society
and the state has led to the transformation
of relevant social relations, which have taken on
new forms. This, in turn, has led to the forma-
tion of a new regulatory framework and amend-
ments to existing legislation. These trends are
further complicated by the transformation
of digital relations themselves, the emergence
of new forms of interaction between legal enti-
ties in the digital environment.

Digitalisation provides new opportunities
to improve welfare and address social issues in
education, business, healthcare and environ-
mental protection, public administration, trans-
port and other sectors of human life (Haltsova,
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2021). Modern legal relations, based on digital
technologies, actively influence relations out-
side the digital world. In fact, we mean a quali-
tatively new development of law and regulatory
framework that fundamentally changes tradi-
tional approaches to building social relations in
the context of interaction between individuals,
society and their contacts with public authori-
ties. However, this new digital legal reality poses
additional risks for parties to legal relations, as it
requires to be regulated systematically and con-
sistently, and therefore the issue of forming dig-
ital law, defining its legal nature and place in
the Ukrainian legal system is relevant and timely.

The scientific research in the field of dig-
ital law and the legal status of participants in
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the digital environment includes the works
of domestic legal scholars who have studied
theseissues at different times, including O. Bara-
bash, M. Baimuratov, O. Batanov, D. Bielova,
Yu. Bysaha, O. Bernaziuk, V. Voronkova,
O. Karmaza, Yu. Razmetaieva, N. Parkhomenko,
T. Podorozhna, O. Skrypniuk, O. Streltsova,
Y. Tikhomyrov, Yu. Shemshuchenko, D. Yatskiv,
and others.

The purpose of the article is to establish
the role of digital law in regulating social rela-
tions and to outline the main issues of determin-
ing its legal nature from the perspective of actor
analysis.

2. Actors in the information space

With the development of information tech-
nologies, the Ukrainian state is increasingly
seeking to establish itself as a legal state with
the aim of regulating the activities of legal enti-
ties that are currently ‘unusual’ for perception.
For example, the current legislation introduces
the following new actors and provides their
definitions: “website owner,” “hosting provider,”
“blogger,” “search engine operator,” “owner
of an audiovisual service,” etc. (Barabash, 2022).

Among the actors in the information space,
several groups of actors can be distinguished,
depending on their role in this environment:
information producers, information recipients,
actors that systematise and store information,
and actors that provide information distribu-
tion (transmission) services. The state seeks
to regulate their legal status in relation to all
of these actors. For more effective supervision
of the actions of some of the most active enti-
ties, the state enters information about them
into the relevant registers. According to schol-
ars, the list of legal relations arising in the field
of IT law is quite general, but it is obvious that
they are heterogeneous in their legal nature,
and therefore it is very difficult to find clear
criteria that would allow for a certain classifi-
cation. The only unifying factor is the virtual
environment in which these relations arise,
change and terminate (Urtaiev, 2022).

Recently, through amendments to the cur-
rent legislation, the state has been trying to
regulate the activities of entities that do not
directly create new information themselves,
but provide services to content consumers by
systematising and transmitting this informa-
tion. These are information intermediaries. An
information intermediary is a person or organ-
isation that sends, receives or stores electronic
documents, messages or provides other services
using information and telecommunication tech-
nologies on behalf of another person (Varenko,
2014). This means a person who transmits mate-
rial in an information and telecommunication
network, in particular the Internet, a person

who provides the possibility of placing material
or information necessary for its receipt using
an information and telecommunication net-
work, a person who provides access to material
in this network. By establishing prohibitions
and restrictions on entities providing informa-
tion dissemination services (information inter-
mediaries), the state imposes obligations on
them that are actually a continuation of state
functions.

The mass media (hereinafter referred to as
the media) are particularly important among
the entities that create and disseminate infor-
mation. In Ukraine, the media are institutions
and forms of public and open dissemination
of information for a wide range of users, which is
carried out with the help of technical means. The
mass media is a complex system in which there
are two main types: electronic (radio, television,
film, audio) and print (press) (Makeieva, 2019).

Nowadays, the media are institutions cre-
ated for the public, open transmission of various
information to different people with the help
of special technical tools. This relatively inde-
pendent system (remember that they are classi-
fied as the fourth branch of power in Ukraine) is
characterised by its many elements: properties,
content, methods, forms and levels of organisa-
tion (Sikorskyi, 2021). Furthermore, the state
should consider the influence of the media on
society, while controlling these levers of influ-
ence. It should be noted that the media are
subject to mandatory state registration. In
the modern world, the media are actively using
the Internet, namely creating websites, TV
and radio channels, organising online broad-
casting, having their own print media, etc.

A widespread use of digital technologies
leads to the formation of a separate branch
of law which, so to speak, “autonomously” reg-
ulates social relations in the field of digitalisa-
tion independently of other branches, using
its regulatory methods through digital tech-
nologies. In this regard, the views of the well-
known Harvard Law School Professor L. Les-
sig should be noted, who criticised the position
of the US Court of Appeals Judge F. Easter-
brook, who opposed the idea of defining cyber
law as a unique section of legal research
and litigation (Easterbrook, 1996), consist-
ently defended the idea that legal concepts
and rules will inevitably evolve as cyberspace
develops and expands. The researcher focused
on the specifics of cyberspace, where there are
special mechanisms of interaction and identifi-
cation of participants in relations is complicated
(Lessig, 1999).

It should be emphasised that the contro-
versy over the sectoral separation of legal pro-
visions regulating social relations in the context
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of digitalisation is a consequence of the discus-
sion about the system of law and the criteria for
its construction. As is well known, the criterion
for distinguishing branches of law is the subject
matter and method of regulatory framework.

3. Specific features of digital law separa-
tion

Modern researchers believe that a pre-
requisite for the allocation of a new branch is
the formation of a qualitatively different sec-
tor of social relations that will potentially be
the subject matter of regulatory framework
(Hetman, 2023). Moreover, it is important to
distinguish such processes from the usual trans-
formation of existing relations related to the use
of their new forms.

Another element of this debate is the views
of scholars on the allocation of new human
rights — digital rights. According to some schol-
ars, digital rights are not a new type of prop-
erty rights, but only a digital form of binding
and other rights, not all, but only those directly
specified in the current legislation (De Hert,
Kloza, 2012). Therefore, the digitalisation
of certain property rights does not change their
legal (civil law) nature: it is not the subjective
rights themselves that become digital, but only
the forms of their consolidation (existence)
and the ways of exercising these rights, includ-
ing the ways of disposing of them, that are deter-
mined by this circumstance (Marwick, Boyd,
2014). This perspective is supported by other
scholars who believe that digital law is not a sep-
arate sub-branch in the legal system, but only
a digital form of private and public digital rela-
tions that requires new regulatory approaches,
but not the substitution of the content of digital
relations with their form (Reventlow, 2020).

It is possible that the relevant groups
of relations (intellectual property, e-commerce,
personal data, information security, etc.) are
already included in the subject group of exist-
ing branches of law, without constituting a new
branch of law in the form of Internet law, cyber
law, digital law, etc. Nevertheless, does this
mean that it is impossible to identify the specif-
ics of legal relations related to the acquisition,
exercise and protection of rights, and to form
a new branch of law on this basis? According
to O. Bratasiuk, in the modern world, elec-
tronic information media, namely, the Inter-
net resources to which they provide access,
play an important role in a person's daily life.
Few people can imagine their lives without
digital devices, which are a way and a tool for
obtaining information, and for some it is a man-
datory attribute for making a profit. There-
fore, the issue of regulating digital rights in
the shortest possible time arises. A significant
contribution to solving this problem would be
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to enshrine basic digital rights at the constitu-
tional level or to include these rights in relevant
legislation, and it is urgent to develop effective
mechanisms for the implementation and pro-
tection of these rights (Bratasiuk, 2021). This
can be demonstrated by the correlation between
civil and financial law. In both cases, the mat-
ter subject to regulatory consideration is prop-
erty relations, but the subject matter of legal
relations and the methods of their regulatory
framework give grounds for their sectoral delin-
eation even in inter-sectoral institutions, such
as government loans, where the issue of gov-
ernment bonds is the subject matter of financial
law, and the relationship between the state, rep-
resented by its authorised bodies, and the bor-
rower under a government loan agreement is
the subject matter of civil law.

In addition, modern digital practice leads
to a certain blurring of the boundaries between
absolute and relative rights, in particular in
the context of the implementation of legal rem-
edies. Therefore, digital technologies are not
only a way to give a new form to existing social
relations, but also a tool for qualitative changes
in the conduct of parties to legal relations.

In the context of distinguishing digital law
as an independent branch, it is important to
emphasise that some legal relations exist only
in a special digital environment, which sig-
nificantly changes the nature of interaction
between their participants, sometimes actually
creating a new digital legal reality characterised
by the integration of the digital and real worlds,
public and private platforms, private and pub-
lic networks, etc. Obviously, this circumstance
cannot be ignored by the national legislator.
In addition, as is well known, there has long
been an “Internet law,” “cyber law” and “net-
work law.” Foreign researchers have even come
up with a new name for this law: “platform
law” (Lobel, 2016), that is, the law of digital
technologies. In fact, all of these types of law
are used as a synonym for digital law and are
based on a mixture of traditional and “new”
legal institutions that have emerged and devel-
oped due to the existence and widespread use
of the Internet, which actually raises the ques-
tion of the place of the relevant legal provisions
in the system of national law.

4. Conclusions

Therefore, the analysis of specifics
of Ukraine's digital law enables to conclude that
it is independent in nature. The basis for this
statement is the criteria enabling to state that
digital law is relatively independent. It is not
only about using a specific conceptual appara-
tus, determining the legal status of the parties to
legal relations, which are essential for the exer-
cise of digital rights, but also about the forma-
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tion of a system of regulatory framework for
digital legal relations, in which self-regulatory
acts, technical and even ethical provisions
that ensure the formation of their own arsenal
of means of interaction between participants in
digital legal relations continue to occupy a spe-
cial place.

All these factors together create objec-
tive prerequisites for the sectoral separation
of digital law. The potential inherent in digital
technologies can not only significantly trans-
form existing, but also create fundamentally
new social relations, which confirms the above
thesis about the possibility of considering
digital law as an independent branch of law.
Namely, digital law is related to: the specifics
of the relations constituting its subject matter,
the emergence and existence of which is impos-
sible without the use of certain digital technol-
ogies; the peculiarities of the method of their
legal regulation, characterised by a combina-
tion of mandatory and dispositive regulation;
the legislative framework while maintaining
a significant role of self-regulation and the need
to allow for the specifics of national jurisdiction
in the Internet space; the formation of a special
system of legal relations based on the specifics
of the information space.
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IIN®POBE ITIPABO B CUCTEMI YKPATHCBKOTO ITPABA:

CYB’EKTHUIT AHAJII3

Anoranig. Mema. Metoio ctaTti € 3’scyBanis poJi 1UpPOBOTO TIPaBa B MPABOBOMY PETYJIIOBAHHI
CYCIIJIBHUX BIIHOCHH Ta OKPECJEHHS OCHOBHUX TIPOOJIEM BU3HAYEHHS [IOr0 MPABOBOI IPUPOAM 3 TOUKH
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30py cy6’ekTHOTO aHami3y. Pesyavmamu. Y crarTi 3pobJeHO aHasi3 KPUTEPiiB BHOKPEMJICHHS HHUpPO-
BOTO TIpaBa SIK CaMOCTIiiHOI raTysi mpaBa. 3a3Haueno, 1o . Haromomnreno, mo BUKopucTaHHs IPPOBIX
TEXHOJIOTIH 3yMOBIIOE (DOPMYBAHHS OKPEMOI Tajly3i IPaBa, sIKa Tak OU MOBUTU «aBTOHOMHO» DETYJIIOE
CycIinbHi Biinocwuu y cdepi mudposizartii HezameKHO Bijl iHITIX Tagy3el, BHKOPHUCTOBYIOUU CBOi CIO-
co0u TIPaBOBOTO PETYJIOBAHHSI 3a JI0MOMOTOK [U(PPOBUX TEXHOJIOTIiT. i(POBI TEXHOJIOTIT € He TiJIbKK
crocoboM HajlaHHs1 HOBOT (DOPMU BiKe ICHYIOUUM CYCILIbHUM BiJIHOCUHAM, & I IHCTPYMEHTOM SIKICHOI 3Mi-
HU TIoBeZliHKM cy6'ektiB mpaBa. KpiM Toro, cydacwa 1udposa mpakTHKa 3yMOBJIOE MEBHE PO3MUBAHHSI
KOD/IOHIB MizK aGCOJTIIOTHUMH 1 BIIHOCHUMU [IPaBaMH, 30KPeMa B KOHTEKCTI peasiizallii 3aX0/1iB IPaBOBOro
3aXUCTy. Y KOHTEKCTi BUOKPEMJICHHS 1[1(hPOBOTO 11paBa K CaMOCTIiHOI rajysi, BAXKJIMBO BKa3aTH Ha Te,
110 JIesTKi MTPaBOBIIHOCHHM ICHYIOTh TIIBKM B YMOBaX OCOGJIMBOTO IU(PPOBOTO CEPEOBHUIIA, SIKE TOMIT-
HO BU/I03MIHIOE XapaKTep B3aeMO/Ii1 iXHIX YUaCHUKIB, iHO/I (haKTHIHO CTBOPIOIOYN HOBY I PO-TIPABOBY
PeaIbHICTD, I K0T XapaKTepHi iHTerpamis nudpoBoro i peaabHoOro CBiTY, MyO/IiuHi Ta IPUBATHI MIaT-
opmu, pUBaTHI Ta 3aTaJbHOAOCTYITHI Mepeski Toto. Bouesnzp, 11 o6cTaBuia He MOKe OYTH MPOITHO-
pOBaHa BITYM3HIHMM 3aKOHOIaBIEM. Bucnosku. 3pol6ieHo BUCHOBOK Mo crienudiky mudpoBoro mpasa
Ykpainu Ta itoro camoctiitnuii xapaxrep. [lifcraBolo A7t Takoro TBEP/XKEHHS € caMe KPUTepii, sIKi 1al0Th
3MOTY TOBOPHTH TIPO BifIHOCHY caMocTiifHicTh 1udypoBoro mpasa. Merbes He TITBKI PO BUKOPHCTAH-
He creruigHOro MOHSTIHHOIO arapaTy, BUSHAYEHHS TIPABOBOTO cTaTycy cy(’eKTiB NpaBoBigHOCHH, 6e3
yyacTi AKX peasnizailist udpoBUX 1paB cTa€ 00’ EKTUBHO HEMOKJINBOIO, a i 1Ipo (HOPMYBaHHS CHCTEMU
HOPMATHBHOTO PEryJioBatHst upo-MpaBoOBKX BiIHOCHH, Y sIKiii 0co6IMBE MicIie TIPOI0BKYIOTH MOCija-
TH aKTH CAMOPETYJIFOBAaHHSI, TEXHIYHI Ta HABITh €THYHI HOPMH, 110 3a0e311e4yi0Th (POPMYBAHHS BAACHOTO
apceHaity 3aco0iB B3aeMOJIil yuacHUKIB 1uhpoBuX 1paBoBigHocHH. CyJyacHi PABOBIIHOCHHME, CIIHPAO-
quch Ha 1MGPOBI TEXHOJIOTI, aKTUBHO BIIMBAIOTH i HA BiIHOCHHK 3a Meskamu 1udposoro crity. Dak-
TUYHO HIEThCS TIPO SIKICHO HOBHIA PO3BUTOK TIPaBa, IIPABOBOTO PETYJIIOBAHHS, 10 KAPIMHAIBHO 3MIHIOE
TpaAUIiiiHi mAX0aM 10 BUOYAOBYBAHHS CYCIIJIBHUX BIIHOCHH Y KOHTEKCTI B3aEMOJII JIIOAWHY, CYCITiIb-
CTBA Ta IX KOHTAKTIB 3 OpraHaMu JIEPKABHOI BJAAIM. YTiM, Taka HOBA IUGPO-TIPABOBA PEABHICTD MOPO-
JUKYE JIOATKOBI PUSKMKK JIJIs1 CY0'€KTIB MpaBa, a/ke MoTPedye CHCTEMHOTO Ta MOCIIOBHOTO TTPABOBOTO
PEryJIIOBaHH, 3 OTJISLY Ha IO MUTaHHS 1Po popMyBaHHs UGPOBOTO MpaBa, BU3HAYEHHS HOTO IIPaBOBOI
IIPUPOJIN Ta MICIIS B CHCTEMI ITpaBa YKPAIHU € aKTYaJbHIM Ta CBOEYACHUM.

Kiouosi ciioBa: 1paso, 1ugpose 1paso, udpose cepegoBulile, n(poBi 1paBoBiiHOCHHH, Cy('€KTH
npasa, udposi cy6’exru, nudposizaiis, indopmariiiiai TexHosorii, ubposa gepKasa.
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